2021 2alel £7sta

L k|

=% H|28F H[15 (2021, 5)

starjara@pusan.ac.kr, yOungjupnu@pusa

.ac.kr, kwondh@pusan.ac.kr

S)

A Study on the Security Features of Processor
Architecture for Embedded Devices

Seong-Hwan Park”, Young-Ju Kim", Dong-Hyun Kwon™
“Dept. of Information Convergence Engineering, Pusan National University
“Dept. of School of Computer Science and Engineering, Pusan National
University

fo

[ETANTA

o) W 4 2R
Soiz
o et Yur= 7]71e wer

AHE A EY 7]E 9]
Aot SHAIEE AWt = 7]7]19] Bl
o7k gt}

A el el AvirE== ek

1. M8

A Qe e

2 guhe Azge 5
REAA gubE 775
2l we gl = A1)

o= ol

o=

rE LJ ﬂ e wo o

2,

e el o E @
s s 71718 ZRAN S
kAL #How Wt

A} 3

A

M de |o
o off 11 =
ooy
oX,
o

=

mlru £

d Aol HE 9 dolE B3
E°] ARM o}7] gl Ao A=

MTE(memory tagging
extension)[1], Al TA2d  AFde
BTI(branch target identification)[1], TEE(trusted

execution environment)[2]E ©]&3F H3P3d Az

b

off & ol o
il
ol

N

P
s
m\m

ey B3 Hfz
o]

= =
o5

oA o= 7HA i = 71715

of wet olelgt dMv= 77 E
o Mg g AEol AP

Ae divkee] dHit= 7]71e A-8¥ RISC ob71E9A 7]k Bt 7]z tfsto]

ok
=

Y,
e
-
e 2 o 0

= 538 volHE Has= 71l TrustZonel[3]o]
EAF} | FH o Basta gl RISC-V of7]d)
Ao A= MultiZonel4]ol2til st= TEE7I& &
ARl =S U= Aol

ool A= dAl de AMEE = RISC of7]H
Al ARM3}F &stA] 7ol & F<Ql RISC-V
o tiaEAQl HelE 7]z utiste] AwEa ﬂ‘ﬂ%
a2 F g bl kel tis] w=st=E shil
t}.

2. ARM ot7|E|x 2| Heot 7|5

A dHH = A"l 7 g AR H AL
ZrAA ob7|E Al ARME dA ZnfEE
Zukd 7715 E IoT717] B &% Asshet
@A e 22elan itk o]# g ARM
Agsts Bk 7lsgel tste] o FelA A
HE LS S

mLoofl ¥0

Mo to ¢

9

2.1 ARM Memory Tagging Extension (MTE)

ol

5

HEe HoE 98 Al MTE+= W

3= 7

-121 -



2021 2alol FAIsIE L EY

3| =27 H|282 |15 (2021, 5)

o2
- 12
2
=
I
il
i
s
_O|L
rir
o

FA o7 mree] H
o]#]gk W xg
W 2e] 16ulo]E with 4R EQ] v &g
W =g ggto] whAlsh Al o
LockQ! W=zl ®l19} 3
= /\C}_C,q 4

rot
3
%
r o)
Au)
rot
=
4
2l
ax
o
fitl

LONTINT
N fr
S
~
X
oy

b

3L 3}

12 o ™
Z to 12 4z H g
2
it
k)
o

W 0o K
o
=2
)
o [

o2

)
o,
N
2
F
d
i,
>~
(@}
<

m
—

o

W)

i g ff R
o,
o

£
zr
o
o

=g

=

B
off ol
Loy o
ST i °
o oY

i)

[l
1o
o
o
e
n

0
9::
(@]
N
==
o>
o,
£ o

oy o T ool & om o
=W e

[l
Mg
o %

R0
s

—
ot (g ro S g
X

2
E

=
| E r
of,

2
Of
-

Y

Sl
Il

°o o
T
oo P

Lo 1

Fa7h 7HA A 9

&&=y, vAE A
7= Fa7k 7HA

of ol ej1e] gFhol

[e] O~
AE & 5 9

X
N

[e)

[ o e =

]

;O
rr
o ooy
L g
=y
W oo
=

R e 7
Ach
o2
2

17k

N

4
N

i
i)
iy
ru
>,

i)
rr

Tag Address Space

Tag:'
0080000000041 752
Tag=07
0x0700000000635878  ——————e—d [ Region 7
7 Region 7
Tagzx .
0x9800000000¢41712 4>® Reglon 2
Region 2

¥ 1 ARM-MTE®Y 44|

2.2 ARM Branch Target Identification (BTI)

Aol 35 FAAQ A& A% 7159 BTI= H4
B717F dojd o dlg 7] AF AFow a3t
= WEol7t BTIg L at= HHoirt ofd A9 4
o5 AN o5 FI 2= A Al AW
= 91A 5 BTI H#HolE AYsl 79 38 &
HFEI A FAE A AYY 2= FAE
AAE = Ade Aolvh e, RV Rl o
B ATE & 5 o ARHor AW 1= T4

B R BHEY) BHYIE B AT 0w E
b o} SR 5 A A

2.3 ARM TrustZone

71%%2 TEEZ 23 7bsd A3a4 &

A V=2 AEAA I o]l =2 FF9 Ho
875 fEYANAS A HE & FIAY
eyl 28 o] mkEo] dubAgl o HeEl Aol
7 Helo] 8 FHE= ofEFgAlAS As T4 %
HE Hagtslal 8 HolHE Hasty] 9% 7<=
o]t}

Normal Trusted

1% 2 TEE <A

Non-Secure Service Secure Service

TrustZone ©]218 TEES #|¥3l7] $ste] 1
4 3% AP H S secure  worldet
Non-secure world= 4w zt7be] worldel &
AAs  Fsiy Non-secure
worldell  H] & 7k 7] el
Non-secure worldol| 4= secure worlde] #-el d
] HLo] EUFst HEE  secure worldol A&
Non-secure world=2°] o] &7tye= 545 o]
&3 Z47te] AP AS Agstal secure worlde]

oy & HEgt

2ol

secure world+

=]. O
N

=

g worldell A th2 worldZe] 3
Secure Monitor Call(SMC)e]g}ar sh+=
o] &Fo] dgstH, ol o]y
contextA % Bl E 7 HQEA  HH,
worlde A& AAES &f38h7] wiol A= 1Y &

9
&

o X
20

af
g

rlr (3 tlo

world 9]
7}7}e]

e FH MEAE FAA o]FAAA A £,
dae week G AAR s TAE A
B 7b4 wale] shte] TEE AYE Fhat 5
gol etk oled SHom Fom vFo mes
W worldzre] A Rahel] foI9 BF AE B el
Aol ekl B sdel Basvin B 5 U

-122 -



2021 2ol EAlsta

gtECS

=27 ®|283 15 (2021, 5)

Z ot [5]

Non-Secure Secure

Data Data

App

App

Resource Resource

1% 3 TrustZones 7+eFalst w2

3. RISC-Ve| E¢t o}7| &l X

RISC-V¥ 9F A ZaAA ol7jgxzx
= sHAle Al A ZdEA AFEHE o7 E A
olth. ol Aol A= o]2 g RISC-Vel Alg= i 3l
= HEAHQ o7 EA 7Nk Hel VeEs AHEE
= gt

3.1 RISC-VollMe| 22|l Eot 7=

RISC-V W&ol AloA&= el &
A3 ST Vs> OE ATEHA Fo 2
ZZAE0 7] wied ARMe MTES$}
Tagged MemoryES H] &3k ofg o}
71el A S Alest7] 98] LowRISCI6] 53 2
o] ofg] A7t e M

e fob

T
ol
Ze

3.2 RISC-VollM 2| Mo & 724 4F

< RISC-Veoll A =
programming(ROP) attacko] #Ae < gltps =
w[7lo] LEFHE 5 RISC-V op7|€El Ao A= Ao
a-N _?46]- 7]h %Zﬂoﬂ ;Hz‘;} rrJJg_M
. BFARE o}# F2] RISC-V WH
013@ Aol B& Pr?é“ A5E A%

return—oriented

s X 55 E’r
a4 B VeEs Zﬂ‘&ﬁ ‘Rilr_—tﬂ o] iPrOﬂH” KRSy
= ]
U

244 Wyo] &#o] oyl El_ii*ﬂ/ﬂ 715k 2]

3.3 RISC-V MultiZone

MultiZone= ARM TrustZone¥ vwl37[A=
RISC-V o}718 X oA TEEES Al&aAv 2 714
zkol o] EAgTE. FAA R 19 49 Fo] oY
=Hls  #8% AgAAs  Ads o=
RISC-V7} mlolaz AdS 7|Hto 2 slo] A9 7
Machine Mode(M)¢} 391 A5 User
Mode(U)® Zt7te] AlFS vro] A3 2 #eE
T, ol Zhzt e
58 F# vlEE 7 ol Secure MessageE 1L
el ekdd Ayt 2R

=0]
o

o2

Zone #1 1 Zone #2 | Zone #3 . Zone #4

TCP/IP
Service

U-mode RTOS

M-mode

4, =
s ARM RISC-V
22| MTE LowRISC (T =)
Hozgs BT X
TEE TrustZone MultiZone

# 1 ARM#} RISC-V¢| HRF 7] MW i

¥ 12 ARM¥ RISC-V Ztzte] A&
S 32 UEd Ao ® RISC-VO A
At | w&Eol @A ARMel H] &)
ko]l & Fol A ¢
i 8le Ae=m yEhy %lii

Das Aoz welth % RISC-V
MultlZoneEL 9= ARM TrustZone¥
59l TEEES wEol ¥ & Advks A A
AdEle] RISC-VE #18 Het 7|5S A7 of 7]

.l
o
<

H
s
Heb
S

LN

_Eje_ﬁlﬂim&r&

o) ARM3} 22 ol7ldAe nek /)5S wHE
S B4 o U4e RISC-VE Het 7158 A%
# 4 e Aotk F| ARME A$ ofn] v

-123 -




2021 2afel EAlsteyEii3| =% H283 H[1Z (2021, 5)

HOE 715S AFHAR o @ AsHe] Hua 3
ol B AN GO o T JES BE
S chke wol EAlel ol 9A Hg@Ae] e o
b "aw goln

Acknowledgement

o] A= AN S RENT) ] Ao
FTATAS] AU S o} e
ATA(2020R1G1A1102193).

ila]

tne2 s

Ao
re

[1] Learn the architectre: Before debugging on
Armv8-A,
https://developer.arm.com/documentation/102433/010
0/Stack-smashing—and-execution-permissions

[2] M. Sabt, M. Achemlal and A. Bouabdallah,
"Trusted Execution Environment: What It is, and
What It is Not,” 2015 IEEE

Trustcom/BigDataSE/ISPA,  Helsinki,  Finland,
2015, pp. D7-64
[3] Learn the architecture: TrustZone for

AArch64,
https://developer.arm.com/documentation/102418/lat

est

[4] The First TEE For RISC-V,
https://hex—five.com/multizone—security —sdk/

[5] Zhichao Hua and Jinyu Gu and Yubin Xia and
Haibo Chen and Binyu Zang and Haibing Guan,
"vTZ: Virtualizing ARM TrustZone”, Usenix,
Vancouver, BC, 2017, 541-556

[6] Tutorial for the v0.4 lowRISC release,
https://www.lowrisc.org/docs/minion-v0.4/

[7] Georges—Axel
Markantonakis, Raja Naeem Akram, David Robin,
Keith Mayes, and David Naccache. 2020.
Return-Oriented Programming on RISC-V. In
Proceedings of the 15th ACM Asia Conference on

Computer and Communications Security (ASIA

Jaloyan, Konstantinos

CCS '20). Association for Computing Machinery,
New York, NY, USA, 471 - 4%0.

[8] A. De, A. Basu, S. Ghosh and T. Jaeger,
"FIXER: Flow Integrity Extensions for Embedded

RISC-V,” 2019 Design, Automation & Test in
Europe &  Exhibition (DATE),
Florence, Italy, 2019, pp. 348-353

[9] G. S. Nicholas, Y. Gui and F. Saqgib, "A
Survey and Analysis on SoC Platform Security in
ARM, Intel and RISC-V Architecture,” 2020 IEEE
63rd International Midwest Symposium on Circuits
and Systems (MWSCAS), Springfield, MA, USA,
2020, pp. 718-721

[10] Pinto, Sandro, and Jose Martins. "The
industry—first secure IoT stack for RISC-V: a
research  project.” RISC-V  Workshop,(Zurich).
2019.

Conference

- 124 -





