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count, diff_srv_rate, dst_bytes, dst_host_count,
dst_host_diff_srv_rate, dst_host_same_src_port_rate,
dst_host_srv_count, dst_host_srv_diff_host_rate,
duration, flag_REJ, flag_RSTR, flag_SO, flag_SF, hot,
is_guest_login, logged_in, num_compromised,
num_failed_logins, num_file_creations,
protocol_type_icmp, protocol_type_tcp,
protocol_type_udp, rerror_rate, root_shell,
same_srv_rate, serror_rate, service_domain_u,
service_eco_i, service_ftp, service_ftp_data,
service_http, service_other, service_private,
service_smtp, service_telnet, src_bytes, srv_count,
srv_diff_host_rate, wrong_fragment
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3.3 Data Balancing
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<3# 4> NSL-KDD Dataset =

KDD Train+ Balanced KDD Train+
Normal 67343 (53%) 45000 (25%)
DoS 45927 (37%) 45927 (25.2%)
Probe 11656 (9.11%) 30000 (16.6%)
U2R 52 (0.04%) 30000 (16.6%)
R2L 995 (0.85%) 30000 (16.6%)
Total 125973 180927

DNN Parameters

Architecture [39-256-512-512-5]

Activation / Initializer Relu, Softmax / He Uniform

Regularizer / Strength L2 / 0.0001

Adam / 0.0005
Cross Entropy

Optimizer / Learning rate

Loss

5¢F #o
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B8 dolge] thal Accuracy HS 7HA 1L
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<¥ 6> Aotd o Fyad e HI)

Proposed Models

precision recall f1 support

DoS 0.96 0.85 0.90 7458

Probe 0.84 0.66 0.74 2421

R2L 0.64 0.42 0.51 2754

U2R 0.26 0.14 0.18 200

Normal 0.77 0.96 0.86 9711

Total 0.82 0.82 0.81 22544

<E 7> oRlal REEe] g FHs EF A

Random Forest

precision recall f1 support

R2L 0.99 0.08 0.15 2754

U2R 0.5 0.01 0.02 200

Vanilla DNN

R2L 0.95 0.08 0.14 2754

U2R 0. 0. 0. 200
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