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Equation 1 Complexity of Compound Identity
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Figure 1 Overview of privacy protection architecture for
surveillance system
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Equation 2 Asset Identity
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Require: A # ()
1: procedure ASSETIDENTITY(U, A)
% if (pkl,,skY,) =0 then
3 (pkszg’ Skszg) « gSiQ‘()
4 5k  Genel()
5 end if
6: for eacha, € A do
7
8
9

> U executes

> only U keeps

Nonce + gnonce()
«— Enerypt(pk?,

> only aj keeps

Nonce% Nonce)

enc 819"

: end for
10: return (pkgg, Nonceene)
11: end procedure

Algorithm 1 Generating Asset Identity
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Require: M., #0

1: procedure STORESECUREDATATX(pkE. , Meopnc)

sig?

2 (ap, Nonce?, ) < Parse(Mep.)

3 if ValzdateAsset(pk”g, ap, Nonce?, ) # True then
4 return ()

5: end if

6: hu,,, ¢ H(Mene)

7 LIH(DkE,)]  LH(kE,)] U,

8 dslhag,,.] = Mene

9: return hjy, .

10: end procedure

Algorithm 2 Storing secure data

StoreSecureDataTX W ol A <=8 3}+= ValidateAsset <
EWdAA YA vzys 220 JfYge & e B

A AAZ ARRE I glom, olF Fate] AREA},
Asset, Nonce FH7} LAst=A &olgd w EFA9

=
UES A Mool tet A 48s 492 & vk

dsstE wrjoje] Aol ¢kr ¥ ©]F Algorithm 3
2 ds ¢ H & ol &3t M, 5 E53 & H53E
Fdste A-S Agetar Ak =g Al 3 Ao o] g
Ho3t QAo x, CheckPollcy S goste] E Asset
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Require: m # 0

1: procedure LOADSECUREDATATX(kalg, m)

2: (AMone, Tp) < Parse(m)

3 if CheckPolicy(pkk,,, xp) # True then

4 return Error

5: end if

6: if hMenc € L[H(pkszg)] then

7 Mo +— d.&'[hMmc]

8: (ap, NonceE, ) < Parse(Mep.)

9: if ValidateAsset(pk;,, ap, Nonce?, ) # True
then

10: return ()

11: end if

12: end if

13 return (pk¥,  hy,,.,a?, Noncel, )

14: end procedure

Algorithm 3 Loading secure data
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Algorithm 4 Transferring secure data
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1: procedure INVALIDATESECUREDATATX(pkY;,, hat,,.)
2 Mene + dslha,,,.]

3 (ap, Nonce?,,.) « Parse(Menc)

4; M,y + Mg,. — Noncel,,,

5: if M,,,. has no Nonce then

6 ds [hMEM] = @

7: end if

8: end procedure

Algorithm 5 Invalidating secure data
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