l_\
x
rh

—ﬁ‘ E[Ol' —|—’ l"-.a

r10 o, _lm Ob rj\i

}u:imzrsﬂol%m%ﬂf
-

e N

A e Wad Ae ewsl=w &3
e A7, ot W7 Fo A oMES AY FEolA

PN
T .

~E 7]1:11— ;dollFJj—;( /\]Z: ﬂj(HlDS)o] OSSEC jﬂr EZ!'—E}O:] 25 ]ELZJE]' E]—‘E,—Z:Oﬂ/ﬂ 7]%@2& Aﬁ
= I I

ASK 2025 stadtErls| =27 (323 15)

2 7|5 9] o] ©X| AA ol7|¥A 24A

Fout, o
tol ) shar Afo]u weketa ohy A
2ol ohal Aol v MeFeha} w4

lina01@ajou.ac.kr, security@ajou.ac.kr

Architecture Design for Log-Based Behavioral Anomaly
Detection System
Lina Hong?, Jin Kwak?

1Dept. of Cyber Security, Ajou University
2Dept. of Cyber Security, Ajou University

=3 of
AT YEa A0 LEas vNke] e VNt 20 as SHoR Bl 54 Al
of AA WHEES AAISTH Wazuh ¢ ELK ~BE& dAAete] tAS &4 25 43+, Sigma 7]
wke] kEshd £ A R A8 WS AR
Xl AAE FFetaL, B4 = AAE S5
©F 2= o]l HIWHZ O
“&5 (privilege escalation) 7= & AA7F At AdEi e tee 5 s wHes A
:ﬂﬁ&v"— g g o] F, A %P 2} A gk (root) & _
A ol Fa W ARNE ) 20 e mxy A 4
OB A&aEE 9“40] gotshs AWAd A
 MITRE ] ATT&CK Framework o] 4 1= 1 2 T AreA ks = 7Rk kek B A
& 27 A% (TA0004)Z EFHolglom, tpey Amazon Linux2 7IWke] 2552 IEXQIE ool E e}
Z1ggol Aelw ol e 01 g A g L FHEA AR TR dhs SaRd
T2 2700 BA357] 9er= d=¥oE mol o Sysmon for Linux ¢ Wazuh Agent 7} Ax¥t.
YEgo] dAsdoln, A28 22 'E%‘& s)e] Sysmon & WO|ARAZEC|AM Agsl= eBPF 7Iuk
u Aol  Al&F EUEY Z=TRA, ZRAS YA,

<
WAl Wauh = s~ 879 wake opst 8 syslog oA BAET] ol AN Qe
ZYE oME 2auE ST, 7F s wxe IETFORAN, wAxe] ST s 2am4 o
25 o)A E AEatE /)5S ATUH2) Wazuh T T UE=FH FHTH Wazuh Agent = Sysmon o]
£ T PelAkSevenst 7 5AEd AR o] B oMME = R ohEl authlog 5o} I
AER TAH0 AxE 218 £7, #asn e A I 2o S, ol el Wauh 2]
g ol wpe} Az AnE A4 AEE A

ae £ 7l g g abE A 9 gy Wazuh @ ARl Rl mas Apdel Al
o fA Bt BEAeln, AN F slPe weg B E HiEetel daztern TAWUG. B4 2
34 w3 A4S viwAe @At B olejs 58 ERAX o, s AR, Axd 5F A=
EAE Ads] 98, 84 g9 mesd muq =L HolHe AEE wAse) e o

= it

z ARG dE 59, #
/\}&x}ﬂ sudo WS W

o O (T i o flo o

wx of me o


mailto:lina01@ajou.ac.kr

ASK 2025 st ELN 5| =27 (323 15)

(]

o of
i/

— o
e 1k |
4y
so, o0
N

aw ”
o

o

N
oo il
et

Sigma +© Y3k =
Hhs} ] o] 9lof, Wazuh <k

=
a3 A48T & A ol
]

o ol
o

4 to
o
ol
rir
__‘T‘_"
%2

i
32,
F
i

o

d
1=

=

2
>
2l v

Jmlog:i

m
—
-~
off r

N o
N
rE N

of
ol

2 g

oo

R

E e Ay

ol &
IE -
2

=2
~

k1

S

T8k Wazuh &= ELK Stack 19| 532
BIE g&4om AGEIT 5 Aok B
= Wazuh & 715 <4 71% €]

5 g8t EXH oMEE AlZglsta, ¥
H2S slelgtrl, @ oksld, Sysmon & EI
dolg Al¥E, Wazuh = HA7E 247
= gA A A stel=E 9

Sigma + g 93dgdo=A
M2 Bl s st olyg AA AAE
ol Pma AdEIIEdA B AT 4 &
A AFE FAA F3 HAGE s HEE I

Log Collation

Wazuh Agent

Sysmon for Linux

System Logs

|

Log Analysis & Rule Application

Wazuh Manager

"‘ Ivarlossec/logs/alerts/alerts.log ‘

Alert System

(e ] [oes]

Detection Rules

+ Detection Rules

+ Sigma Converted Rules

+ Custom Rules

—P‘ Ivarfossec/logsfarchives/archives.log (Raw)

Log ge, Pr ing & Anal:

[ 23 MEe H ELK Stack ‘

Response Automation

Rule-based Detection

ML-anomaly Detection

<a® 1> 27 719k B A o}7] 8 A

3. 21 7|4 Bx| & MA

7} A|2gle] oWl E
+ Linux #7olA -5%sk= Sysmon For Linux <F

authlog, A =19k e AlxF 208 RUEYs)

Wazuh Manager & %% w,
OSSEC 7|4Hte] A= & xS §3) AAtez =
2 BAgit) olu), Sigma &S Wazuh ©] XML X710
Helst B3 ALEA} Ho 5 A H&5to] ¢

fu

AzeE S AEIT o] 12 4 gl B
A g Hel oWlEE ZH(alert)= AAIF o] alerts.log
of 71Z¥t}. o] 4ol Wazuh Manager 7} Agent =
Eojee B2 2ERS AAIIoR AustuA 4
2 918 Aoy g Bt o] AFE SA A

. 53] ot ZEAx A, Ad
921 g go] g olul

S
q
A S e A

2 20 RUHY 45 gRE
2 AFro] AEHETE ddstd =20
K 2288 B3 A 247 o] g&
71t} ELK 2] Detection Engine < =3+ A3
Ax W, AR Fe] & A&

X
RS
M et
X o

f
o,
m
re)
I
> o
il
ofo
ot
)
=3
m
A
4
b
i
By
il
of

>~
Wy
¥ oft
FN
=2
o)

o

=

2 th. E3F Elastic Threat Intelligence £}2] 52
A L= P A L s s B e R Bl
ML 7|8k o] B4 & &

HE Asox gFsta oldxE AT F+ 3
281 AZF ZEAAS AA Y, JMEST &
o] woj 2l HEEste], jrHoR Ao E XA
< A= 739 A8 2T 5 Advk ML ®HX
Ay Aestyo] A RER AzZtsbetal, A7ZE

o,
1o,
o
g ot £ & it e 4y > o B

09:4"
off

w& 4% F7F dunE dedr
4. EE
B oArelA dAFE =a 7N wel BX A=

Defense in Depth Z2Fs A A7 Y=oz jho}, &

A9 e 7heAde HAgsta s A& A

FAAS sAld FHEE AS HEZ Sl Wazuh

Manager < &%k 1 2} AAZF & 7|9 &4 ¢} ELK 2~
A

golA Ae® 2oel oa 2 A dued B4 g
Waey s o4 BAE Wagons, 2gAa
#7 BFot delAA g BN E e
F gEE g,

2oaAE A9 g9 A A AFY gt
N% wold AE Agsel sty ¥4 Aue
° P AF AWl U HSHS Fusw, 9A ¥
el Fee AgART oYR A YA B
chelshe Ao uelk 99 BPelA wAH Yol A
A FHS) A8 M WERow /v F
982 Ak

[1] MITRE ATT&CK Framework. "Privilege Escalation -
Tactic TA0004," [Online]. Available:
https://attack.mitre.org/tactics/TA0004/

[2] Wazuh Documentation. "Wazuh: The Open Source
Security Platform,” [Online]. Available:
https://documentation.wazuh.com/

- 837 -





