ASK 2025 st=tELls| =27 (323 13)

TIHYS CNN 74719 FPGA HA g tAQ1 AA

oA, ol g4 1, W aE !
L gst A AR BER, AeTsn BEA FEATA

yjlee@sor.snu.ac kr, yslee@sor.snu.ac.kr, ypack@snu.ac.kr

Optimizing FPGA-based CNN Accelerators over
Homomorphically Encrypted Data: Based on Survey
Yunji Lee!, Yongseok Lee!, Yunheung Paek'

"Dept. of Electrical and Computer Engineering (ECE) and Inter-University Semiconductor Research
Center (ISRC), Seoul National University

2
a
o
]
<
]
=Y
S}
B
Z
[
[}
g
Z
Q
<
e
\a
o,
o
ri
o
ST
e
ol
o,
rlr
S,
o
i)
e o
i
Hn
_>|:
rir
5’
3
3)
Z
e
il
>
B
o
il

g8 A7 T~ S AR Ua
285 BehE wEd F94 Qe A
Qe AH wgons JEnd o W

1. M2

&% (Cryptography) & FA12k9} 7212k 1+ &
oA A7tE A e Al 3 A ke WES
LHX] ]_ti /“51—7<4 7]1ﬂ-1§ /\}-—9—0}—0% .(_]‘:’0
Al?l—t— 71Welth. o] ¥glE ©]§3F= DES, AES
71 ABAAVE ANAE AREEI Qo FHT
FAAFE S Jito] dAAstE WA T o] AES, RSA
5o dEsAANeR = FES] WE ZFe= EAR
FAAFE e kS AT 4 QA HA
upeha] FAHFFE O o E A
A A (RLWE) o] 719k
S MAsE7] Y3 AFE] o] FoA

OIH rE me
o o O &

L5 Weluak sk EAQl X]'H]EH Yo7t vi=

‘53 9% (Homomorphic Encryption, HE) &+ o=
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H
=
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Gentry & A 5-¥ (bootstrapping)e]dt= 7|9
St AMS o] & ¢ A st SdEd
FHE)E A|ots}
BE-5 g S (Partial
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L XodQ ot (HOHT Py
HT o 9 ro ol lo

(Fully Homomorphic Encryption,
Ak, sPAs FTFHA=

Homomorphic  Encryption, PHE),

(Somewhat Homomorphic Encryption, SHE), 12|11 <F
A5d LS (FHE) 7 ol PHEZF QA, wA A4l <+
shpnhs Atk SHE = B4, w4 BEE A9
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< dlojg e} dAAkel] w2} BFV(int), TFHE(bit) =1

2

2] 31 CKKS(double) 7} Att.

TEdEE pEh dubHoeR oda 9ld T]E
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glo]M Al H<F= 7)< (Privacy Enhancing/Preserving
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identification), A&  XZz}o|¥A](Differential
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(Federated Learning)%o©]

&l

[E 1] HE-CNN X3} 7|2 2 52
O0E =2 £3
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4 (2017) representation Z[H%t& inference & 7HM
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A Mg Qe RE TR 2o &
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3 BAgFE gt square S AFEEHA
HE-C\N ©] 7beids HoAFRoh. shARE MNIST 7]+
205 27} o= =9 Heor F7F A3 2
agth webd olF dlole] ®d W4 2 packing
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