ASK 2025 &t&

SA-A Y R
o o] 74 7ol A 2] A

Aeld!, A
g alelztstal g3

5}
sy el A s g ehestat A} 74
3/\4/\101;@1;]]61-*! G rorFay) wS
20221130@sungshin.ac.kr, 220246046@sungshin.ac.kr, iglee@sungshin.ac.kr

Screen Saver Covert Channels:
A Novel Information Leakage Attack
in Air—Gapped Environments

Ye-Rim Jeong', Yeon-Jin Kim!, II-Gu Lee!
"Dept. of Convergence Security Engineering, Sungshin Women’s University

Q8

= g, 3k

thoolo] M =7 7]H /\]“, AL A 2E S AL
o] HQto]l 875 = A AHEEY. 2y A
FE A 84 9 gk ii loT(nternet of Things)
7171 ofaf AAE A7), F8, AEs T& &g
ool A W Holy #& s &
3] P AvH1]. o]H g &4 &2 <
A=A 71k o] AR GA7F ofH7] witel, o
of A 37 HS HAAHo= Fsistr] A
ool M FA gk AFTHN AF7E AP ook
=

Mordechai  Guri[2]&  ©]H]*]e]  QR(Quick
Response) =& AFgste W29 oo 3] 4%
AlRFetAnt. shANE AntEE JhugtR FGPES
QR #= 14 7l ®9I7F Hd 1meola, &4 I
qu] kA A ol ek gA - o] Qlth Jeo Loughryl[3]
+ LED H ZAles o8& oo 4 345 A
AT SFAIRE 9m o] FH-E] HFo] o ATt o ¢}

—_

_m.

iﬁl

l

O

9rE 5 e
9 A3 B sl Ael w44
2 71 ANDA o 14 ST

Ok
ol 3} P BHHow A2 el A}Olﬂw_
e Hebe ddAow Astetr] s oo A ¥

&= o]&3 ool A &4 7IHE zﬂo}oh
I o

on_, OH m

o
ek
o
N,

©

ofo
o
of\

)

Lo

of

)

flo

)

of

o o mY
o

o rfr fo

h-

=

o

>

o

N

S o

ol

>

N

off &
}
rs‘i
g
E
N
7]
T,
lo
fz

— 0 o ol

B
o
ot
W}
o
>
S
)
o
fu
S
(ot
= o
_&
N
N
>
li{
FE
K3

BN
>
rEI
o
4
o
-
fh
(LY
o,

=
=

I
i
ot
o
kv
do
e
Tn?
(o]
N
4
fr

(B i oo me Oy

> ok 2
oo o S -
oo B
1 L T

n

o

ftl

o

1>

o,

N

>,
1
o
u
U]
Y
o
Iz
lo,

o

)

N
fr ool o
o N ooy &
l ) [
b
o
e
sk
m J
N
3
=9
o)
ol
Q
2

o 3 o rlr of f rfr
z 2
e o

N
° rUlO .
ooy z
I
Lo o ut)
T
s 5
N
o,
It
=2
2
in
o, o
b
o
fol
k)
S
o

b

>
el
(S N
N

ofr

od flo
o
o
K
w
o
=2
X

-127 -



M

2TBAMO[HE

ASK 2025 st&atEL| 5| =27 (323 13)

Private Network

Shooting with a
Smartphone camera

Information

Leakage

o

[29 1] 238 Ao
[Z29 1] Aok w2l
WA, ool 3 ulF PCel 4

i

=
(o]
‘o{‘
g
O
1o
[
u
U]
=,
o,
Iz
il
>
P
ra
o |0

00, 01, 10, 11¢] 2HE
cEAe] AAER A 9A

54 Aol mscdeo] ol ey

Sulks
5

23
Y

)
of
Mr o o
/Al

=)

o

o

BANA FE
SEECAE ]
2
e wast
olm el

3}

W

Maximum Leakable Dist:

o o
T

. 60 4
Brightness of Screen (%)
=8creen saver = QR code

20

[2% 2] g}H B7jo wa r
[2% 2]+ 3bd 97]d & HAd
2= yepdg. Aeksts &7
27 HAo oF 28m7bA =eEty H|
g5 Bk ¥, &
Atk QR F=E= H
719k Q1A ofEste] 2k WSt gk Haridol

= 7hs A
Z 7bs 7
4

AR

3 [¢)
Mud HY fE ks ARk o 146 S
53] sho] wrhd gAN A dolHE fEE &
AT, F4 ATeNAE BAH HAEw oA
A% % 3

N
oL
o
2
-

]
X
ok
o
v

ACKNOWLEDGEMENT
B e 20249 % AR 2 kg
71354 AP EAQ1AN A F A DA
(RS-2024-00415520)% AHEE 534 A7) =71
AP (RS-2024-00437252)2] A+AR}=Z =

o

=1

it

fnEs

[1] Park, Jangyong, et al. "A survey on air—-gap
attacks: Fundamentals, transport means, attack
scenarios and challenges." Sensors 23.6 (2023):
3215.

[2] Guri, Mordechai. "Optical air-gap
exfiltration attack via invisible images." Journal
of Information Security and Applications 46
(2019): 222-230.

[3] Loughry, Joe. "(“Oops! Had the silly thing
in reverse”)—Optical injection attacks in
through LED status indicators." 2019
International Symposium on Electromagnetic
Compatibility-EMC EUROPE. IEEE, 2019.

-128 -





