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Representative work

* Efficient mitigation techniques using ARM MTE

* Code transformation techniques to enforce security
policies for memory protection

SFITAG

ZOMETAG

Spatial error detection using ARM MTE

Kernel driver isolation using ARM MTE




ZOMETAG: Zone-Based Memory Tagging for Fast,

Deterministic Detection of Spatial Memory Violations
on ARM

I[EEE Transactions on Information Forensics and Security
[F:7.231



A large number of legacy codebases written
in unsafe C/C++

* Problem: Spatial memory safety violations have been a
serious threat to software security for several decades

e Software-based Solutions

= Mitigating overflows with red zones
= Explicitly checking bounds



Mitigating overflows with red zones

 Generalization of stack canaries

 Address sanitizer

= Reserve some virtual pages as red zone
= [nstall all store/load to check if they hit the red zone

Red zone

buf =» High performance overhead

Red zone




Explicitly checking bounds

* Check pointers with base and bound information

 Where to put the metadata

= Qutline: keep base/bound in a designated table

Pointer

Metadata shadow space

Base “ Bound

= High performance overhead

* [nline: expand each pointer

Pointer

Unused upper bits in pointer

N

-

N

>

Base

Bound

Pointer address
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= Weak security guarantee
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Solution: strong and low overhead security
with hardware support

 ARM processors provides a hardware feature that
enhance memory safety using tag management

= MTE utilizes a 4-bit memory tag at the granularity of 16 bytes to
tag the memory

= Pointers are allowed to access the memory with the matching
tag

Pointer tag

Ptr 1 . Address

Ptr 2 2 Address

F
2
F

F

Program memory 4-bit
Memory tag
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ZOMETAG: strong and low overhead
security with hardware support

e 7Z0ne construction

* The number of objects allocated in a blue zone must not be more
than that of available MTE tags

Safe stack

obj, i

pointer

1
1

objy emmm(Yrnnn
- objy

Blue zone layout

Code
Address space
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ZOMETAG: strong and low overhead
security with hardware support

e 7Zone-based isolation

= Pointer arithmetic is instrumented to have 32-bit registers as
operands

= Objects allocated in the same blue zone must not exceed the
zone size (4GB)

Safe stack

<foo>: <foo>:
movz x0, #0x0, Isl #48 movz x0, #0x0, 1sl #48

ldr  x0, [x1, x2] Idr  x0, [xI, w2]

mov w9, wl mov w9, wl
pointer ldr x4, [sp, #16] Idr x4, [sp, #16]
str x3, [x4, x5] str x3, [x4, w5]

Q-I2lva 1w mkElm
9 i< GB ldr  x7, [sp, #32] ldr  x7, [sp, #32]
¢ add x7,x7, #100 add x7,x7, #100
e 2 ob Jjo tbz  x7,#32, <overflow>
(a) Before (b) After

Code
Address space
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Evaluation

* Experimental Setup

= ODROID-C4 with Cortex A-55 quad-core CPU @ 2.0 GHz and 4
GB RAM

= LLVM 9.0.0

* SPEC 2006 benchmark (single-threaded overhead)
= ZOMETAG: 35%, SGXBounds: 94%, LowFat: 86%, ASAN: 133 %
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Evaluation

 PARSEC 3.0 benchmark (multi-threaded overhead)
= ZOMETAG: 24.6%~30%
= LowFat: 67.1%~82.8%

= ASAN:93.7%~101%
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Evaluation

 Memcached (v1.4.15) using memaslp benchmark
= ZOMETAG: 13% decrease in throughput
* LowFAT: 22% decrease in throughput
= ASAN: 23% decrease in throughput

* Web server applications: Nginx (v1.4.0), Lighttpd (v1.4.59)
using ApachBench
= ZOMETAG: 94% throughput

= ASAN: 57% throughput
= LOWFAT: 67% throughput

(a) Memcached key-value store (b) Mginx web server (c) Lighttpd web server
e
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Evaluation

* BugBench: Applications containing spatial errors in real

programs
Application Sourte code :ﬁ Detected
id-:a_nam&=n&xt_arrﬂ1,r++: _ heap Zone-based
he-1.06 a_names[id-=>a_name]=name;

sprintf{genstr, "F%d %s.9%s[",..); global Tag-based

grip-1.2.4 strepy(ifname, iname); global Tag-based
man-1.5hi tmp_section_list[i++] = my_strdup (p); | stack Tag-based
ncompress strepy(tempname, *fileptr); stack | Tag-based
strcpy(target, optarg); global Tag-based

polymorph-0.4.0

strepy( newname, " ); stack Tag-based
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Sfitag: Efficient Software Fault Isolation with Memory
Tagging for ARM Kernel

Proceedings of the 2023 ACM Asia Conference on Computer
and Communications Security
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Commodity kernels are monolithic

* Problem: Kernel extensions (i.e., device drivers) are an
abundant source of vulnerabilities in OS

[ Application ] [ Application ] [ Application ]

User space

Kernel space

System Call Interface

Hardware
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Applying Isolation to Kernel

e [solation

= A security mechanism to reduce the likelihood of attacks by
decreasing the effective code size.

[ Application ] [ Application ] [ Application ]

e g =

Isolated I
component | _ | __:
— |'I' =1

] i

L

Hardware
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Solution: Replace domain crossing costs
with cheap hardware tag checks

* SFITAG also utilizes ARM MTE to enforce memory
isolatin.

= Pointers are allowed to access the memory with the matching
tag

= Tag Unchecked access
— Pointer tag: 0b1111 (0xF)

Pointer tag

Ptr1 . Address _ Oxffff..10 F
[59:56] OXEEEE...20

Oxffff...30
Ptr 2 2 Address |—-— | ..
[59:56]  OXFfff...40
0xffff...50

Ptr 3 F | Address

| T | DN | T

Program memory
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Solution: Hardware-supported kernel isolation

* Isolate kernel extensions by forcing them to use ARM MTE
tag values

Untrusted extension A //
tag Ox1 Q 7
( g ) Clle ag

ckj
Ope,.. g
4} “ati, ﬁ
Tag checking

operation Core Kernel (tag OxF)

KNG
Untrusted extension B é c“eerauo“
(tag 0x2) \\ op



Evaluation

* Experimental setup
= ODROID-C4 development board with ARMv8-A
= Kernel version 4.9.236
= LLVM 9.0 compiler framework

* Software-only device

* Dummy network driver, Null block driver
— Utilize kernel subsystems with the tightest performance budgets
— Help understand the overhead isolation

* Hardware device
= STMicroelectronics 1Gbps Ethernet driver (stmicro)



Software-only device

* Nullnet driver
» [perf3 benchmark (Transmission [OPS)
* the non-isolated driver (native) : 3281 Mbps
= SFITAG: 2880 Mbps (87.7%)

O native @ SFITAG

£ 8000 |
S 6000 |
T 4000 [
E T
X 0
1 4

» block device (null-blk)
= fio benchmark
= 512B packetsize : Native: 57K I0PS, SFIKE: 52.6K I0PS (92.28%)
= 1MB packet size :Native: 7427 10PS, SFIKE: 7141 I0PS (96.15%)

Onative ESFITAG 30000 O native @ SFITAG
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Tx Bandwidth (Mbps)

Rx Bandwidth (Mbps)

Hardware device

* STMicroelectronics 1Gbps Ethernet driver (stmicro)
= [perf3 (TCP transmit and receive bandwidth)

= Explore several optimization techniques for SFITAG
— SFITAG-naive: Tagging all sub-objects of an object
— SFIKE-optl: only the sub-objects actively used by the driver are tagged
— SFIKE-opt2: the driver private objects are not tagged
— SFITAG: full utilization of optimizations

1000 - Enative @ SFITAG_naive IBSFITAGoptl @ SFITAG_opt2 FITAG ° Transmit path

g  SFITAG_naive (5.6% degradation)
k
ﬁ e

7\

« SFITAG_opt1 (4.4%)
« SFITAG_opt2 (1.9%)
« SFITAG (1%)

,_.
N
: w
F=Y

* Receive path
* SFITAG_naive (3% degradation)
» SFITAG_opt1 (1.9%)
* SFITAG_opt2 (1.1%)
« SFITAG (0.8%)
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Future work

My research

System research for efficiently
enhancing security using hardware

Past work

Securing conventional computer systems

Future work

Securing Computer systems
not yet explored enough

______________1

Overcoming challenges in robot and

automotive security

Overcoming challenges in automotive securit;r5



Thank you.



