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Weak security guarantee High performance overhead



Hardware-assisted
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ZOMETAG Spatial error detection 

SFITAG Kernel driver isolation 
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ZOMETAG
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ZOMETAG: 35%, 



•
ZOMETAG: 24.6%~30%



•
ZOMETAG: 13% decrease in throughput

•

ZOMETAG: 94% throughput



• BugBench





• Problem
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reduce the likelihood of attacks

Isolated 
component
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Tag checking
operation
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SFITAG: 2880 Mbps (87.7%)

•

SFIKE: 52.6K IOPS (92.28%)
SFIKE: 7141 IOPS (96.15%)

<1M packet size><512B packet size>
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Overcoming challenges in automotive security 




