Cross-scheme €735 U S (FHE)’IE71E ¢
DRAM-Aware Memory A< &3} 7| i3k A+

B I B BB L B A
3 EA FEATA WF

T
DA g A7) AR EEE, W
kr

honeyjung@snu.ac.kr ypaek@snu.ac.kr

DRAM-Aware Memory Access Optimization for

Cross-scheme Fully Homomorphic Encryption(FHE)
Accelerators

Heonhui Jung', Yunheung Paek?
"Dept. of Electrical and Computer Engineering and Inter-University Semiconductor Research Center
(ISRC), Seoul National University
Dept. of Electrical and Computer Engineering and Inter-University Semiconductor Research Center
(ISRC), Seoul National University

=) of

H MLaaS #7049 ZefolHAl HeE 9 ¢S (FHE) 7|9k 7k&7]el g 87 &
7hstal ot \i% ‘ﬂ& E3=e miy HEow s A5 ouA 28 FEIF Fag =4
HAZ ol Uuk. 53] CKKS ¢ TFHE & 2% Al&3lE cross-scheme FHE 714:7]+ residue
polynomial-wise, coefficient-wise, element-wise 2 key access & =723 Rz H AHS Q314
DRAM 9] row-miss 7} WIH3HA A gth 2 AF-el A= DRAM o] %4 A|°kS e sto], ¢ai
G97E obd A4l7] g9Z dHolHE 3 76]79?5}— =3 71YS Aoketl. DRAMSIM3 & &-§-3
HBM2 cycle-accurate Al E# o] Ay}, Ao 7|HL A3 ARt vR2e] gI5E oF 66.20% 714
3t¢lo ™, READ UX] &~RE °F 60.54% A7F3l31T) o] DRAM EE# ] ZHA|4] rescheduling
715 % B8k, FHE 7147] 7oA = workload-aware W22 A H 37 He3ks Hols:
™, kM cross-scheme FHE 714719 A% 2 a8 ol 7|4 & JS&& 453

MLaaS AdS 9 34 7|== 29
om, |3 Agsely] e sd=do] st A
Q1 A7 (Artificial Neural Network, ANN)<] ’ ﬂ]m; E;gﬂ;} ];j sh=glo] 7t
F23 WAy o, BPs wes Faloo T7F e AdEe] g (2], [3]
517 o] 5 fachi : - 53 F& <95+ FHE scheme
3+ ol Al Al&3}+= Machine Learning as a Service CKKS[4]9F TFHE[S|= oA} <12t
(MLaaS)e] 487} F7b8kar k(1] AFEA}=

IS AN A4S AY BREHA gun 2

CKKS = iyt dAabel fre]stt ﬂﬂc
A7} £A481H, TFHE & & A==
SHAINE A4t 57t Adidew =gt
w2} CKKS 9F TFHE ¢ 434S A3t cross-

o
Homomorphlc Encryption, FHE) + ¢&3sld 4t
Bz diE Adste]  ZefojHA]

- 44 -

scheme 7]Wo] AGw 7] Az, o2 &
HH oz A48t 7] 3t cross-scheme =9 ]
V710 Bk Art AsEa ot [6], [7]
81, [9

[]1[3]11/} olgjgt 7t&7] AT A Azl
R olyt wWRe] Alxde] A AgS
Het 5PGE A B A5 g


mailto:honeyjung@snu.ac.kr
mailto:ypaek@snu.ac.kr

ACK 2025 stagtELl3| =27 (323 235)

o8 FAEo Qo it dsE gSHE
A 715 wHR Ao R Eeetof shm, o]E <l
3l w9 w2 wRE g9 Feo] aTtHn V&
A 5> HBM(High Bandwidth Memory) || B} ©]
v w22 AHAFE(memory reuse) 7S T3
ol & ¢ksbstarat &kl o1t [10], [11], [12] DRAM
o Fx4 SA4-o7dd F714 refresh A<,
row/bank Ao WE ZFWEA Sl latency— &

w8 A E A

o] A= cross-scheme 3HFNA T A7zt
& 21tk CKKS ¢} TFHE & Z}7] th& A%t o]
BE de= S22, DRAM A+ sjde] t%
EarFR AL AA gEFS AstEr. 2 A
T oy dAE HAES SE Holal A
at7] 913l DRAM ©] 724 5

(¥ 1) DRAM ©] Bank 73

DRAM 2 7| 2X o2 | HEE A8 cell 2
AdeEm, 7 AL shue] EWNXAE 9} AGAHE o]
FolHt olgfst AEo] 2 A wd FEH 2 FAHY
o] Z}7}9] bank & A} olu array 2] 2t column
2 bit line & F3] AZAEM, Fvlt} HjX|E  sense
amplifier 7} W|AIgE da} WE FFste] At Ao =
delfHE #53 4 &S gl o3k bank E°I
2o rank & ©]FH, 319 rank & Y% 52 H
HE sAld Faste WEA deE At oy
rank ¢} bank &= U}A] channel ©9| 2 FHo] HE4 o=
HEey AEZe S AA=A ok

DRAM ol|A] ¢}7]/227] A4S =3
S A YR AGAEH A AEES amplifier =
o] Al A FEsl= HA, = activation ©]
activation = H|1 & 71 X AAZHS kel gk ¥
243ld row WAAME Y row 2 YE column 7

o] WEA o] Fojd 4 QIrk(°]E rowhit o] 2} FTh).

ey v hE row o] HEE AS 71E row =
precharge 3t H A2 row & UhA] A s}s]of st

2 (row miss), J+ A Aol AA F7Fs}

TS DRAM 2 g 9 obdA A= <13 Four-
Activation Window (FAW) 2= AleFS 71t} o)== o
At AZE 9ES UlelA FAlel Hdl vl 79l bank
o g4 ¢ EE Adse ERoE, o B

jES g

bank HtS ¥ 49 7] bank = precharge St Al
2% bank & activate 3oF gt} o] st AoF2 53|
Th9] bank ol E A SH et FAR=CA A
s AstE oF7]gth

o] ZAIE ¢3tetr] 9@ dd| DRAM UEZHE
£ command queue TFZE =Yt Yk AEEHE
Y bank WA WASHE AE5AQ0 AL 8HS T
ol A Fo Ao M row hit S Hulgsl ELQ
gl precharge/activate 52ts =<1tk 124} command
queue = dF=9o1A HHEA A7)l AL doH,
oot HE oy EqrEd H dEdA e o
A3 s o] WA 4 QATh[13]

2.2 CKKS ¢ TFHE & |4 #+%
CKKS =FA

(residue polynomials) ©. & A%, o]i= A3t 2 A}
A g Fej= el Adn A A M=

Polynomial 1
element-wise

— residue-polynomial-wise

q; s

I coefficient-wise

{41 primes -+

Polynomial 0
<+— N coefficients —»

(719 2) CKKS 9A4HA] ts & dlolElo] tigh HZ7-%[3]

residues

M2 O Ade A dde] a9 dE &
NTT(Number Theoretic Transform) 53] AJolli= Thah2]
9] 2 (residue polynomial-wise) H|O|E] S E#|olof &}
™, ¢5F 7F iAol NTT 7F $had s 3F
Ao A= element-wise WA S22 A2 U dEw U
OlHE FAlo 3}l I FA o] o] i

AH(ell: rescaling, modulus switching 5)oll A+ THEH2] 9

REY

AG @9 (coefficient-wise) o] LTHTR[3] 5,
CKKS <¢4F2  residue polynomial-wise, element-wise,

coefficient-wise H<t0] nx}pAH o= HFAIG}o]

SEE EDEERS BRI

v &2

TFHE <14to = Adts = - 4

T} CKKS ¢&#S TFHE Yooz WHkshs 74
ol A rotationkey % key-switching key 2} ]
71 HolHE F=xsfok st [14] ©f HA
polynomial-wise, element-wise, coefficient-wise 74 <*0] =
FAom HAGTt oy IAHS DRAM 9] row
locality & 3% 7] W&ol row-miss 7} R3] 2AY s},
Qkx] 2133t activation/precharge A $10] A = HA #
HhAQl W e] WES AsA 7= dile] Hrh

residue

=45 -



ACK 2025 sttt ELl3| =27 (323 235)

3. Het 7|y

Data fed only into
one PU at a time

P‘Un‘ PU?

DRAM

Data directly fed into all PUs

Ours

(28 3) 2[H 3} XM(naive) F(Ours) 2HAle| H|wW

A ™ (residue
polynomial-wise, coefficient-wise, element-wise, key access)
o #AstE 45, vE AT RN L9 A
Aol AstEs FAZE Utk wEbA B ATl =
dlolel vix] HA 3 g, LT HEEr]e ¥EA
of ek Al=ZE HIHS At

THAYS VHEVIES BAA SR e gg] At
< WEAoRE Agstr] &l dAE lom, ¥d
sh7h oA o2 offrial 7bE= TFHE 7h&57]%
Z}XZ intra-chip communication & # 43}3}7] 9|3 high-
level 94F &9folld Mz Syl A7E w8t
of WHAS Frstal k6], [7], [8], [12] o138 &
el 71tete], S8 v 7IEAE dEE 99E do]
BHE A4 - 2=38F= )21, 9A4E7](Processing Unit, PU)
G2 HolHE e - AsheE WAS Alghgit

TAH w2, (2H 3)olA e o] DRAM oA 7} read

cycle v}t 3Fbe] column & 815 W, 3l column <F

= oy Aib7]el sAlel THE HolErzt A £

e =% batch G E PSS ol AFste 7

HE Agtsit, o] & 717 Bas dol

HE sAld grd A 9
=

o A row-miss Bl =S

Ol
N
A

2
~

4. M5 "Il 9y

b 7IHe] Aes HSEH] A8l 97 cycle-
accurate 3}A] DRAM &%+2 AlE#olAd &
S Z A~ HEY DRAMSim3[15]S &

[IR=
QA -

4319t} DRAMSIim3 2 214 DRAM Elo]™ A eFy}
HE AAEHES AYs] mdHTd 5 o], Ak

| =L 2 71" o] DRAM <]
activation, precharge, FAW A|2F 5)ol WA= &S A

Lo BAsks o A g

A

E3] ¥ Ao A= cross-scheme FHE 717|041 &
2] AME-¥= HBM2[16]E T8 ooz AAsigle
1, DRAMSim3 ¥} &7 A& %+ 8Gb HBM2 W & 2] <}
DRAM ZEEe] gt HE ALEete] A&l o)
AT,

AL (¥ 3T o] WrYEs 27 HH3}s]
“ (naive store pattern), %3} gk S (Ours)= v E g %
oA FaE o, CKKS A4kl oheket A el
Q1 polynomial-wise, element-wise, coefficient-wise !
TFHE 370 29] conversion A& 113t rotation key
o Hste] 214 o2 READ st A2 71As)
ATt ol g AlyE| ool wRe tHEH oA
M-S SAstal skl
5.4 ot ¢ EE

EEERINEEEE:
Bandwidth 3605.51MBs 5992.33MB/s
F AFE Ay 2.36mJ 1.47m]J

(£ 1) HA4s d 39 v

A% A3} A 9FSt batched reading 7]1H 7] tH]
Wrg ddZ3 oUx gagolA fFoud AHAS
Boloh FAAoR, wWry dFE HAsE o)
3605.51 MB/s | A 5992.33 MB/s & 345 0] 66.20% 2]
NS GAskTh 3 READ #Agol A 22w o
UAE 236 m) ol A 147 mJ & 7H23Fe] oF 60.54% 2]
A7 a8 HTh

olg)gt 7S DRAM Aot Zgelx Edash
activation % precharge &2} W1%=9] 4 giFolr} gt
2 row W3S sense amplifier 2] WHEZ Sl & 3lE
Q8o @3] latency S 7HE ofyEl oA 4]
Al kel Al 7)1 =], Ak 7S rowlocality = 743}

gomy ols adHor gttt

stE, Y DRAM ZHEZHEL YiFHow
command queue 7|WFS] rescheduling 7| S Sl &Y
bank W £ & FEo] g stA row hit & Hdjdst

He FZ3E S5t gy B A A3 o
3t ZAEZY Ade] HASIWOEE  cross-scheme
FHE 7}&7]0lA @Ael= &FEe d des &
3 B & oS HoFuh 5, DRAM 734

T =

- 46 -



ACK 2025 sh=dtxr

H2| == (323 23)

A=
1<%
e}

i
< 7ol

e

A2k}t workload EA 7HY]
A, WEE AEZY
aware Hlo]¥ Hjx] 2 A

o @},

s dst7] < el
Jo] workload-
H 8 &) of

mlo i

)

™
HEEA]

Aol Al A|9tSt batched reading 7]H-
=9 #d HHsE W™, FHE 71
HE Ay Bt wRe He
ANA e AUA a&s FAlel 7
A AR wrore A A}
ACKNOWLEDGEMENT

o] =R 2025 Wx AX(HdreAHHEAT)
AqPdoz stFdAFAEe] XYL wol =3E Ao
1 (RS-2023-00277326). BK21 FOUR A H. 7% 1]

_4

o]

(o

2 wEAFe]] ¢oFle] A YEJoH 2025 3% A
(Fe71EABEA) ] Yoz HAHEAY|EH I

o] A 9E& ol Fa;E A7 (No.2021-0-00528,
ste=dlol T4 A A Nk 24t HolE n o}

=
% HE ZREF W) 2023 dE AY(HeE
ARSI Ador FRFA7 8%

o AL Wol FAH AT (No.RS-2023-
00277060, 7HHa oAl Al W= A L SwW =
Z 71Ed)

g

[1] I. Grigoriadis, E. Vrochidou, 1. Tsiatsiou, and G. A.
Papakostas, “Machine Learning as a Service
(MLaaS)—An Enterprise Perspective,” in Lecture
Notes in Networks and Systems, Springer Science and
Business Media Deutschland GmbH, 2023, pp. 261-
273. doi: 10.1007/978-981-19-6634-7 19.

[2] L. W. Folkerts, C. Gouert, and N. G. Tsoutsos,
“REDsec: Running Encrypted Discretized Neural
Networks in Seconds,” in 30th Annual Network and
Distributed System Security Symposium, NDSS 2023,
The Internet Society, 2023. doi:
10.14722/ndss.2023.24034.

[3] S. Kim et al, “BTS: An Accelerator for
Bootstrappable Fully Homomorphic Encryption,” in
Proceedings - International Symposium on Computer
Architecture, Institute of Electrical and Electronics
Engineers Inc., Jun. 2022, pp. 711-725. doi:
10.1145/3470496.3527415.

[4] J. H. Cheon, K. Han, A. Kim, M. Kim, and Y. Song,
“A Full RNS Variant of Approximate Homomorphic
Encryption,” in Lecture Notes in Computer Science
(including subseries Lecture Notes in Artificial
Intelligence and Lecture Notes in Bioinformatics),
Springer  Verlag, 2019, pp. 347-368. doi:
10.1007/978-3-030-10970-7_16.

[5] I. Chillotti, N. Gama, M. Georgieva, and M.
Izabachéne, “TFHE: Fast Fully Homomorphic
Encryption Over the Torus,” Journal of Cryptology,
vol. 33, no. 1, pp. 34-91, Jan. 2020, doi:
10.1007/s00145-019-09319-x.

(6]

[11]

[12]

-47 -

Y. Wei, X. Wang, S. Bian, Y. Huang, W. Zhao, and Y.
Jin, “PPGNN: Fast and Accurate Privacy-Preserving
Graph Neural Network Inference via Parallel and
Pipelined Arithmetic-and-Logic FHE Accelerator,” in
Proceedings - Design Automation Conference,
Institute of Electrical and Electronics Engineers Inc.,
Nov. 2024. doi: 10.1145/3649329.3656517.

X. Deng et al., “Trinity: A General Purpose FHE
Accelerator,” in Proceedings of the Annual
International  Symposium on  Microarchitecture,
MICRO, IEEE Computer Society, 2024, pp. 338-351.
doi: 10.1109/MICR0O61859.2024.00033.

M. Zhou et al., “UFC: A Unified Accelerator for Fully
Homomorphic Encryption,” in Proceedings of the

Annual International Symposium on
Microarchitecture, MICRO, IEEE Computer Society,
2024, 352-365. doi:

10.1109/MICRO61859.2024.00034.

J. Mu et al., “Alchemist: A Unified Accelerator
Architecture for Cross-Scheme Fully Homomorphic
Encryption,” in Proceedings - Design Automation
Conference, Institute of Electrical and Electronics
Engineers Inc., Nov. 2024. doi:
10.1145/3649329.3657331.

N. Samardzic and D. Sanchez, “BitPacker: Enabling
High Arithmetic Efficiency in Fully Homomorphic
Encryption  Accelerators,” in  [International
Conference  on  Architectural — Support  for
Programming Languages and Operating Systems -
ASPLOS, Association for Computing Machinery, Apr.
2024, pp. 137-150. doi: 10.1145/3620665.3640397.
J. Kim et al., “ARK: Fully Homomorphic Encryption
Accelerator with Runtime Data Generation and Inter-
Operation Key Reuse,” in Proceedings of the Annual
International  Symposium on  Microarchitecture,
MICRO, IEEE Computer Society, 2022, pp. 1237—
1254. doi: 10.1109/MICR0O56248.2022.00086.

K. Nam, H. Oh, H. Moon, and Y. Pack, “Accelerating
N-bit operations over TFHE on commodity CPU-
FPGA,” in IEEE/ACM International Conference on
Computer-Aided Design, Digest of Technical Papers,
ICCAD, Institute of Electrical and Electronics
Engineers Inc., Oct. 2022. doi:
10.1145/3508352.3549413.

E. Ipek, O. Mutly, J. F. Martinez, and R. Caruana,
“Self-optimizing memory controllers: A
reinforcement learning approach,” in Proceedings -
International Symposium on Computer Architecture,
2008, pp. 39-50. doi: 10.1109/ISCA.2008.21.

H. Chen, W. Dai, M. Kim, and Y. Song, “Efficient
Homomorphic Conversion Between (Ring) LWE
Ciphertexts.”

S. Li, Z. Yang, D. Reddy, A. Srivastava, and B. Jacob,
“DRAMSsim3: A Cycle-Accurate, Thermal-Capable
DRAM Simulator,” [EEE Computer Architecture
Letters, vol. 19, no. 2, pp. 110-113, Jul. 2020, doi:
10.1109/LCA.2020.2973991.

“JEDEC STANDARD High Bandwidth Memory
DRAM (HBMI1, HBM2).” [Online]. Available:
www.jedec.org





