tedt el =23 (323 23)

0II

ACK 2025

J

SW F5% HolS 93 Al H7)A 37 AF 7|

R, A HA S AN, o]
Aol Abh st a4 R S st oA
2ol b shar Abo] Mok SH A
3tg}u)elnl IT AZ E o] st} sHEA)

4 A o] Zpe EFal g3 H ok skl MAL 1A
SAANAA St g R etFsty)

hhyem@swu.ac.kr, lhe3051@duksung.ac.kr, wigh010710@naver.com, 220246046@sungshin.ac.kr,
iglee@sungshin.ac.kr

Al-Based Package Hallucination Detection Techniques for
Software Supply Chain Security
Hye-min Hong', Hui-eun Lim?, Ji-ho Ahn?, Yeon-Jin Kim*, I1-Gu Lee*
Dept. of Information Security, Seoul Women’s University
2Dept. of Cyber Security, Duksung Women’s University

3Dept. of IT Software, Halla University
“Dept. of Convergence Security Engineering, Sungshin Women’s University

2 of

oz olojd & Stk & Aol = 01315& A= %5}0}71 Skl JJrOW %*4 A7g2=?1 PyP
]ﬂ_ =

A 71 HES Agsta, FrPHoR LM doE &8st FA3tE 87 Hx AE FRE
Aekatdet. Aord TRE A HulAM 978%2 ATFEZ GAEIRon ol Fd AT o]
S &5 SHAA A" Aoty AFH 7] X = SBOM(Software Bill of Materials)

FF AAA] w7t 7hEshEE skl

L. M= x3] 2 LM Zele EHQ% wES WA, API
ot oo E":“(Large Language Model, LLM)> &&F 349 #A4d 7]of g},

I A% AT 0F FA =o AL xﬂ%s‘}
Aqk gzto g Qlgk Kol 9 ] HL@“L T AT1

53] Zxd A7 xS o8 A, o4 ﬁﬁﬂx]ﬂ nput Data ()
AR Eo] 719 UF Al=Ele] kAT Hoks $¥ |
st} H HE o o]HEE AMEEte] #7hS S 3
He A7 AgE Qouk. LM APl 52 Wno) Create pre-SBOM
ol v]& ¥ Aol HEsHA A= SAVE A |
[2]. o]d E Ao = LLM O] A H71AE A
Fow Pse Zaddas Atet. oy w7 o @ -
A AAZRY DAL 5 e 3 S FHisksa
ﬂﬁl‘ '}I: o) }_1:‘ LLM pj—_Q_J+ 0]—@?‘5} Zﬁ:ﬁE 10_1 7HHE1{ Install Package LLM Analysis
e A 55 5x=E gt
2. B2 Oi7|x| 45 4Y Create post SBOA
B Ao A A|etsl=  Package Hallucination [
Verification(PHV) T2+ (1% 1)¥} go] E2Hair}, !
WA F=9] import TEolA FETE 7| AHES I Output List
Alek gzt A= Aol gsd 7] AHE
A %Fske] Python @42 #71#] A4 (PyPI)[3] (2" D 71 37 HAE: 7=

- 240 -


mailto:hhyem@swu.ac.kr
mailto:wlgh010710@naver.com

qkek FAe Sl 971 A] FARI} EAjA] e A
-, PyPl %3|= S8t} PyPl oA %3 %A &=
71X = dztoz st X3 dite} A He
= olgo] #}lEE A AN HrAE EFI.
b g7 A o] 23 HAn = olHoe] EA st
A5 87 oA AR BEFSa, LM & &
o] AA meg A3, HFH o LN 9 ¥
AiE vtgo g j71x]9] 37t oJRE A},
SBOM (Software Bill of Materials)< 21 A]H<]
712, WA, ofE=d o HARE HEFo=HN A
& A4S FHsie, o2 B QAN HAE AA
o] AFAHS R, B dA3es JdEoE AFHE
7

¢

rr

12 oo §2

bossol vste] sl Aldel SBOM & AHEoR A

S

7)
Jall A3 A4S 7IFen. AER 7| A 7F A H
= 7% post-SBOM o] M, HETHom Az B
1A pre-SBOM # post-SBOM o] =}o]E H|n % B
et A3E AlFet.

3. s "ot
H7boll &3k dHolE Al A ZE= 400 7Y, 3
sf7)1 27 23E =m= 100 A= FAEC. 37 =
= AESE H7IAEE WPt A Fekglt.
PHV o] A5 HZ=S 18] Gemini API, LLM #HZ=
Fol AH PHV, PHV 2 oz H7lE 233
St
2

K

t}. Gemini API ¥ PyPI o #}7]#] &A] oo u
Aols F3sle], Ho Ayt =AY F Ao
AL LM 22 AA m=E BAste 3
Cubd AA] Zoo] sk LM B
3FA] @& PHV = 7] A4 o] PyPI o &4
gletar, 3] ofFof wet AN o=
o]o] Flww AHA, FQl
A ks Ag 2 o4 HATA 2 A s},

A vlus AP &£F S, dlolH g wE
g AIZE, agla 8AEE Vo R Fyst).
olg gl w2 AP & 3149 A A7F vl

2
A W, B 2 #7 o)y
A71A Fol Gg ma AR <@ 1] e

+— Gemini API -
PHY (Without LLM) 7500
—— PHV (With LLM) g

- Gemini AP 3001
PHY (Without LLM}
~— PHV (With LLM)

57

5o 550

500 0 200 360 ]
Number of inputs

100 200 300 . 400
Number of inputs

(a) A8 A3

(29 2) dHlolE

(b) API &% 3l

el whE As i,

<& 1> HAE 2 &7 o4 Ff7]A 5 vl

Gemini API . il . il
(Without LLM) (With LLM)
Detection Rate 97.76% 45.78% 97.8%
Number of
Suspected
Hallucinated 10 190 0
Package

LLM #21o] Alej¥ PHV ol X& 3kzF 94 s7]#] <]
Hlgo] AA doleAlel oF 38% o]AS xA|ek o,
LM 248 F7tsk A3 9 vj&o] oF 15%=2 i
ATk, o] LLM o] ZE= AA W suto g )
712 =4 B2 AAsA HE5sH7] wiel de
71X Z3Nto g Fzto T BFEY AlgSo] A4
oz iy Ay=z 2EAHY. @9x§&

£

ow E3 PHV = LM 33 3152 9F 80% 7HAA1A
APl 3% M]&& aRH o= %
Bl ME7h Sk A AAlel A w7
Aggol] weh A3 AIzre] Wbtk RS

i,

) y
ol
ol
3R
o
g
o
jn)
o

_}— 1l
ZHJNAE A o) E

12} o4 F71A M-S 100% #4A7]3, LLM
= 3542 80% =9 HL&Y AZFE NAEY T
FIolE F=oA MAEE A HEE
= =
2l

X
oY
o|\
i
=
>,
il
m |
oo
offl ot

gt Mos FFFoeM, wtk EBHol: oY
49l 87 A% =AANAE FHE ol Fo|t.

Acknowledgments
2025 d= YA 2 =g
7131599 A EAJAANAE A DAL (RS-2024-
00415520)7} a7 =d B35 2 AR F47]199
7HA O] ICT A A 4.0 AFY e A7 232 F3E Y
S (No. IITP-2022-RS-2022-00156310)

re
r
M
rlo

ot

ot
o

k=t

[1] Spracklen, Joseph, Raveen Wijewickrama, A.H.M.
Nazmus Sakib, Anindya Maiti, Bimal Viswanath, and
Murtuza Jadliwala. "We have a package for you! A
comprehensive analysis of package hallucinations by code
generating LLMs." In USENIX Security Symposium. 2025.
[2] Sun, Xiaoxi; Li, Jinpeng; Zhong, Yan; Zhao, Dongyan;
Yan, Rui. Towards Detecting LLMs Hallucination via
Markov Chain-based Multi-agent Debate Framework. arXiv
preprint arXiv:2406.03075, 2024.

[3] Python Software Foundation, “PyPlL,” Python Package
Index. [Online]. Available: https://pypi.org/. [Accessed: Sep.
30, 2025].

- 241 -





