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Algorithm 1: LLM-guided Protocol Fuzzing
Input: Py: protocol implementation
Input: p: protocol name
Input: C: initial seed corpus
Input: 7 total fuzzing time
Output: C: final seed queue
Output: Cx: crashing seeds
1 Py < INSTRUMENT (Fb)
2 Grammar G <— CHATGRAMMAR (p)
3 C + C U ENRICHCORPUS (C, p)
4 Plateaulen < 0
s StateMachine S + 0
6 repeat
7 State s +— CHOOSESTATE (.S)
8 Messages M, response R +— CHOOSESEQUENCE (C, s)
9 (M1, M2, M3) < M (ie., split M in subsequences,
s.t. M, is the message sequence to drive Py to arrive
at state s, and message M, is selected to be mutated).
10 for i from 1 to ASSIGNENERGY (M) do
1 if Plateaulen < MaxPlateau then
12 if UNIFORMRANDOM () < € then
13 M,' + GRAMMARMUTATE (M, G)
14 M (Ml, Mz’, Ms)
15 else
16 | M’ ¢+ (M), RANDMUTATE (M2), Ma)
17 end
18 else
19 My’ + CHATNEXTMESSAGE (Mi, R)
20 M + (Ml, le, Ms)
21 Plateaulen + 0
22 end
23 R’ < SENDTOSERVER (P;, M')
24 if ISCRASHES (M', P;) then
25 Cx + Cx U {M'}
26 Plateaulen + 0
27 else if ISINTERESTING (M’, Py, S) then
28 C+ Ccu{W, R)}
29 S < UPDATESTATEMACHINE (S, R')
30 PlateaulLen <+ 0
31 else
32 | Plateaulen +— PlateauLen + 1
33 end
34 end

35 until timeout T reached or abort-signal
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