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[maTLS (NDSS’19), ZTLS (WWW’23), MT-DPI (ESORICS’23)]

Alice Bob

Alice BobMiddlebox
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[TLS 1.3 (WWW’21), TELEPORT (AsiaCCS’21), VWAnalyzer (AsiaCCS’22), CTI-Lense (NDSS’24)]

Alice Bob

Alice BobMiddlebox
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Alice Bob

Alice BobMiddlebox

[IoTEDef (ESORICS’22), AppSniffer (WWW’23)]
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IoT 
Device
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Early detection is challenging
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Early detection is challenging

Zero-day attacks
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Early detection is challenging

Zero-day attacks High false positives
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We propose , 
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We propose , 
an anomaly-based NIDS for IoT devices 
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To detect multi-step attacks at an early stage
with high precision and high recall

We propose , 
an anomaly-based NIDS for IoT devices 
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IoTEDef backward traverses the log of the events upon 
detecting anomalies related to a later stage event
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IoTEDef backward traverses the log of the events upon 
detecting anomalies related to a later stage event

IoTEDef analyzes these events to identify early stage events 
related to the later stage event
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IoTEDef backward traverses the log of the events upon 
detecting anomalies related to a later stage event

IoTEDef analyzes these events to identify early stage events 
related to the later stage event

IoTEDef updates the system based on the identified events to 
improve the performance of detecting such early stage events
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*van Ede, Thijs, et al, "FlowPrint: Semi-Supervised Mobile-App Fingerprinting on Encrypted Network 
Traffic.", Network and Distributed System Security Symposium (NDSS), 2020.
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*van Ede, Thijs, et al, "FlowPrint: Semi-Supervised Mobile-App Fingerprinting on Encrypted Network 
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*Vincent F. Taylor et al, “AppScanner: Automatic Fingerprinting of Smartphone Apps from Encrypted 
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