29BN 2 ED 7H A% 994:
EECE RO ER R ERh !

3k 3)!, 1144, Bh g gl
12370 A ) gl AlAE E 9 o] 83} 574
Aot il A g o alge

ihyraxi@gmail.com, x1111101101@gmail.com, b.gyungl7@gmail.com, sshanl@kangwon.ac.kr

Risk of Wireless Protocol Implementation Defects: Analysis

and Response to Keystroke Injection Attack

So-hee Ha', Sang-yeob Kim?, Bo-gyung Park®, Seong-soo Han*

!23Dept. of Artificial Intelligence & Software, Kangwon National University
“Dept. of Liberal Studies, Kangwon National University

@ o

BLE 7|%& Ad=E® a8420 doly A$S AFsAw, T2 Z2EF AgS ofgd

N2ERZA 9] A 2 Hel 9o EA B =R 2l AY e Bluez 7)Aol A

HFAl St CVE-2023-45866 A S ZA o2 dlg 49 e} AZA, gla o2 d Ay ¢

HAE T4 BLE UEH AL BeES Astslr] Aelir = AE540 d7-¢ vl dash, wet
Aol ek o BbS ANESkaL, AFE O] HRE o) A& Fole wKo] A els Rt

1. A&

F ke k=g o]= i0S, 25 2(Ubuntu &) 37l A

| il

BLE(Bluetooth Low Energy) 7]&-2 A= An]e}f %—cr 48 hestth 2 CE:[LOH_H% Q==
a8A9 dolE AES Es] thker AFEQIEM(oT) = AwolAl CVE-2023-458663 o8& &4 2t o
717) ko] QG QAL AYsHE YA S| el gu HAEE HEHem EART.
sicH1]. el BLES) AHE B2 ae 3hxs LS
Fokgk A4S v o8 F e vhFE BHet AP o]  FHHL SdERo=  EFFA AHY
RS O 5 7| 2E2F 29 34 (Keystroke Injection  android/platform/bluetooth btm_sec.cc 3} o] A3to =
Attack)> 53] 93¢ o2, A7 BLE 717]€ & LAt tERo|E ERFEA~ I EFA =
1gste] ALl tnpol 2o 7] JEHS FAR M5 ARl FolF A AREAEO] 57) glo] o] Folx| =
T e AWAHQA FHoFHolt) o3 F AL 2 BLE  temp bonding©] 2= F 714 o] BFA] o] EA 3]
A ZREF FEo A%S ol &3] wAs, Hdgh Ak Hojgl o] -, ARE A= He] told e e
Hel tfdo] mbe A grow AlxEle] HAA  Fal A §7F dAE Al ¥vk 224 temp bonding 9]
S AFE Ak B =EddAe FA FA A AR Y glo]l AFs o o] o] Fojd
TREZA WA = = oy FA IS & At 53] H o] g o A 10
A5k, J|2ERT F F4d e &34 tl-§&  Capabilities(Input/Output Capabilities) =gt
WobS- A A 8FaLA) gk "Nolnput/NoOutput"©. 2 A= 79, St==Zoj=i=

Hz o] A8} & 7F A=} §lo] temp bondingS- 3] gHr}.

2. CVE-2023-45866 4] FlHEet mle- QlE T AMulAE HE RSl
CVE-2023-45866C T e el paloa] wrast  AHlS(secure  service)ol  &Hahw], ofefeh  AH|2s
Astow gm YA B2~ 2 sHS interrupt®}  control MEES FI FATH Ty
THSE Bluez WA wAE FHobdolr, o] bmsecce H Wl 7AY Ao 28, temp bonding
Aste A BLE WELD Ao 77z 9xs SHE YIVIE xES doRd Re V7o A
AR aFet, AL 87F 9l0] keystoke ar—=ClEE olER MRL AulAs RaiHom
injectionT} & FAL Fadl & QR @) B3, o] O18vHT TEE JHAAL Slth FAAE o A

- 307 -


mailto:ihyraxi@gmail.com
mailto:x1111101101@gmail.com
mailto:b.gyung17@gmail.com
mailto:sshan1@kangwon.ac.kr

ACK 2024 sh=dtxr

i3 =2F (313 235)

3}, Pairing Feature Exchange THAO|A A}FA19]
Capabilities =% "Nolnput/NoOutput" .=
interrupt2} control gl AAE Al =3t}
o] & A&t &7} glo] ]85k, T AR =
s JA2ERH F9 AL B oA

5
S o, AEAes e delw

10
5

o]E.‘:_

lmﬁHUr?Lﬁ

i)
ir&

30, By N Qg N1
O

i)
Dy

e 7171

2.2. A ZHA

CVE-2023-458662] A7 <QJ==Rol=  7]7]9]

71EARD Bt AAlE FHEE = dvke FollA Ak
FAAE AFEAY] 37 Qlo]l temp bondingS E3

ghezol= J)7)e] A&E S glow, oF B oM
BH e Age 5@ dolEE 2% 4 Yok S,
J|I~ERZA F9Y = TAAE A
EERIEC IR R 5 A3
A28 9LA3 #elsh
Z gt

2.3. 9 A 4
= ok O
=

o &t
2

S Ay S8, uRolm EFFA
WX 7} 4L= At} 2= temp bondinge
o] io (security) AB]Z=of] A3 4 §l=
WA ow o] F-o| A :rLXﬂZqQE
btmfsecil2capiaccessﬁreq}byirequirement@r

btm_sec _execute procedure $FolA  TEE O], temp
bonding® 7]7]17} interrupt2} control ES T3+ KOt

I
A

2k oft [
rirrct 1@ o

Mujze  HTekA] EetEE Ajdste WAoR
TR ol& F3l AHEAY] 37} Qlo] o] Fd
i temp bonding <17 0] Xﬂa&]oi—’ ol ofg3t
keystroke injection &A% ztekd G Al FHIITE o]
x| Q=R o]= 7]7]¢] BLE Al JEEE T-& o A
DA AlZbg Hol A3ks FATOERMA, 779

e FEAT=

=

gl 7] §Et‘r.

3. 48
B =7l 4= BLE(Bluetooth Low Energy) 7] 2] K9t
Hokde orgd 2ERA FY T4 (Keystroke
Injection Attack)e] 18}, ol& FA|Ho= oFg3h

CVE-2023-45866
2o 54
temp bondlngJ/} E% s Y&
wEA1Z 9l E3] CVE-2023-45866% Qt= o=
7171¢] BLE B4 T2 &3 TEox] Hy3 Ao =,
AR} oF8-3F A g ARgRFe] 31 7F glo] 7] 7]el A al
o AZTEAE HXsta A|l~"S ot - Qe

Fekie wasigr BLE: A4
AL A 7ol 1 AR

= o4 Axprl Bote] FHekdLe-

A

A7 nek A9 2

r

o,

e B s H]'Q]r o], o] FkH2
ot==Zo]=9] BLE 41 Z=¥o] 4 temp bonding Z}7d | A
WA, FZAX7E 10 Capabilities ZEg& F213+]

AFRAE Y] glo]l N12ERA FY 348 S 5
R %Lﬂf;ﬂ\:}. tes| =, ofo gk b A7}

o]F-o] 5 2™, temp bondings & HQF AH| 2 o]
2= AT}, o] 2§k F X]= BLE G4l A EA S = Q)=
AR BE & oot H T s gEde

Wepd B ey
PN A A%
Aol BHols 7z, E3
BLE 5412 AH&-3 79 1ok A2k

o] L8 AN, BLE 714
oo} oo Ygahi wat 43t o

#%%Hi%%ﬂﬂﬁﬂﬁﬁﬁ%%ﬁ
289 5 92 ot

BLE 7]vt 71719

%291 Fopy

Hebd&
IREE
71719914
Ao HFA| B}
éj:x%cg_ W2 -

o]
}Ei

ES
=

oF
J O A
=
4

Fausd

[1] Embedded Staff, Bluetooth low
fundamentals, embedded, 2016.10.18.

[2] NEGI, Arun; RATHORE, Santosh Singh; SADHYA,
Debanjan. USB Keypress Injection Attack Detection via
Free-Text Keystroke Dynamics. In: 2021 8th
International Conference on Signal Processing and
Integrated Networks (SPIN). IEEE, 2021. p. 681-685.

[3] SCHWARZ, Michael, et al. Keydrown: Eliminating
software-based keystroke timing side-channel attacks. In:
Network and Distributed System Security Symposium
2018.2018. p. 15.

energy (BLE)

- 308 -





