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Introduction (Motivation)
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Background (Split Learning)
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Neural Networks
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Attack on Neural Networks
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Attack on Split Learning
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Background (Differential Privacy)

 Differential Privacy

Define that there is a neighbor database when two
databases have the same code except for one record t.

Definition 1. Given any two neighboring inputs D and 2 which differ in only

one data item, a mechanism M provides e-differential privacy if
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Background (Differential Privacy)

 Differential Privacy
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Split Learning with Differential Privacy
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Reconstruction Attack on SL with DP
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Quantitative Metrics

MSE (Mean Square Error)

MSE(A, B) =

1 m,n

Y I1AG,j) — BG,j) 17

memn; ;=11

SSIM (Structural Similarity)
(2/1/1/13 + C1>(20'AB + Cg )

SSIM(A, B) =

() + g+ C )0y + 05+ G,)

Peak Signal to Noise Ratio (PSNR)

PSNR(A, B) = 10log,, (
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MSE(A, B) )
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Accuracy (%)
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SVHN Attacking Results
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GTSRB Attacking Results
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GTSRB Attacking Results
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