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2.1 Grover on Korean Block Ciphers[11]
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Algorithm 1 : Change 6[0] to §[1]

Input: 6,3, (0zc3efe9db)

Output: 6, -5 (0244626002)

1: X gate(4,), X gate(d;)

2: X gate(d,), X gate(dy), X gate(d;)
31 X gate(dy)

4: X gate(d,5)

50 X gate(d,4), X gate(d;5), X gate(dq)
6: X gate(dy3)

7: X gate(d,y), X gate(dy;), X gate(dyq)
8 X gate(dy;)

9: return §[1] = {4,, 4,

(¢a2|E
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o3 BAA Hgo] APF X Aoj= ugo] ]
A3 we e AFE Q71w Aba 7]
Mol o HHs & FUvtn BT 5 vk
(E 2> LEA 2At8|2 F18 H|W
Qubit Toffoli CNOT X

LEA 128[11] 385 10,416 28,080 68
LEA 192[11] 513 15,624 39,816 100
LEA 256[11] 641 17,856 45,504 130

Proposed .

LEA 198 289 10,416 28,080 352

Proposed

LEA 192 353 15,624 39,816 398

Proposed =

LEA 256 417 17,856 45,504 465
5. 28

A4 ESUdsE A I 2R S5t 1FH &
1 FE YA HAgste] AL F A=A o
S A7t et A B EA ATk 5% S 2T
H dagEs ALet7] A8 ARy AdS EA
AT FF dig A Az 4+ Ao
oo B =olA= 7| LEAE A 2= F+d3
7IWH 3 wlalste] gt AlolE9 = F7Fet AR
FHle] AMES TAAIHT webA 2R gaE s
< A&ste=d Zagk Fule Jes HAs & F
0] o)
DA AR

[1] Atzori, L., Iera, A. Morabito, G. “The
Internet of Things: A

networks 2010, 54, 2787 - 2805
[2] D. Hong, J.K. Lee, D.C. Kim, D. Kwon, K.H.
Ryu, D.G. Lee, “LEA: A 128-bit block cipher

for fast

survey”  Computer

encryption on common processors’
International Workshop on Information Security
Applications. Springer, pp. 3 - 27, 2013.

[3] B. Koo, D. Roh, H. Kim, Y. Jung, D.G. Lee,
D. Kwon, “CHAM: A Family of Lightweight
Block

Devices.”

Ciphers for Resource-Constrained

International Conference on
Information Security and Cryptology (ICISC'17),
2017

[4] D. Hong, J. Sung, S. Hong, J. Lim, S. Lee,

B. Koo, S. Lee, C. Chang, D. Lee, J. Jeong, K.
others. “HIGHT: A new block cipher suitable
for low-resource

device. International

Workshop on  Cryptographic Hardware and
Embedded Systems.” Springer, pp. 46 - 59, 2006.
[6] Grover, LK, “A fast quantum mechanical
algorithm for database search.” Proceedings of
the twenty-eighth annual ACM symposium on
Theory of computing, 1996, pp. 212 - 219

[6] Grassl. M, Langenberg. B, Roetteler. M,
Steinwandt. R, “Applying Grover's algorithm to
AES: quantum resource estimates.
Post-Quantum Cryptography.” Springer, pp. 29
- 43, 2016.

[7] Langenberg. B, Pham. H, Steinwandt. R,
“Reducing the cost of implementing AES as a
quantum circuit.” Technical report, Cryptology
ePrint Archive, Report 2019/854, 20109.

[8] Jaques. S, Naehrig. M, Roetteler. M, Virdia.

F, “Implementing Grover oracles for quantum

key search on AES and LowMC.” Annual
International Conference on the Theory and
Applications of Cryptographic Techniques.

Springer, pp. 280 - 310, 2020.

[9] Anand, R., Maitra, A., Mukhopadhyay, S.
“Grover on SIMON.” 2020.

[10] K.B. Jang, S.J. Choi, HD. Kwon, H.J. Seo,

“Grover on SPECK Quantum Resource
Estimates.” ePrint Archive, Report 2020/640,
2020.

[11] KB. Jang, S.J. Choi, HD. Kwon, H.J. Seo,
H.J. Kim, JH. Park, H.J. Seo,
Appl. Sci.

“Grover on
Korean Block Ciphers”, 10, 6407.

2020.

- 408 -





