2020 222l FAlstewEl 3| =28 M273 H[2= (2020, 11)

NDN(Named Data Networking)e] PITol| tf 3t
DDoS &4 whx] A+
Qe 227

Aé-&ﬁrq] ]—jl_ ATE 0]01];Htﬂ—
todrkrl47@g.skku.edu, meosery@skku.edu

A Study on the Prevention of DDoS Attack on
PITs in NDN(Named Data Networking)

Soo-Rim Jeong, Hyoung-Kee Choi

Dept. of Computer Engineering, Sungkyuankwan University

2 o

DDoS (Distributed Denial of Service) &2 -2 & A2 ‘Sﬂbﬂ 37 Ml o}l NDNelM = A9l
MBI =E AN = F8 EAelH olo #HE tpge AFEe] WAHIL Qrh 2 =EdAE
DDoS &Zo] 7}a12 uj NDN 2989 PIT(Pending Interest Table) 7}-&4 A= <la] ZAs =
A A =4S Fr) o= 93 werto 2 RED(Random Early Detection) 48] &S 7|gko 2
st 7S A&sta, AEHedS B¢ 54 AFE HoFEr

M= F9 adud AN 2L ARAINS EB

=4 A%E BHAFZT

—Y

Named Data Networking(NDN) <1E
oA Zelz Ao AR} #HoE 7

(RN}

N

ofr

2. NDN 2t TAM g ==} gz

& olgetel BAAR HolHE A%

W 5o TCP/P 7]9ke] Aol Aok o NDN=2 ©lo] o]&F 7|¥ke] 87 wAA
ek M A Ty oS (Interest)/ &% ™A A (Data) 294, <3t
48] o|Fojxx DDoS BAd g u  NESIS msele) HelE Ay = s
guEe Yue of7laAel NDNoAE = 8 44 AR 7inke] dHely A5 &2
Q EA7F ®uh o= 9 FHAMdow Jom gokd & Y3l ol 5H=

Tds}H7) 2 5o NDN-< Forward

Finegrained Interest Traffic Information Base(FIB), Pending Interest
= Q%

ThrOtthng(FITT)[Z] E_O‘I ol _1__;]3] 7]_ O]—"[ Table(PIT), COI’lteI’lt Store(CS) = /\]' [} ?‘—l—

Z2 =2 FEZ interest AHS =4 ©h. NDN 298 Interest 21 A% &

5 2~ o) X] = Q = X]—Sq— —'E—Eﬂ& Zﬂ%z} /\]— PIToﬂ Interest TIHZIQ] O]%Jﬂ' ‘TI’HZIO] %(ﬂ

2 T M gl
olo] & 47} Z7tato] wal 8o A3} 2 ClEdol~ HRE AA3E Interest
gl =o] =3l Data I

satisfaction —based Interest acceptancell],

k= wido] vk wEbA 2 =l A d

= & 2Z=0] oJgfo] glomA DDoS FA Zle ZR=E F535t] AdFsHA =HH, o
st o)A AAF AF&2F9] Data 37 &2 0] ] Data #|Zlo] =23sH PITE 333dtd
HArsE 4 QL= 3= RED ¢ &S Interest #j7lo] FAlHE FUd3 F=5 wet

- 354 -



2020 222l FAst=2Eo 3]

=27 ®M27A ®23 (2020, 11)

Jom AgAT. ofF dg = e o
il

g 98" AEE PIT f2EoA AAE
1, AsE ZdlxE Content Storeo]| A7+
Hoh wkek PITOl A% AW Interest A H
7F ol Data si#l o] eh-¢-Holl E2
A Ag HARE & F gly]e HAFS At
Aok (27 1) NDN F+ZxolA] Interest
9} Data 3H EYHE HolF=v}

Add incoming NACK or Drop

Forward
Information
Base(FIB;

Data

Forward

Pending Interest
Table (PIT)
Forward

X v : Lookup hit
X : Lookup miss

Discard Data

(29 1) NDN F#xo|A Data 7 94

acceptance, Finegrained Interest Traffic
Throttling 71 &°] At} Satisfaction—
based Interest acceptance 7]W-2 Interest
satisfaction ratios E°] 2+ InterestE ¥
ofEolAY AMT F e AFAd gE
2 ARg3t}l. Satisfaction —based Interest
acceptance WHo @@L A= 7+ g

2 e 7} Interest® Forward A TEE
Nack(drop) Aol dia]l =HZAA AAS
steg & g7t S gl uwEl gdsk

Interest7t dgd FE2 w53 A4
A

Finegrained Interest Traffic
Throttling(FITT) 7I®%- 98127} NACK
AA AEHE d=wEte EAE
Wwaoltt, FAAe] Fjzle] HF
R P G e B e B i G R
$-Eoll FITT NACKSoZ AHHE
o oo]% geHE dEwre JHE

o
°OHH

2

(ISR

AU~ N
ol
ok
s

o
B oo

Hlgto 2 el Interest7t & AR
InterefaceS 53 A= NACKS A%3
o wW HeHE old #AFES S A
T HFTHoZ Edge Hr-HlAM FHA 3
&S Aol Interest = A <]

RED <318&2 EWMA(Exponentially
Weighted Moving Average)Z& ©]-&3sle]
o A7IE Ak, 2eHel Fo A
o7} dA% e dow FEol o #H
< H7IA7IH 1S AosteE W oltth
(29 208 o] ;S Aolstr] st
T Aol g AAXNZE F e Tetn
e FHA AAZ(minth)Z o) LA
(maxth)S 7HA <=, Hd F Zol(avg)7t
A dAZETG F ASdeE ZE AAS
#H7)skar, #Ha O‘ﬁ]%k } H O‘ﬁ]%k /‘}01

min,, max,, 7 3271

—_—

ol A&k

—
25 52|

seof o2t §Y|

(2% 2) RED ¢ug5s 53 HA
A7) &
olfd Fuess T HESNA EFol
Bt siZle A9HoR AbAsko
DDoS &4 d%F< W Z98H 7184
Asls A2 FAAH. P HESD &4
ol4 RED ¢1#lse IPE ¢z 7}
TAE 2%l &S o =AYk sAT

- 355 -



2020 222l FAlstewEl 3| =28 M273 H[2= (2020, 11)

NDN 748 IP VEYa 843 & + = SAstA HAdoh

As 7HA L 7wl 58 dids Vs

o7 JEXNE R P ol g <3 1> RED ¢xg+& A8 1% & 4%
F AARe 2= & g8 HEUYAE & H] 2l

=tk 5 ¥4 FHAA AR 77 L. | Interest | RED | RED | Z7&
9lo] Interest ¥ 71S g&g A A A A o Packets | 44 A | A& ¥ | (%)
& 2 U RAY AgAe A (e o e i s
o] 2tA" FEo] %O}Xlﬂl A WA [User 1 209 121 147 12.4
DDoS #2A& ZXA st tixstE wHo =z User 2 213 135 157 10.3
4G AZF 7IFo R geEe dEgeR b

ZU(FAA9] Interest)o] &2+ Interface 6. 4

FRetel 2 AZEe delAw REDE DN FHPEAM PITE mnxs s g

A aste] Aol AL F o] Ak u ZEI =] Data 3§7lo] Interest 3|71 o] 4=
= A8 A sa) & wep AFEA A ASHES sh=dH T
23 98-S Fvp E E=FoME RED ¢
aeE ZIke] AEE VIS Ak

DDoS FZo] wAyg u PIT9 A5 A 3=

S| i }
o4 DDoS A3 wsdt $ae wys  HAT A8 Interest el A
- = = . [e) = =]
7]7] ‘?’]:GH %7_2:]11]_9’}_ @_dej]?l /\]__g_;q_% Z}' . ?15_4_}\0}0] ?’:']_zé %ﬁl—E]t 34\5: -:;Xgo}-gif;]—
7k oW AT dHAel Aexs 10 of duyF 2t AT ehHAA
A& 710l SeEvig 24 AAHS AA

2
2 mou% P, 29 A o

A ool & & Bkl WE gsAss 2
. @ & qv,
RED ##d &38F Z=+ PITO Interest
A7 & % AP WAl Sole Aol ACKNOWLEDGEMENT

2 A®R7F AAEE Forwawrder.cppfl °f =i ArOlerledrnsalye A
- 2] o 3 o) T+

IncomingInterest 3t=ol F7}sle] &3} dow FapdAde] Ads wob e
Aty 2 oz P e A1 (No. NRF-2020R1A2C1012708).

F71H o2 A AR st BeHe 7t <l

Eldo]~2 E0]9 = Interest A 7|5

& SAsta ol HoE @ sfFlo] 5o

= QI 2E VFEo R AT

3% 1>2 RED ¢xgls 48 A3 59

ZHn2sl
[1] Alexander Afanasyev, et al. "Interest

flooding attack and countermeasures in
Named Data Networking.” 2013 IFIP

[~om

AN

Networking Conference Brooklyn NY

45 Ha Asteltt. dueF 4 AelE
NDNo] =1 zt#] AAwo =z o]u] DDoS & USA May 2013 p.1-9.

AL ghHog AAT 5 9= FHo| 9 [2] Zhang, Zhiyi, et al. "Expect more from
Sow =4 A} FHA AL&z7} WA the networking: DDoS mitigation by
5= Data 37 4% Interest @7 9] FITT in mamed data networking.” arXiv
2k (0% HAE7F w= AL Belstdrh oF preprint arXiv 1902.09033 Feb. 2019.

1 FEF AL Fol= 70% ol 9 e A [3] Zhang Lixia, et al. "Named data

- 356 -



2020 2afel FABEUENS| =

inal

®272 ®|23 (2020, 11)

networking.” ACM SIGCOMM Computer
Communication Review 44.3 p.66-73 Jul
2014.

[4] Floyd, Sally, and Van Jacobson.
"Random early detection gateways for
congestion avoidance.” IEEE/ACM
Transactions on networking 1.4 p.397-413
Aug 1993.

- 357 -





