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Abstract

The increasing complexity of the Internet of Things ecosystems has exposed critical
gaps in visibility, traceability, and governance of device security throughout the supply
chain. Current practices rely on fragmented descriptors that, although valuable individ-
ually, lack a unified framework for integration, traceability, and lifecycle management.
These limitations are particularly pressing in light of emerging regulatory requirements,
most notably the EU Cyber Resilience Act (CRA), which demands structured, transpar-
ent, and auditable security documentation. To bridge this gap, we introduce the Device
Security Passport (DSP), a structured, extensible, and lifecycle-aware model to consoli-
date and exchange security-related information about IoT devices. Built upon the Open
Security Controls Assessment Language, the DSP integrates multiple security descriptors
such as software and hardware bills of materials, vulnerability disclosures, and behavioral
specifications, into a cohesive, hierarchical framework that evolves with the device from
manufacturing to decommissioning. By allowing collaborative contributions from manu-
facturers, integrators, and operators, the DSP facilitates continuous security assurance,
automated policy enforcement, and compliance with regulatory frameworks such as the
CRA, thereby fostering greater transparency and accountability throughout the IoT sup-
ply chain.

Keywords: Cybersecurity - Transparency - Supply chain - Internet of Things - CRA -
SBOM - OSCAL.

1 Introduction

The rapid proliferation of the Internet of Things (IoT) has transformed the digital landscape,
embedding connected devices into nearly every domain of society—from critical infrastructure
and industrial control systems to consumer electronics, vehicles, and smart cities. While these
innovations bring significant benefits, they also introduce an expanded and increasingly opaque
attack surface [7]. One of the most pressing challenges emerging from this evolution is the lack
of visibility into the security posture of IoT devices across the entire supply and operational
chain. Devices are often composed of numerous software and hardware components sourced
from a variety of vendors, assembled and deployed by integrators, and operated in contexts far
removed from their original design intent. At each of these stages, the available security-related
information is typically fragmented, inconsistent, and difficult to interpret or verify.

The problem is further compounded by the absence of standardized mechanisms for doc-
umenting, sharing, and maintaining device-specific security information in a trustworthy and
machine-readable form. In many cases, security attributes—such as known vulnerabilities,
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cryptographic configurations, or software dependencies—are either undisclosed or only par-
tially disclosed by manufacturers. Integrators and operators are thus forced to rely on limited
documentation or perform their own assessments, leading to inconsistent evaluations and de-
layed remediation actions. Furthermore, when vulnerabilities are discovered post-deployment,
the lack of traceability between a device and its underlying components makes coordinated
response and patching both time-consuming and unreliable.

These issues are not only technical but also regulatory. With the advent of policies such
as the European Union’s Cyber Resilience Act (CRA) [2], manufacturers and distributors of
digital products are now required to demonstrate secure-by-design practices, disclose software
compositions, handle vulnerabilities transparently, and maintain documentation that spans
the product lifecycle. The CRA and similar frameworks represent a shift from optional best
practices to enforceable obligations, especially for connected devices. However, the reality on the
ground is that most IoT vendors are ill-equipped to provide structured, traceable, and lifecycle-
aware documentation that would enable compliance with such mandates. Existing efforts are
often ad hoc, proprietary, or embedded in formats that are not designed for interoperability or
automation.

In response to these challenges, we propose a comprehensive and standardized approach
to document and share security-related information of IoT devices throughout their lifecycle.
Central to this proposal is the concept of a Device Security Passport (DSP): a digitally signed,
versioned, and extensible document that consolidates all relevant security descriptors associated
with an IoT product. Inspired by the Open Security Controls Assessment Language (OSCAL)
[4] developed by the U.S. National Institute of Standards and Technology (NIST), the DSP is
designed to serve as both a communication interface and a persistent security profile for each
device. It enables manufacturers to describe the software composition, hardware dependencies,
network behavior, cryptographic configurations, known vulnerabilities, and conformance claims
of a product in a structured and verifiable way. More importantly, it also allows integrators and
operators to contribute new observations, contextual data, and assessment results, enabling a
collaborative and continuously evolving security representation.

The DSP is not conceived as a static compliance artifact, but rather as a living digital
asset that evolves as the product moves from design and manufacturing to integration, deploy-
ment, and eventual decommissioning. Through the use of machine-readable formats, the DSP
facilitates the automation of tasks such as vulnerability scanning, onboarding configuration,
security policy enforcement, and incident response. It serves as a single source of truth, linking
traditionally siloed activities and actors in the supply chain. In doing so, it allows for faster
identification of risks, more accurate evaluations, and more coordinated remediation efforts.

This paper presents the conceptual design of the DSP, identifies its key components, and
outlines its alignment with existing and emerging regulatory frameworks. By establishing a
unified model for security documentation, the DSP aims to bridge the gap between security
engineering, operational assurance, and regulatory compliance, paving the way for a more
resilient and transparent IoT ecosystem.

2 A landscape of security descriptors

In the IoT ecosystem, transparency regarding device composition and security posture has
become critical. To enhance visibility across the supply chain and towards end-users, sev-
eral descriptors have emerged to describe distinct aspects of device security, such as software
and hardware components, cryptographic configuration, network behavior, mitigations or vul-
nerability exposure, all of which are essential for managing security risks and demonstrating
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compliance.

The most well-known among these descriptors are the bills of materials (BOMs), which pro-
vide detailed inventories of a device’s components. The most established example is the Software
Bill of Materials (SBOM) [9], which lists all software elements included in a product—third-
party libraries, firmware modules, and related metadata such as version numbers, license terms,
and source information. SBOMs help identify known vulnerabilities by referencing public
databases such as the National Vulnerability Database (NVD) or Common Vulnerabilities and
Exposures (CVE) and support software tracking and license management. The DSP integrates
SBOMSs using widely adopted formats such as SPDX or CycloneDX to ensure consistency and
interoperability. In addition to software inventories, the Hardware Bill of Materials (HBOM) [7]
captures details about the physical components of a device, such as integrated circuits, sensors,
and wireless modules, along with information about their origin and specifications. HBOMs
support supply chain traceability and can help detect unauthorized substitutions or inconsisten-
cies in hardware sourcing. While HBOM standardization is still developing, emerging formats
such as CycloneDX-HBOM offer a basis for structuring this type of data. The DSP supports
their inclusion to enhance visibility into the device’s hardware structure. Beyond software and
hardware, the BOM approach has also been extended to cover other areas of security relevance.
The Cryptographic Bill of Materials (CBOM) [5] lists the cryptographic elements present in
the device, including algorithms, libraries, certificates, and key management systems. CBOMs
help verify compliance with encryption policies and allow for the identification of weak or out-
dated cryptographic methods that may need to be replaced. As cryptographic requirements
evolve, particularly in the context of post-quantum readiness, the CBOM plays an increasingly
important role in enabling responsive and systematic updates. Within the DSP, CBOM data
is handled alongside SBOMs and HBOMSs, offering a more complete picture of the device’s
internal architecture.

Although these BOMs provide visibility into what the device contains, additional descriptors
describe how it is expected to behave and how it manages risk. The Manufacturer Usage
Description (MUD), defined by the IETF in RFC 8520 [3], allows manufacturers to specify
the network communication patterns that the device should follow. These statements can be
used to configure access controls or network policies that limit exposure to unauthorized traffic.
The DSP also incorporates Threat MUD documents, which include blacklist based on threat
intelligence feeds. These profiles can help prevent contact with known malicious infrastructure
and can be updated as threats evolve.

For vulnerability handling, the DSP integrates two additional types of descriptors, the Vul-
nerability Disclosure Report (VDR) [1] and the Vulnerability Exploitability eXchange (VEX)
[8]. A VDR outlines the known vulnerabilities that apply to a product, their severity, and the
status of the corrective actions. A VEX, in contrast, clarifies whether a specific vulnerability
actually affects the device in practice. For example, a vulnerability may appear in a software
library listed in the SBOM but may not be exploitable due to device configuration or unused
code paths. Including both VDRs and VEX documents helps reduce noise in vulnerability
assessments and offers better insight to operators, auditors, and regulators. The DSP supports
these using formats like CycloneDX VEX, CSAF, and OpenVEX.

Beyond individual descriptors such as SBOM, MUD, VEX, or VDR, several standardized
frameworks have been developed to provide a common structure for documenting and exchang-
ing security information. The Security Content Automation Protocol (SCAP) [10], maintained
by NIST, has been widely adopted for automating vulnerability management, security mea-
surement, and compliance evaluation. SCAP bundles a set of specifications, such as CVE,
Common Platform Enumeration (CPE), and Extensible Configuration Checklist Description
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Format (XCCDF), enabling automated scanning and reporting of configuration and vulnerabil-
ity data. However, SCAP’s focus is primarily on technical checks and assessment automation,
offering limited flexibility to capture broader lifecycle and governance information. More re-
cently, NIST introduced the Open Security Controls Assessment Language (OSCAL) [4], a
machine-readable set of models designed to represent system security plans, assessment proce-
dures, test results, and remediation actions in a consistent and extensible way. Unlike SCAP,
OSCAL is intended to serve as a general-purpose framework for documenting and exchanging
security control information across diverse contexts. In the proposed DSP, OSCAL is not used
in its full scope; instead, it has been adapted and simplified to suit IoT-specific requirements
and the transparency obligations of the EU CRA. This adaptation allows the DSP to embed
or reference other security descriptors such as SBOMs, MUD profiles, and VEX reports within
a unified, lifecycle-aware model, enabling them to co-exist under a consistent schema while
preserving their original formats and update cycles.

3 The Device Security Passport

The DSP is conceived as a structured model to capture and exchange device security informa-
tion in a consistent, interoperable, and extensible way throughout the device lifecycle. In the
following subsections, we describe the DSP lifecycle, its layered structure, and how OSCAL
models have been adapted to represent both general and instance-specific security information.

3.1 The DSP lifecycle

The DSP is designed as a dynamic and layered model that evolves alongside the IoT device it
represents, adapting to its lifecycle stages while maintaining a unified structure. Contrary to
rigid and monolithic documentation approaches, the DSP introduces a dynamic and incremental
model organized into three interoperable layers: the generic DSP (genDSP), the instance-
level DSP (IDSP1), and the operational instance-level DSP (IDSP2). These layers are not
different models but constitute a single adaptable structure, where each layer builds upon the
previous one, refining and contextualizing the security profile of the device over time, as shown
in Figure 1. This layered view reflects a progression rather than a separation. As the device
transitions from manufacturing through integration to operational deployment, its security
requirements, ownership context, and operating environment naturally evolve. The DSP is
designed to follow this path, ensuring that security information remains traceable, relevant,
and consistent throughout the supply chain.

The genDSP is created by the manufacturer during the design and development phase of
the device. It serves as a baseline that contains static and general security information about
the product. This includes SBOM, HBOM, CBOM, manufacturer and vulnerability disclosure
details, expected behavior and policy recommendations (MUD), known vulnerabilities (VEX
and VDR), and EU declaration of conformity. Each genDSP is cryptographically signed to
ensure authenticity and can include both embedded content and external links to documents
maintained on the manufacturer’s infrastructure. The genDSP is version-controlled, allowing
manufacturers to maintain historical records of changes and to distribute updates when new
vulnerabilities are discovered or patches are made available. When third parties or users iden-
tify vulnerabilities, they can report them to the manufacturer, who can update the genDSP
accordingly. Only modified sections are updated, and new versions retain backward references
to prior versions, ensuring traceability and continuity.
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Figure 1: DSP lifecycle

As the device moves through the supply chain, IDSP1 comes into play, binding the generic
security profile to a specific physical unit of the device. It is generated by the manufacturer
either at the end of production or at the point of sale and incorporates unique device iden-
tifiers such as IDs and public key material in the form of a CBOM. Although it links to the
corresponding genDSP, it does not duplicate its content. Instead, it references it using pointers
(e.g., URLs) so that users and systems can access the most current version of the underlying
general information. This structure allows IDSP1 to act as a bridge between the manufacturer’s
baseline information and the operational context in which the device will be placed. Manufac-
turers can apply granular access controls to both genDSP and IDSP1, defining precisely which
stakeholders can view particular sections, enabling controlled delegation of access to integrators
or operators. In practice, this means that an integrator who buys a device can request access
to the associated IDSP1.

At this stage, integrators and operators can enrich the IDSP1 with information that emerges
after installation, such as updated SBOMs if new software libraries are added, revised HBOMs
if hardware modifications are made, adapted MUD profiles to reflect custom configurations, or
VEX and VDR records for vulnerabilities detected during operation. All this information is
used to create the IDSP2, which is indeed, a local extension of IDSP1. The IDSP2 is used
and maintained throughout the device’s operational life, reflecting the actual conditions and
security state of a specific unit in its deployment environment. Like the genDSP, it is inherently
updatable, but while genDSP changes are manufacturer-driven and apply broadly to all devices
of the same model, IDSP2 changes are instance-specific and typically initiated by integrators
or operators. Maintained locally, the IDSP2 supports active security enforcement, such as
applying network policies derived from its MUD profile or supplying contextual vulnerability
information to monitoring and detections systems. As before, if the operator considers that a
security finding may be relevant to the generic device, they can send this information to the
manufacturer to request an update of the generic DSP. The manufacturer will then determine
whether the information provided is accurate and if it should be incorporated into the generic
DSP. Additionally, the manufacturer can provide extra configurations or patches to address or
resolve the vulnerability.

Finally, as devices approach end-of-life, the DSP provides a valuable historical record of all
security-related actions taken throughout the device’s lifecycle. This record can inlcudes secure
decommissioning procedures such as revoking cryptographic credentials and security certifi-
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Figure 2: OSCAL mapping to security descriptors

cates but also support post-incident investigations, or guide procurement decisions for future
deployments. In addition, it is designed to record the manufacturer’s official support period
and update availability, providing a clear reference for maintenance and security obligations
beyond active use.

Throughout its lifecycle, the DSP works as a living record, progressively accumulating lay-
ers of detail without losing coherence. The genDSP provides a baseline, the IDSP1 binds it to
physical instances, and the IDSP2 captures the aspects of the operational context. By unifying
these layers into a single model, the DSP supports regulatory compliance, strengthens vulnera-
bility management, and embeds security considerations into every stage of a device’s lifecycle,
fostering transparency and trust across the supply chain.

3.2 Structure

The DSP model is built upon OSCAL, an open and machine-readable framework developed un-
der the leadership of NIST and supported in Europe through initiatives such as EUROSCAL'
and the MEDINA?Z project. OSCAL was selected as the basis for the DSP because of its flexibil-
ity and expressiveness, its capacity to represent a wide variety of security-related information,
and its inherent extensibility. Its adoption by key international actors such as IBM and Eu-
ropean projects such as COBALT? or DOSS* ensures long-term stability, active community
support, and a clear path for interoperability with future compliance tools and frameworks.

OSCAL is organized into several interconnected models, each describing a different facet
of security information. These models are designed to work together, forming a structured
ecosystem in which information can flow between related documents. At the top of this hierarchy
is the Plan of Action and Milestones (POA&M) model, which serves as a root container capable
of linking to other models and providing an overarching structure for risk tracking, mitigation
planning, and associated security documentation. Given its role as the central node in OSCAL’s
architecture, the POA&M was chosen as the structural foundation for the DSP.

Thttps://euroscal.eu/
2https://medina-project.eu/
3https://horizon-cobalt.eu/
4https://dossproject.eu/
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Each external descriptor, such as SBOMs, HBOMs, CBOMs, MUD profiles, Threat MUD
lists, VEX and VDR, has been integrated into the OSCAL framework by mapping it to the most
appropriate existing model or by extending the model with additional fields where necessary, as
shown in Figure 2. A key architectural decision in our DSP model is linking external descriptors
such as MUD files, SBOMs, and other essential security documents rather than embedding them
directly within OSCAL. By doing so, each descriptor can evolve independently, with updates
applied to a single source without forcing a regeneration of the entire DSP. Moreover, by
maintaining external references, responsibility and authority over these files clearly remain with
their original creators, ensuring accountability and preserving the integrity and accuracy of each
descriptor. This approach of decoupling the security information from the device information
is also recommended by CycloneDX, as while the composition of a device remains relatively
stable, security information is much more dynamic and subject to frequent changes. The
mapping also ensures that duplicated information is avoided, since details already covered in
an external descriptor are removed from the original OSCAL structure. At the same time, new
DSP-specific fields have been introduced to capture CRA-required transparency data that are
not natively represented in any of the existing OSCAL models.

While a complete view of the DSP structure can be found here®, we briefly describe the
main building blocks:

e The DSP UUID and metadata form the entry point of the model. The UUID, following
the notation described in RFC 4122 [6], uniquely identifies the DSP, while the meta-
data section provides essential contextual information about the document itself. This
includes its title, version, revision history, date of last modification, roles and responsible
parties, and references to supporting documentation such as EU conformity statements.
In the case of IDSP documents, the metadata must also include a reference link to the
corresponding genDSP, ensuring traceability across layers.

e The System ID block contains the unique identifier of the physical device, also compliant
with RFC 4122. It is mandatory in IDSP.

e The Local definitions block consolidates several types of information that describe both
the device and its security posture. It allows the DSP to specify components, assessment
platforms, and assessment results, as well as to capture observations and risks identified
during evaluation or operation. Within this block, the components subfield details each
element’s type, purpose, operational status, and description, with links to external de-
scriptors such as SBOM, HBOM, CBOM, and MUD files. The CBOM is mandatory at
the IDSP1 level, since it provides the cryptographic identity and material that uniquely
bind a digital passport to a specific device instance. To avoid redundancy, certain OSCAL
subfields, such as protocols, have been removed because their content is already covered
in MUD profiles. The assessment-assets subfield is used to record tools, platforms, or
additional components used in testing. Alongside this, the block includes an observa-
tions section, which documents findings from assessments or operations, specifying their
type, collection method, supporting evidence, validity period, and links to detailed reports
where available. Complementing this, the risks section catalogues identified vulnerabil-
ities or threats, describing their status, associated CVSS vectors, remediation measures
(including actions derived from Threat MUD), the responsible party for mitigation, and
their relationship with recorded observations.

Shttps://github.com/saranieves92/DSP /tree/main
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e The Imports block is an optional element included in the DSP to enhance flexibility. Its
role is to link an external OSCAL models whenever such documentation is available. This
allows security test outcomes, evidence, evaluation and system details to be referenced
directly in their native OSCAL format, avoiding the need to duplicate them within the
DSP structure. In cases where no OSCAL model is imported, equivalent information can
instead be captured within the Local definitions block.

It is worth noting that DSP files contain information that may be used to configure a device
or determine its security status, making them inherently sensitive. To ensure their integrity and
prevent tampering, DSP files are digitally signed. Following the MUD approach, the signature
is linked in the metadata block. Prior to processing the rest of a DSP, the DSP signature file
must be retrieved and validated. In any case, the owner of the DSP is the one in charge of
signing the file (e.g., manufacturer or integrator).

4 Alignement with CRA

The European Union’s Cyber Resilience Act (CRA) [2] marks a pivotal shift in the regulatory
landscape, establishing stringent, lifecycle-spanning cybersecurity obligations for manufacturers
of digital products. Its core mandate is to enforce a security-by-design and security-by-default
approach, requiring transparent documentation, proactive risk management, and continuous
support. The DSP’s OSCAL-based structure provides a coherent model to support the CRA’s
requirements systematically. Rather than creating a disjointed set of documents, it unifies all
necessary compliance evidence into a single, yet layered, digital asset. The following breakdown
illustrates how the DSP’s components directly fulfill specific CRA mandates:

e Manufacturer Transparency and Vulnerability Disclosure: The CRA emphasizes the need
for a clear identification of the economic operator and accessible channels to report vulner-
abilities. The DSP embeds this information within its Metadata/Parties section, detailing
the manufacturer’s identity and contact points. Crucially, it uses Metadata/Links to pro-
vide direct references to the manufacturer’s coordinated vulnerability disclosure (CVD)
policy, ensuring a clear and unambiguous path for security researchers and users to report
issues.

e Product Identification and Traceability: To ensure accountability throughout the supply
chain, the CRA requires unique product identification. The DSP addresses this mandate
through two key elements: the System ID block, which provides a unique identifier for the
physical device instance (in IDSP), and the Local definitions/Component section, which
records the product name, type, and model. This dual approach ensures traceability at
both the product family and individual device levels.

e Documentation of Functionality and Security Properties: Manufacturers must document
the intended purpose, essential functions, and security properties of their products. While
high-level descriptions can be captured within Local definitions/Component, the DSP’s
extensible design allows for Metadata/Links to point to comprehensive external technical
documentation. This ensures that the DSP itself remains lightweight and manageable
while providing full transparency into the device’s capabilities and inherent security fea-
tures.

e Risk Assessment and Communication: A cornerstone of the CRA is the obligation to assess
and transparently communicate foreseeable cybersecurity risks. The DSP operationalizes
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this requirement through its Local Definitions/Risks section. Here, manufacturers can
provide structured descriptions of identified risks, including potential misuse scenarios.
Furthermore, this section can link directly to VEX or VDR reports, offering stakeholders
nuanced context on whether a known vulnerability is actually exploitable in the specific
product, thereby demonstrating proactive and informed risk management.

e Ongoing Support and Lifecycle Management: The regulation requires clear communica-
tion on the duration of security support, update mechanisms, and procedures for secure
decommissioning. The DSP captures these elements within Metadata/Links, which can
reference policies on update types, support timelines, and end-of-life procedures. For
secure operational practices, Local Definitions/Components/Links reference MUD files
to guide secure network configuration, while Local Definitions/Risks/Remediations/Links
can point to Threat MUD files, providing dynamic guidance for mitigating emerging
threats.

e Software and Hardware Transparency: The CRA’s requirement for an SBOM, is directly
embedded in the DSP’s architecture. The Local Definitions/Components/Links section
provides dedicated references to SBOMs, HBOMs, and CBOMs. This offers verifiable
insight into the software composition and hardware supply chain, which is critical to
assessing integrity and responding to component-level vulnerabilities.

e Declaration of Conformity: Finally, to complete the compliance picture, the DSP’s Meta-
data/Links section includes a reference to the EU Declaration of Conformity. This pro-
vides the necessary auditable evidence that the product meets the essential requirements
of the CRA and other applicable regulations.

Through this alignment, the DSP functions as far more than a static compliance checklist.
It acts as a dynamic compliance enabler, significantly reducing the burden on manufacturers
and integrators. By offering a standardized, machine-readable, and lifecycle-aware format,
it streamlines the process of demonstrating adherence to the CRA. It transforms regulatory
obligations from a bureaucratic exercise into an integral part of the security engineering and
operational workflow, fostering both technical interoperability and legal compliance.

5 Conclusions

The rapid growth of the Internet of Things has exposed the limitations of fragmented and static
approaches to security documentation. In response to this challenge, this paper has introduced
the concept of the DSP, a structured and extensible framework designed to provide transparency,
traceability, and governance throughout the entire lifecycle of IoT devices. Built on the flexible
and machine-readable foundation of OSCAL, the DSP consolidates diverse descriptors—such
as SBOMs, HBOMs, CBOMs, vulnerability disclosures, and behavioral profiles—into a single,
coherent model. Its layered architecture, composed of the genDSP, IDSP1, and IDSP2, allows
security information to evolve in line with a device’s journey from design, through integration,
to its operational environment.

Unlike static and fragmented documentation approaches, the DSP is conceived as a dynamic,
version-controlled, and machine-readable framework that can evolve alongside a device. This
design allows it to support operational processes—such as onboarding, configuration manage-
ment, and vulnerability handling—while at the same time meeting regulatory requirements for
compliance demonstration and auditability. By maintaining a digitally signed, versioned, and
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auditable record, the DSP provides manufacturers, integrators, and operators with a shared
reference point for collaboration and accountability. This capability is particularly relevant
in the context of the EU CRA, where obligations for transparency, vulnerability handling,
secure configuration, and conformity evidence are directly addressed within its structure. In
this way, the DSP not only streamlines day-to-day security management but also acts as a
bridge between engineering practice and regulatory compliance, transforming the principles of
security-by-design and compliance-by-design into actionable and verifiable processes.

Looking ahead, several research directions remain open. Tooling support will be critical
to automate the generation, validation, and update of DSPs, ranging from libraries for De-
vSecOps pipelines to interactive dashboards for operators. Interoperability challenges will also
need to be addressed, particularly in distributed or federated settings where multiple DSPs
coexist and share information. Finally, the structured nature of the DSP creates opportuni-
ties for machine-driven security management, enabling applications such as compliance-as-code,
automated policy enforcement, and risk scoring.

In conclusion, the DSP moves IoT security from static and fragmented reporting towards
a model of continuous, collaborative, and transparent assurance. By embedding security and
compliance information into every phase of the device lifecycle, it lays the foundation for a more
resilient, trustworthy, and accountable IoT ecosystem.
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