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Abstract

The Sum of Absolute Differences (SAD) technique, commonly used in fault attack
analysis, is simple and well-suited for real-time processing. However, it often fails to
capture fine-grained waveform or slope information, which can lead to false positives.
To address this limitation, a slope-based SAD (S-SAD) algorithm was developed by
incorporating slope-direction information into the calculation. The S-SAD algorithm
was implemented in Verilog and evaluated for its fault attack precision on an FPGA
platform. Experimental results show that S-SAD achieves an attack precision of 96.92%,
representing a 30% improvement over the conventional SAD.
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1 Introduction

Successful fault attacks require precise detection of the starting point of the target operation [1].
Pattern-matching techniques, such as the Sum of Absolute Differences (SAD), are widely used for
this purpose [2]. However, the conventional SAD fails to capture fine-grained waveform or slope
information, which often results in false positives. To address this limitation, we implemented a
slope-based SAD (S-SAD) algorithm on an FPGA and evaluated the fault attack precision of both
algorithms through clock-glitch fault attack experiments targeting the Softmax operation of a deep
learning model.

2 S-SAD Pattern-Matching Algorithm

When computing the cumulative-difference value, the core S-SAD algorithm considers the slope-
direction consistency C; between the reference and measured waveforms, as shown in Equation (1).

C; = sign(x; — x;_1) @ sign(r; —1;_1) €9)

The slope direction is discretized using the sign() function and compared through an XOR operation:
if the two slopes are identical, then C; = 0; otherwise C; = 1. A correction factor (CF) subsequently
reduces the absolute difference for samples with matching slope directions, as defined in Equation (2).
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lx; — 73] ifc=1

s-score; = {lxi —7|eCF ifC,=0 subjectto 0<CF <1 (2)

3 Experimental Results on Practical Fault Attacks

Both the SAD and S-SAD algorithms were implemented in Verilog and deployed on the
Chipwhisperer-Husky FPGA, while the target C-based DNN(CNN) model was executed on the
STM32F303 microcontroller mounted on the CW308 board. The fault attack was performed on the
CNN model’s Softmax function using reference-waveform-based pattern-matching. The reference
waveform can also be captured via an entry-point detector designed for an MLP-based deep learning
model. The entry-point detection results are summarized in Table 1, and Table 2 presents the practical
fault attack precision achieved by the SAD and S-SAD algorithms. Experimental results demonstrate
that S-SAD enhances fault attack precision and achieves a 30% higher attack precision compared to
the conventional SAD.

Table 1. Performance of Reference Waveform Detection

Reference length Accuracy (%) Precision (%) Recall (%) F1-Score (%)
32 99.93 99.34 89.87 94.37

Table 2. Performance of Practical Fault Attack on CNN models

Correction Factor Threshold Fault Attack Precision (%)
SAD - 23 66.81
S-SAD 0.3 15 92.30
S-SAD 0.2 10 96.92

4 Conclusion

In this paper, the S-SAD algorithm was implemented in Verilog and deployed on the CW-Husky
FPGA to address the limitations of the conventional SAD in fault attack applications. S-SAD
incorporates waveform slope information to improve pattern-matching accuracy and reduce false
positives. When fault attacks were performed on the Softmax function of the CNN, S-SAD achieved
an attack precision approximately 30% higher than that of the conventional SAD, thereby
demonstrating its practical effectiveness in fault attacks.
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