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1 Introduction
These days, autonomous vehicles primarily utilize cameras for lane detection, and nearly all
modern vehicles are equipped with lane detection capabilities. This study presents an at-
tack method on infrared-based lane detection systems, leveraging vulnerabilities including the
absence of infrared filters in autonomous vehicle cameras and excessive sensitivity of lane de-
tection systems. Building upon previous work that demonstrated attacks using IR to generate
fake objects [4] and attacks that induced lane departure through crafted perturbations exploit-
ing the hypersensitivity of lane detection systems [1], we utilize infrared (IR) lasers to create
fake lanes that are invisible to the human eye but detectable by autonomous vehicle cameras.
This approach induces lane detection algorithms to misinterpret these fake lanes as real lanes.
Through experiments in both digital and physical domain, we demonstrate attack scenarios
that affect the safety of autonomous vehicles, including path deviation and failure to maintain
lane centering.

2 Evaluation

Figure 1: Digital Domain - AS 1

We design two attack scenarios (AS). The first is malicious lane extension, which creates
fake lanes at the end of real lanes or through real lanes. The second is inter-lane injection, which
inserts a single fake lane between existing lanes. In the digital domain, we design custom road
environments using RoadRunner by MathWorks, and for both AS1 and AS2, the LaneNet [2]
algorithm recognized fake lanes as real lanes. In the physical domain, we implement scenarios
by projecting IR lasers onto miniature-scaled tracks, and successfully execute attacks for both
AS1 and AS2, with both LaneNet and LaneATT [3] algorithms misidentifying fake lanes as real
lanes.
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Figure 2: Digital Domain - AS 2

3 Conclusion
In this work, we present a new stealthy attack method that deceives the lane detection module
of autonomous vehicles using infrared lasers. We design two attack scenarios: malicious lane
extension, which creates fake lanes extending from or crossing through real lanes, and inter-
lane injection, which inserts fake lanes between existing lanes. Our experiments demonstrate
successful attacks in both digital and physical domains. In the digital domain using RoadRunner
by MathWorks, the LaneNet [2] algorithm misidentifies fake lanes as real lanes for both attack
scenarios. In the physical domain with miniature-scaled tracks and IR laser projection, both
LaneNet and LaneATT [3] algorithms are successfully deceived, validating the effectiveness of
our attack method.
For future work, we will refine our attack methodology based on digital domain experimental
results, focusing on optimizing angle and distance parameters to enhance the robustness of
physical domain experiments. Additionally, we will extend our evaluation beyond LaneNet and
LaneATT to include parameter-based lane detection algorithms, analyzing how attacks can
be optimized for each algorithmic category. Furthermore, we plan to conduct experiments on
actual vehicles equipped with vision-based lane detection systems to demonstrate that vehicles
perceive infrared as effectively as visible light, revealing significant vulnerabilities in the infrared
spectrum.
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