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Abstract 

This study proposes an extension approach for consistently representing model 

metadata and detection context generated in AI-based security operations within the 

STIX framework. While preserving the fundamental structural consistency of STIX, we 

present three methods for structuring AI-related information. The proposed approach 

enhances the interoperability and reproducibility of AI detection results and facilitates 

the automation and sharing of detection rules. Future work will focus on validating the 

conformity of the proposed schema and contributing to the standardization process to 

strengthen the scalability and ecosystem integration of AI-based CTI. 
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1 Introduction & Background 

With the increasing sophistication and diversification of cyberattacks, the importance of cyber 

threat intelligence (CTI) has become ever more pronounced. As security operations shift toward an 

AI-centric paradigm, there is a growing need for a systematic representation that enables the 

application and comparison of diverse AI detection options under identical conditions to identify 

threats, and that supports the creation and management of AI detection rules based on these results[1].  

To address this need, this study proposes an extension approach that effectively integrates AI model 

information into STIX while preserving its fundamental structure. 

STIX (Structured Threat Information Expression) is a standardized format designed to represent 

cyber threat information in a structured manner. It systematically describes both threat intelligence 

and observable data through various object types. The main components of STIX are classified into 

SDO, SCO, and SRO [2]. 

(SDO, STIX Domain Object) SDOs represent threat intelligence from a conceptual or analytical 

perspective. They describe higher-level concepts of cyber threats such as attack campaigns, threat 

actors, malware, and indicators. In other words, an SDO corresponds to a knowledge entity that 

explains malicious behaviors or attacker activities. 

(SCO, STIX Cyber Observable Object) SCOs represent entities that can be directly observed in 

the real world. These include concrete observable elements such as files, IP addresses, URLs, domain 
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names, and hash values. For instance, an SCO may contain tangible information such as the attacker’s 

IP address, the victim server’s domain, or the hash of a malicious file. 

(SRO, STIX Relationship Object) SROs define the relationships between objects or record the 

associations observed in specific incidents. For example, an SRO can describe a relation such as “a 

specific IP (SCO) was used in a particular campaign (SDO)”, thereby expressing the structural 

linkage of threat activities. 

2 Proposed Method 

(AI-based Custom Property) The Custom Property approach adds new attributes to existing SDO 

or SCO objects, inserting the properties x_model_id, x_model_name, and x_model_score into an 

Indicator object to describe AI model information. This method is simple and highly compatible, but 

it has limitations when representing complex structures or numerous model-related details. 

(AI-based Custom Object) The Custom Object approach creates new SDO or SCO object types 

not defined in the STIX standard by defining an x-ai-model object type and specifying fields such as 

model_id, model_name, model_version, score, and features_used. It is suitable for extending concepts 

that are difficult to express within the existing STIX structure and enables separate management of 

AI-based detection results and inter-model relationships. 

(AI-based Custom Extension) The Custom Extension approach extends the attributes of existing 

SCOs to include AI-related information by adding x-ai-model-ext to the extensions of an SCO object 

and defining the fields model_name, model_version, input, and features_used. This method maintains 

compatibility with the STIX standard while enabling the linkage of AI analysis information at a 

concrete file/object level. 

3 Conclusion 

The method proposed in this study is significant in that it enables the structured representation of 

AI model metadata, detection results, and input features while maintaining the structural consistency 

of STIX. Through this approach, a foundation is established for comparing and utilizing various AI 

detection options within the same environment, as well as for automating and sharing AI detection 

rules. Future work will focus on validating the compatibility of the proposed extensions with the 

STIX standard framework and contributing to the standardization process to enhance the 

interoperability and scalability of AI-based cyber threat intelligence. 
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