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Abstract 

This research presents a framework for applying Cross-Domain Solutions (CDS) to 

the five pillars of Zero Trust Architecture (ZTA), demonstrating that this integration is 

critical for strengthening the overall model. 
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1 Introduction 

Based on the principle of "Never Trust, Always Verify," Zero Trust Architecture (ZTA) protects 

systems by continuously authenticating all access and applying consistent security policies across its 

five core pillars: Identity, Device, Network, Application, and Data. 

2 Background 

A. The Concept and 5 Pillars of Zero Trust 

 Zero Trust Architecture (ZTA) is a security model founded on the principle of "Never Trust, 

Always Verify" which continuously authenticates all internal and external access. Based on its five core 

pillars— Identity, Device, Network, Application, and Data—ZTA protects the system by applying 

consistent security policies across each domain. 

B. CDS  

It is a specialized security solution that securely controls and filters data flow between network 

environments with different security levels, according to policy. 

3 Analysis 

A. Identity Pillar 

Thomas et al. [1] standard connects to MLS (Multi-Level Security) CDS. This combination securely 

manages and synchronizes identity information across domains with different security levels. 

B. Device Pillar 
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To address poor device trust and the inefficiency of using separate devices for each network, Everfox 

[2] proposes an Access-type CDS. A solution like a Trusted Thin Client (TTC) ensures device integrity 

from boot-up and provides a single, trusted endpoint for securely accessing multiple networks at once. 

C. Network Pillar 

Alam et al. [3] link O-RAN architecture and network slicing with a Transfer CDS. This solves the 

problem of redundant security tasks caused by network isolation by enabling trusted software functions, 

thereby ensuring complete protection for sensitive information. 

D. Applications Pillar 

Everfox [2] also explains how Transfer CDS solves problems for the Applications pillar. The primary 

issue was the lack of a secure method for applications on networks with different security levels to 

exchange data via API. A Transfer CDS integrates with API gateways, offering the expected benefit of 

enabling secure API calls and data transfers between these different networks. 

E. Data Pillar 

DoD [4] emphasizes protecting the data itself as a key feature of the Data Pillar, utilizing technologies 

such as Data Tagging, encryption, DRM, DLP. This concept of enforcing data-centric security policies 

on the actual data flow aligns precisely with the core function of a Transfer CDS, which is to read the 

data's security labels and inspect its content to execute policies. 

4 Result 

 Cross-Domain Solutions (CDS) are crucial for strengthening the pillars of Zero Trust Architecture 

(ZTA) because network isolation remains necessary for high-security systems, even in a data-centric 

model. Therefore, policy, analytics, and data security require an integrated, cyberspace-wide 

implementation. 
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