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Abstract

The modern cyber threat environment is increasingly diversified, creating a persistent
gap between threat awareness and operational response. This study proposes a frame-
work to bridge this gap by leveraging the latest CTI together with the MITRE ATT&CK
and D3FEND knowledge bases. The framework maps threat information collected from
OpenCTI to the MITRE ATT&CK tactics and techniques taxonomy and leverages LLMs
to generate diverse TI-based variant scenarios. These scenarios are organized along tac-
tic sequences, each technique mapped to MITRE D3FEND defensive technique groups
by combining official MITRE mappings with LLM-assisted inference, and delivered as a
Defense Description. The framework rapidly links the latest TI to scenarios and defen-
sive options and systematizes response decision-making through risk-based prioritization,
thereby enabling proactive defense against diverse, evolving attacks.

1 Introduction

Recent patterns of cyberattacks are becoming increasingly sophisticated and diverse. Recent
cases further underscore the necessity of this approach. In May 2021, the Colonial Pipeline
ransomware incident, which began with the compromise of a single account, resulted in the
complete shutdown for several days of a 5,500-mile pipeline supplying fuel to the U.S. East
Coast. This highlighted how a single breach can exert massive influence over critical infrastruc-
ture operations[l]. Similarly, in early 2024, a deepfake based phishing scam at a Hong Kong
company involved an Al-generated fraudulent video call impersonating executives, deceiving
an employee into transferring approximately 25 million dollars. This incident demonstrated
the real-world convergence of social engineering with advanced deepfake technology[2]. Such
examples show that systematic analysis and preparation based on up to date threat intelligence
are indispensable for responding effectively to increasingly sophisticated threats.
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2 Methodology

This study proposes a framework for responding to emerging threats that comprises CTT collec-
tion and preprocessing, MITRE ATT&CK-based threat scenario generation, D3FEND based
defensive technique mapping, and the production of a Defense Description. In Figure 1, In the
preprocessing stage of the framework, objects are collected from OpenCTI. The resulting Frag-
mented TT Dataset is combined with the latest ATT&CK data to compose the data required for
scenario training and inference. This data is injected as LLM based context to generate, for the
input TI bundle 77, a threat scenario in the form of a technique sequence with a tactical order,
T;1 — Tj2 — ---. The generated scenarios are mapped to D3FEND techniques via MITRE’s
official mappings through mitigation associations and via LLM-assisted inference. The outputs
are produced as a Defense Description in a report format that includes the TID, recommended
D3FEND techniques, supporting rationale, and preconditions, and, when necessary, are inte-
grated with ASM(Attack Surface Management).
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3 Experlmenﬁ ure 1: Overview of the osed Framework

This section presents the procedure for extracting A%T%:CK based TTPS from the Salt Typhoon
Group incidents and mapping them to D3FEND countermeasures to derive scenario-specific de-
fensive strategies. Salt Typhoon is a threat actor supported by the PRC (People’s Republic
of China) government that has been active since at least 2019 and is known to be responsible
for multiple intrusions into the network infrastructure of major telecommunications companies
and ISPs (internet service providers) in the United States. Figure 2 is an example of a variant
scenario generated based on the TIDs of the Salt Typhoon group. Corresponding countermea-
sures were mapped according to D3FEND tactics for the identified TIDs. The final report
outputs include a list of actions related to the TIDs, together with each technique’s D3FEND
techniques. However, because CVE based vulnerability exploitation was not observed for the
Salt Typhoon group, risk based mapping was not performed, and thus content related to CVSS
and EPSS is not included.
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Figure 2: ATT&CK-D3FEND Mapping based Framework for Salt Typhoon

4 Conclusion

Consequently, using MITRE ATT&CK and D3FEND as axes, a practical procedure was es-
tablished that systematically analyzes recent cyberattack cases and converts that analysis into
an operational defensive summary report. By mapping the latest CTI to immediately action-
able scenarios and response options, the proposed framework provides concise and reproducible
grounds for proactive actions. At present, the framework is only partially automated, and full
automation across all stages is in progress. A limitation is that scenario validation relies on
a single LLM (GPT-4.5), so testing with diverse alternative models is required. In addition,
because some TIDs lack associated CVEs and multiple defensive techniques are mapped to a
single TID, we plan as future work to provide LLM-based summaries that condense numerous
defensive actions into key actions.
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