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Abstract

Recently, the integration of Large Language Models (LLMs) with external services and
applications through the Model Context Protocol (MCP) has rapidly expanded. While this
ecosystem increases accessibility and flexibility, it also introduces new threats such as Tool
Poisoning, Shadowing, and Rug pull attacks. This study presents these emerging attack
techniques and underscores the need for defensive mechanisms to secure MCP-based LLM
environments.
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1 Introduction

As the Model Context Protocol (MCP) becomes the communication standard among LLM
agents, the integration of external tools and services continues to grow. While this expansion
increases the utility of LLMs, it also introduces new security threats. Several open-source MCP
servers have recently been found vulnerable to Tool Poisoning attacks that trick LLMs into
executing malicious actions [1]. This paper categorizes major attack techniques in MCP-LLM
integration, presents experimental results demonstrating tool poisoning attacks, and discusses
the need for effective defense mechanisms.

2 Background
2.1 MCP (Model Context Protocol)

MCP is an application-level protocol designed to standardize communication between large
language models (clients) and external services (servers). MCP defines a bidirectional interface
where the client, typically an LLM agent, sends tool invocation requests, and the server pro-
vides tool manifests, schema definitions, and execution endpoints. Each tool manifest contains
an identifier, argument schema, required permissions, and description, which help the LLM
determine appropriate tools and construct valid arguments.

3 Attack Techniques & Evaluation

Guo et al. (2025) [2] proposed MCPLIB, the first framework to systematically analyze the threat
landscape of MCP environments. The study identified 31 attack techniques, categorized into
four groups: Direct Tool Injection, Indirect Tool Injection, Malicious User, and LLM-Inherent
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Attacks. This taxonomy reveals that MCP security issues arise not from isolated flaws but from
multilayered causes spanning protocol design to the fundamental structure of LLMs. Figure 1
summarizes representative techniques in each category.

Direct Tool Injection Indirect Tool Injection

Multi Tool Attack
Single Tool Attack - Shadowing (9)

- File Based (1-4) - Malicious Coverage (10) .
- Rug Pull (5) - Pref. Manipulation (11) - Webpage Poison (16)

- Remote Listen (6) - Func. Obfuscation (12) - Malicious Project Install (17)
- Command Inject (7) - Enforce Execute (13) - MCP Tool Return (18)

- RCE(®) - Cooperation (14)

- Infectious (15)

Malicious User LLM Inherent

- Malicious Tool Registration (19)
- Privilege Escalation (20)

- Data Injection (21)

- Installer Spoofing (22)

- Token Theft (23)

- Server Code Leakage (24)

- Sandbox Escape (25)

- Jailbreak (26)

- Prompt Leakage (27)

- Hallucination (28)

- Backdoor Attack (29)

- Goal Hijack (30)

- SQL Injection & API Theft (31)

Figure 1: MCP Attack Technique Taxonomy Proposed by MCPLIB

Wang et al. (2025) [3] conducted an evaluation of Tool Poisoning, an attack that deceives
tool descriptions to induce malicious behavior and is one of the techniques that can trigger the
attack categories defined above. Through this evaluation, they showed that Tool Poisoning poses
a highly tangible threat, achieving an Attack Success Rate (ASR) of up to 72.8% on advanced
agents such as ol-mini. The proportion of cases in which agents detected and rejected the attack
was below 3%, demonstrating that current safety mechanisms are effectively powerless.

4 Conclusion

This paper systematically analyzes the major security threats and attack techniques that arise
in the integrated MCP-LLM environment. The reasoning process of LLMs itself has become
a new attack surface, suggesting that traditional content-based safety mechanisms are insuffi-
cient for defense. Therefore, future research should focus on developing pre-execution security
mechanisms that can detect malicious behaviors before tool invocation, as well as establishing a
comprehensive defense framework to enhance the overall trustworthiness of the MCP ecosystem.
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