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Abstract

Sequential recommendation (SR) provides personalized suggestions but are vulnerable
to malicious user attacks. Existing studies overlook the cumulative effects of such at-
tacks. Using a temporal cumulative malicious user injection simulation on two datasets,
foursquare and ml-1m, we find that cumulative attacks markedly reduce accuracy and,
at high injection rates, also decrease recommendation diversity, while popularity bias ex-
hibits inconsistent trends. These results underscore the need to consider temporal attack
dynamics and multiple metrics for early detection and mitigation in real-world SR systems.
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1 Introduction
Sequential recommendation (SR), which provides personalized items based on user behavior
data, is a key technology for enhancing user experience. However, these systems are vulnerable
to attacks by malicious users [4, 2]. Most prior studies have focused on single-snapshot evalua-
tions, either simulating attacker behavior via adversarial learning [4] or examining the impact
of a single malicious user’s invisible injection attack [2]. Such approaches rely on static evalu-
ations and overlook the progressive aggregation of malicious activities over time in real-world
environments. To address this gap, we design a temporal-axis cumulative malicious user injec-
tion simulation to examine how malicious user injections affect recommendation performance
as data accumulates over multiple temporal sessions.

2 Experiment & Analysis
For experiments, we use the foursquare [1] and ml-1m datasets and the widely adopted SAS-
Rec [3] model. Data in each dataset were divided into seven temporal sessions, with interactions
accumulated sequentially per session for training. Users and items with fewer than five interac-
tions were excluded, and a leave-one-out strategy was applied, where the last interaction served
as test data, the second-last as validation, and the remaining as training.

Model performance is evaluated usingNDCG@K [3],Diversity@10, and PopularityBias@10.
Here, NDCG@K measures ranking-aware relevance, Diversity@10 reflects the average intra-
list distance (ILD) among a user’s top-10 recommendations, and PopularityBias@10 indicates
the average log-popularity of these items.

Malicious user injections involve a fraction of users (0.5%, 1%, 5%, 10%) interacting with
25 items randomly selected from a predefined set of 200 target items. The number of mali-
cious users increases by 50% in each subsequent temporal session to reflect progressive attack
behavior.
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Figure 1: Performance of SASRec under cumulative malicious user injections on (a) foursquare
and (b) ml-1m datasets. Each line corresponds to a different user injection rate, and the results
show changes in three evaluation metrics over seven temporal sessions.

Figure 1 presents the performance of SASRec under cumulative malicious user injections on
both datasets. NDCG@10 generally decreases as the fraction of malicious users increases, indi-
cating that accumulated malicious interactions degrade recommendation accuracy. Diversity
declines noticeably only at higher injection rates, suggesting that recommendation diversity is
affected under heavy attack. Changes in PopularityBias@10 are inconsistent, likely due to
the injection strategy and dataset characteristics. These results demonstrate that cumulative
malicious injections over time can substantially affect recommendation performance.

3 Conclusion
Cumulative malicious user injections over time can substantially degrade the performance of se-
quential recommendation models. Monitoring changes in performance across temporal sessions
and evaluation metrics can help infer attack timing and support early detection. These findings
underscore the importance of considering temporal attack dynamics and multiple metrics for
effective detection and mitigation in real-world systems.
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