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Abstract

Windows remains the primary target of malware attacks, and attackers routinely deploy
obfuscation—often in overlapping combinations—to evade detection and frustrate reverse
engineering. When protections are layered, their effects compound: transformations inter-
leave and mask one another, standard heuristics break, and efficient deobfuscation becomes
difficult without first knowing the protection set. Yet efficient, execution-free methods that
clearly identify the protections present in a binary remain scarce.

We present a purely static learning approach that infers applied protections directly
from raw bytes. We model three-byte transitions as a 3D Markov tensor, convert it into
a single RGB image representation, and feed that image to a Swin Transformer. We
train combination size specific heads: one covering all pairwise two option settings and
another covering all triple three option settings, using Windows PE binaries protected
by a commercial tool. Evaluated on 100k obfuscated samples, consisting of six two option
combinations and four three option combinations, our framework achieves 94% accuracy on
the two option subset and 96% on the three option subset. The approach avoids execution
and disassembly, substantially reduces memory and training cost compared with naive 3D
slice representations, and provides a practical basis for large scale static identification of
overlapping protection options.

Keywords: Obfuscation, Al Security, Malware Analysis, Classification

1 Introduction

At the scale of modern enterprise and consumer deployments, Windows presents a broad, per-
sistent attack surface. A heterogeneous installed base, strong backward compatibility, and
expressive PE/loader semantics preserve stable primitives for persistence and evasion, sustain-
ing malware activity[3]. For defenders, effective response hinges on reversing Windows PE
binaries to recover behavior, unpack protected artifacts, derive signatures and rules, and guide
remediation across fleets.

To frustrate such analysis, Windows malware routinely employs overlapping multi-option
configurations that weaken static detectors and slow reverse engineering. As protections are
layered, transformations interleave and mask one another, breaking standard heuristics; without
first identifying the protection set, efficient deobfuscation is unlikely. Hence the urgent need for
an automated, execution-free method to determine which protections each binary contains.

Despite steady progress in learning-based malware detection, much prior work ignores ob-
fuscated samples or focuses on Android[5], and Windows-centric studies often stop at packer
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identification or cover only techniques from academic or open-source tools[8]. In practice, com-
mercial obfuscators are widely used and multi-option combinations are commonly applied at
once, yet this setting remains underexplored. To the best of our knowledge, existing approaches
largely infer single obfuscation options in isolation [7]. Single-option evaluations can overstate
performance because interactions are non-additive; for example, packing reshapes byte statis-
tics while changes to imports and resources perturb metadata. Identification should therefore
be treated as a multi-class problem and tested across the full combination space.

Multi-option inference is inherently harder than single-option classification. When protec-
tions co-occur, their effects are non-additive: a dominant mechanism (e.g., pack-like transfor-
mations that reshape byte statistics) can mask weaker cues from imports or resources, narrow-
ing margins between neighboring combinations that differ by only one option. Multi-option
protections also induce feature entanglement across code and non-code regions, reducing lin-
ear separability unless interactions are modeled explicitly. The effective label space becomes
denser as more co-occurrences are possible, increasing class proximity and fragmenting decision
boundaries. Finally, valid combinations obey structural dependencies, so naive per-option de-
cisions can yield inconsistent sets unless interactions are modeled jointly. These considerations
motivate a design that respects interactions while keeping decision spaces tractable.

To meet this need, we present a static framework that predicts the multi-option protections
applied to VMProtect-protected Windows PE binaries[15]. Our method models a binary’s
three-byte transitions as a 3D Markov image, compresses it to a single image via principal
component analysis (PCA)[10], and then employs a Swin Transformer[9]. We train combination-
size—specific classifiers—one head over all pairwise two-option settings and another over all triple
three-option settings—which aligns the label space with realistic multi-option usage and reduces
confusion between distant classes. Evaluated on the pairwise and triple subsets, the framework
attains high accuracy without requiring execution or disassembly.

Our contributions are threefold. First, we introduce a 3D Markov representation that maps
raw-byte three-gram transition probabilities into a single RGB image while preserving distri-
butional signals under stacked obfuscation. Second, we propose a static framework with a Swin
backbone that performs combination-size—aware multi-class prediction by training dedicated
heads—six classes for the two-option subset and four classes for the three-option subset. This
is the first study to model and evaluate layered, multi-option configurations. Third, we em-
pirically validate the approach on Windows PE binaries generated from BODMAS seeds[16]
across these ten settings—six pairwise and four triple—showing strong accuracy with reduced
memory and training cost thanks to PCA compression.

2 Preliminaries

This section summarizes the basic concepts and notation used in this paper. Section 2.1 in-
troduces binary obfuscation and the VMProtect options; Section 2.2 formalizes the Markov
transition matrix; Section 2.3 presents the Swin Transformer model; and Section 2.4 reviews
principal component analysis.

2.1 Binary Obfuscation

Binary obfuscation is a technique developed to hinder software analysis and to protect intel-
lectual property embedded in software—such as algorithms, secret keys, and other sensitive
information—by deliberately transforming an executable’s structure and semantics[4]. How-
ever, adversaries also abuse these techniques to impede reverse engineering of malware and to
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evade security solutions, thereby preventing analysts from understanding the code’s logic[6].
In this study, we consider the following obfuscation options provided by the commercial tool
VMProtect:

e Pack the Output File (packing): Reduces the size of the protected file by compress-
ing/encrypting it and automatically unpacking it at runtime in memory; no plaintext code
is written to disk during this process, which complicates static, signature-based detection
and OEP recovery[15].

e Import Protection: Conceals the list of APIs used by the protected program from
crackers by hiding/minimizing the Import Address Table (IAT) and resolving APIs dy-
namically (e.g., LoadLibrary /GetProcAddress) or via hash-based lookups[15].

e Memory Protection: Prevents modification of the in-memory image to strengthen
security (data integrity is verified for all sections without the WRITABLE attribute). The
integrity check is performed before transferring control to the original entry point (OEP);
if the check fails, a message is displayed and execution is terminated[15].

e Resource Protection: Encrypts/obfuscates the PE’s resource contents (e.g., icons, di-
alogs, manifests, version info, and embedded data) and may relocate them to custom
sections. At runtime, a custom loader decrypts/decodes resources on demand (instead
of leaving them in plaintext under .rsrc), which hinders static extraction, resource-only
scanning, and straightforward diffing[15].

Option overlap. In current practice, protections are rarely applied in isolation[11]. They are
layered, and the layering induces coupled changes across code, data, and metadata: binaries
are reorganized, byte-level statistics shift, control-flow surfaces are rewritten, and externally
visible interfaces shrink. These effects interact rather than add, which breaks hand-crafted rules
and makes deobfuscation contingent on the exact protection set. Accordingly, identification
should be posed as a multi-class problem over overlapping option sets and performed before
any deobfuscation step.

We target malware protected by the above techniques and, in this study, set evaluation to the
pairwise and triple settings: six two-option combinations and four three-option combinations.
We focus on obfuscated samples and report results separately for the two-option and three-
option subsets.

2.2 Markov Matrix

A Markov matriz (also called a transition probability matriz) is a square, row-stochastic matrix
that encodes the one-step transition probabilities of a discrete-time stochastic process[13]. Let
S = {1,...,n} be a finite state space and let X; denote the state at time t. In a time-
homogeneous Markov chain, the next state depends only on the current state:

Pr(Xepr =j| Xe =iy, Xymy = iy—1,..., Xo =1ig) = Pr(Xpp1 = j | Xy = iy). (1)

Collecting the one-step transition probabilities into a matrix P = [p;;] € R"*" gives

P11 P12 - DPin
. . P21 P22 -t Pon

pij =Pr(Xepn =j| Xe=4), P=|. . | . (2)
Pn1  DPn2 cc DPnn
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Each entry is nonnegative and each row sums to one:
n
Py >0, > piy=1 Vie{l,. .. n} (3)
j=1

so every row of P is a probability vector. This representation enables us to quantify the
probability of moving from any current state to any subsequent state; in our application, we
exploit this property to encode binaries as transition-probability matrices.

2.3 Swin Transformer Model

Swin—short for Shifted Window Transformer—is a hierarchical vision Transformer that par-
titions the input into fixed-size windows and applies self-attention only within each window,
a mechanism called windowed multi-head self-attention (W-MSA)[9]. In the next block, the
windows are shifted by a small offset; this shifted-window multi-head self-attention (SW-MSA)
lets tokens interact with neighbors that fell in adjacent windows in the previous block. The
design avoids the quadratic cost of global attention while preserving locality from windowing
and adding cross-window context via shifting, achieving a balanced efficiency—expressiveness
trade-off even for high-resolution inputs. In addition, patch merging progressively halves the
spatial resolution and increases the channel width to form a feature pyramid at one-quarter,
one-eighth, one-sixteenth, and one-thirty-second scales, which suits dense prediction tasks.

Notation. Let H and W denote the image height and width, respectively; P the patch size;
C the embedding/channel dimension; M the window side length; s = |M/2] the shift size;
G = (H'/M) - (W’'/M) the number of windows at a given stage with spatial size H' x W’.

Given an RGB image I € R¥XWX3 we split it into non-overlapping P x P patches and
apply a linear embedding to obtain:

w

N = B X € RV*C, (4)

el s

where N is the number of patches and C' is the embedding dimension.
At resolution I;I "x W', after partitioning into M x M windows, W-MSA for window g with
tokens X(9) € RM"*C (single-head notation) is

Attn(X @) = Softmax( 2L + B}V, Q=X9OW?, K=XOWE Vv=XOWY (5)
dy

where dj, is the key/query dimension and B € RM *xM? i5 the relative position-bias matrix.

In the next block, we circularly shift by s = | M/2] and re-partition into M x M windows.
An attention mask M € RM*xM* ig applied to maintain window-local attention under the
batched computation after the shift, yielding the shifted-window attention (SW-MSA):

Attngw = Softmax(% +B+ M)V. (6)

In terms of complexity, the number of windows is G = (H'/M)-(W'/M) and the per-window
attention cost is ©(M*?), so the total cost is

@(HA}ZV/ -M4) — OH'W' - M?), (7)
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which scales nearly linearly with spatial size when M is fixed.
Between stages, patch merging halves the resolution and doubles the channels:

H/XW/XC merg‘e EXMXQC
R —— R2 772 . (8)

In summary, Swin combines (i) windowed attention with cross-window interactions via shifting,
(ii) stable positional encoding through relative position bias, and (iii) multi-scale representa-
tions via patch merging, yielding an efficient accuracy—cost trade-off on high-resolution inputs.
For our Markov-based images—where transition patterns are local yet distributed—window
attention captures local transitions while shifted windows propagate context across boundaries,
providing advantages over CNN backbones.

2.4 Principal Component Analysis

Principal Component Analysis (PCA) is a dimensionality-reduction technique that maps high-
dimensional data to a lower-dimensional space while preserving as much variance as possible[10].
Given a data matrix X € R™*? consisting of n samples and d features, we first center each
feature by subtracting its mean:

Xcentered =X - ]-nNJT, H = %XTln (9)

We then compute the sample covariance matrix

1
= m X;l;nteredXCEIltered~ (10)

Next, we perform eigenvalue decomposition of 3 to find the principal directions:
Zvi:)\ivi, ’L':L...,d, AlZAQZZAd (11)

To reduce the dimensionality to k, we select the top-k eigenvectors and form the projection
matrix
Vi = [’Ul, Vo, «vny ’Uk] e R4xk, (12)

Finally, we project the centered data onto the new k-dimensional subspace:

chduccd = chntcrcdvk~ (13)

This procedure preserves the dominant variance in the original data while reducing dimension-
ality and improving computational efficiency.

3 Related Work

Deobfuscation depends strongly on the techniques that were applied, so reliably identifying
those techniques is a prerequisite. Consequently, academic research on identifying obfuscation
is active.

Dhanya K. A.[5] studied Android-based IoT applications and, using Obfuscapk|2], classi-
fied twelve obfuscation techniques applied to APKs. However, their setting is not Windows,
and Android obfuscation operates mainly at the source or bytecode level, such as string trans-
formations and control-flow obfuscation. Therefore, these approaches are not adequate for the
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Windows PE setting, where commercial binary obfuscation acts at the binary and section levels
via mechanisms such as import protection, packing, and related techniques.

Li et al.[8] proposed PackGenome to automate packer detection by extracting packer-specific
genes and auto-generating YARA rules[1], achieving effective identification across twenty tools.
However, this work focuses on packers and does not cover the broader spectrum of binary
obfuscation, including memory and resource protection. It also does not evaluate the concurrent
application of multi-option techniques that is common in practice, such as packing combined
with import protection.

Parker et al.[14] converted binaries into grayscale images and used a small CNN to classify
obfuscation techniques. However, the dataset is limited to Tigress/OLLVM-based source/IR-
level transformations, which leaves a substantial gap to commercial binary obfuscation for
Windows PE; core techniques used by commercial tools—such as packing and import protec-
tion—are not evaluated. At the representation level, mapping bytes directly to pixels and
resizing to a fixed size causes information loss, and as binaries grow larger the images exhibit
nonlinear scaling issues.

Kang et al.[7] converted VMProtect-obfuscated malware binaries into 3D Markov images,
applied PCA for dimensionality reduction, and fed the result to a CNN to classify obfuscation
techniques. While effective, comparatively large 3D Markov images leave room for improvement
in modeling long-range dependencies and parameter efficiency with conventional CNNs. In
addition, the study focuses on identifying single techniques, making it difficult to account for
the frequent concurrent use of multi-option techniques in real-world settings.

To address these limitations, we statically analyze Windows PE binaries—without execution
and without relying on high-level metadata—and construct a 3D Markov image from raw byte
transition probabilities. This representation spans both code and non-code regions, reducing
information loss and remaining robust to diverse obfuscation mechanisms. We adopt a Swin
Transformer with shifted windows to integrate local and global information even for large
inputs, and we train combination-size—specific classifiers. In particular, we evaluate on the
pairwise two-option and triple three-option subsets and train dedicated heads for each subset,
which aligns the label space with realistic multi-option combinations usage and reduces inter-
class confusion. On a malware dataset obfuscated with the commercial tool VMProtect, our
empirical evaluation shows that the proposed framework efficiently identifies techniques under
overlapping obfuscation while maintaining strong accuracy and efficiency.

4 Framework

This section describes the framework for classifying obfuscation techniques proposed in the
paper.

4.1 Overview

Windows-targeting malware is typically distributed as PE executables and often layers multi-
option anti-analysis techniques, which makes it difficult for analysts to infer intent. Dynamic
analysis carries infection risk and is further impeded by anti-sandbox and anti-virtualization
features, so a static method that does not execute the target is required[17]. Code-centric
features obtained from disassembly (e.g., opcodes and operands) suffer from information loss
and bias because commercial obfuscation also modifies non-code sections such as the import
address table and the resource section; anti-disassembly techniques further hinder analysis[12].

6
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Figure 1: Framework Overview

We therefore avoid high-level metadata and instead encode each binary as a 3D Markov
image constructed solely from raw-byte transition probabilities. This representation spans both
code and non-code regions and captures byte-transition statistics without relying on section
boundaries or absolute locations. Building on this idea, as illustrated in Figure 1, we propose
a static, fully automated framework that converts the 3D Markov image into a fixed-size RGB
image via PCA and feeds it to a Swin Transformer. we train combination-size—specific heads
and evaluate on the pairwise two-option and triple three-option subsets. This design aligns
the label space with realistic multi-option usage and reduces inter-class confusion, yielding safe
analysis without execution and robust accuracy and speed on realistic malware datasets.

4.2 Pre-Processing

Preprocessing converts malware binaries into inputs suitable for neural-network classification.
Feeding raw bytes directly to the model is inefficient, so we transform each binary into a fixed-
size image. A malware binary is a sequence of bytes; we read the byte stream directly and
compute transition probabilities over consecutive three-byte sequences to form a 3D Markov
tensor. We then apply PCA to obtain a single RGB image, which serves as the input to the
Swin Transformer. The procedure is summarized below.

4.2.1 3D Markov Matrix

To represent a binary as a three-dimensional Markov tensor, we partition its byte stream into
overlapping triples and record the frequency of each transition. Let the byte sequence be

7
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H = {hy,ha,...,hx} with hy € {0,...,255}. We accumulate counts into M € R256%256x256 44

N-2
Mli,j, k) = > 0(hy = i) 8(hesr = j) H(husa = k), (14)
t=1

where 4, j, k € {0,...,255} index byte values and 4(+) is the indicator function that returns 1 if
the condition holds and 0 otherwise. The tensor M thus stores frequencies of all byte 3-gram
transitions. In the next step, we normalize M to transition probabilities and apply PCA to
obtain a single 256 x256x3 RGB image.

4.2.2 Normalization

The constructed three-dimensional Markov tensor M contains only transition counts, so it must

be normalized to probabilities. For each start state ¢ € {0,...,255}, we define the conditional
probability of the two-step transition i —j —k as
Mli, j, k
Pli—j—k) = _ M5k j ke {0,...,255). (15)
> Ml j' K]
J' kK

Here, P(i— j— k) denotes the probability of transitioning from state ¢ to j and then from j to
k. The numerator is the observed count M]i, j, k], and the denominator is the sum of counts
over all (j/, k") transitions that start with ¢. This mapping sends counts to [0, 1] and ensures

ZZP (i—j—k)=1 Viwith ZM@] k'] > 0.

J’ .k

Numerical stability. If >, ,, M[i,j’,k'] = 0 for some i (i.e., i never appears as a start
byte), we either (i) set P(Z—>] k) =0 for all (j,k) and exclude that i during normalization,
or (ii) apply add- e smoothing:

Mli,j, k
Paij k) = ikl te
Zj’,k:’ (M[Z7J ak ] +€)
2D Markov 3D Markov 3D Markov-PCA

Image

Image size 256 %256 256256 %256 256x256%x3
Count 160,000 40,960,000 160,000
Memory usage ~0.8 GB ~120 GB ~0.5GB
Training time ~ 1-2 hours ~10 days ~ 1-2 hours

Table 1: Comparison of image representations.
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Module (stage & type) Input shape Output shape Notes
Patch embedding (256,256,3) (64,64,96) patch 4x4, embed dim 96
Stage 1 — Swin block(s) (64,64,96) (64,64,96) window 7x7
Stage 2 — Patch merging (64,64,96) (32,32,192) 2Xx2 merge, channels x2
Stage 2 — Swin block(s) (32,32,192) (32,32,192) window 7x7
Stage 3 — Patch merging (32,32,192) (16,16,384) 2x2 merge, channels x2
Stage 3 — Swin block(s) (16,16,384) (16,16,384) window 7x7
Stage 4 — Patch merging (16,16,384) (8,8,768) 2Xx2 merge, channels x2
Stage 4 — Swin block(s) (8,8,768) (8,8,768) window 7x7
Classification head — GAP + Linear (8,8,768) (Csub) Csub €{6,4}

Table 2: Swin Transformer architecture for Markov-image classification.

with a small £ (e.g., 107%) to avoid division by zero and improve numerical stability. We
follow the Markov normalization in Section 2.2 and use the resulting probability tensor for the
subsequent PCA step (Section 2.4).

4.2.3 PCA for Image

A naive use of the 256x256x256 3D Markov matrix renders each sample as 256 separate
256 %256 slices—one per index along the third axis—which bloats memory usage and lengthens
training time. Instead of slicing, we apply principal component analysis to the 3D Markov ma-
trix, retain the top three components, and stack them as a single RGB image of size 256 x 256 x 3.
This conversion preserves most of the informative variance and substantially lowers I/O, mem-
ory footprint, and wall-clock training time with our Swin-based classifier. Table 1 summarizes
the efficiency gains.

4.3 Model Implementation

We split the task by combination size and train two classifiers that share the same Swin backbone
but use separate heads. Let O = {memory protection, import protection, resource protection,
pack the output file}. For the two-option subset we define

Vo={0,U0p|0a,00€0, a<b}, [Va =6,
and for the three-option subset,
y3:{0aU0bU0c|0a,0b,OC€O, a<b<C}, ‘yg‘:él

Given a 256x256x3 Markov—PCA image, the backbone produces a feature map that is globally
averaged and fed to a linear head, yielding logits z € R with Cyyy, € {6,4}. We train with
cross-entropy and predict

y = ar max  softmax(z)..

YT it (=)e

Layer-wise shapes and window settings are summarized in Table 2.

Why Swin instead of CNN. Our 256x256x3 Markov images contain fine-grained local
byte-transition textures as well as broader contextual signals. Swin captures both: windowed
self-attention learns local patterns efficiently, while shifted windows propagate information

9
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Subset Combination # samples
Import Protection + Memory Protection 10k
Import Protection 4+ Resource Protection 10k
. Import Protection + Pack the Output File 10k
Two options . .

Memory Protection + Resource Protection 10k
Memory Protection + Pack the Output File 10k
Resource Protection + Pack the Output File 10k
Subtotal 60k
Import Protection + Memory Protection + Resource Protection 10k
. Import Protection + Memory Protection + Pack the Output File 10k

Three options . . )
Import Protection + Resource Protection + Pack the Output File 10k
Memory Protection + Resource Protection + Pack the Output File 10k
Subtotal 40k
Total 100k

Table 3: Dataset composition.

across neighboring windows to recover longer-range dependencies. In parallel, patch merging
builds a hierarchical pyramid (64 — 32— 16— 8) with expanding channels, forming multi-scale
features while keeping attention cost near-linear in image size for a fixed window. This makes
Swin a better fit than CNNs—which rely on fixed kernels and depth to reach comparable recep-
tive fields—for learning and classifying overlapping obfuscation-option patterns from Markov
images.

5 Evaluation

This section presents our experimental methodology and evaluation. We describe the datasets,
the hardware and software environment, the model configuration and training protocol, and
the evaluation metrics; we then report results, and error analysis.

5.1 Experimental Setup

Preprocessing was executed on a local machine with an Intel Core i7-12700 CPU. Swin Trans-
former training and test-time classification were run on a server equipped with an NVIDIA RTX
A6000 GPU. Unless noted otherwise, data preparation was CPU-only, and GPU acceleration
was used solely for model training and inference.

5.2 Dataset

This paper uses a widely deployed commercial protector to generate labeled obfuscation combi-
nations. To keep the corpus controlled and reproducible, we fix one commonly used tool. In the
Windows ecosystem, VMProtect is among the most commonly used protectors in practice, so it
is a realistic choice; at the same time, it exposes the four options at the binary/section level and

10
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. Two-option Three-option
Metric
Acc. Prec. Recall Fl-score Acc. Prec. Recall F1l-score
Train 0.95 0.95 0.95 0.95 0.97 0.97 0.97 0.97
Test 0.94 0.94 0.94 0.94 0.96 0.96 0.96 0.96

Table 4: Summary metrics by subset (Time removed for clarity).

T T T T T
MP_IP 13 10 2 0 1
IP_RP_PA
MP_RP | 1 8 . 0 5 6 - MP_IP_PA
g
=

MP_IP_RP

_ . =2 1
RPPA O 46 1 147 1 . MP-RP_PA 0 80 0
! ! ! ! ! |

>—<
o
)
>
T
=
S}
S
©
=}
=}
w
N}
S
|
True

| |
T ¥ I & I < > > ¥
RS UEIE R LR 37 w¥ @™ ¥
R L LR R T RN SR 2
Predicted Predicted
(a) Two-option (acc.=0.94) (b) Three-option (acc.=0.96)

Figure 2: Classification confusion-matrix heatmaps.

Abbreviations. MP: Memory Protection; IP: Import Protection; RP: Resource Protection; PA: Pack the
Output File. Labels such as MP_IP and IP_RP_PA indicate two- and three-option combinations, respectively.

supports deterministic application in combination, which lets us produce ground-truth labels
for all non-empty option sets at scale. Our approach itself is protector-agnostic and requires no
change to the representation or model. The four target options are: import protection, memory
protection, resource protection, and pack the output file.

As Windows PE malware seeds, we randomly sampled 10,000 executables from the BOD-
MAS dataset. In this study we set evaluation to the pairwise and triple option settings, which
are both common and challenging in practice. Specifically, we generated 10,000 variants for each
of the six pairwise combinations ((3) = 6) and each of the four triple combinations ((3) = 4),
yielding 6 +4 = 10 distinct settings and a total of 100,000 obfuscated samples.

We performed a stratified split by combination into 70% training (70,000) and 30% test

(30,000). A dataset summary appears in Table 3.

5.3 Classification Results

Table 4 summarizes the evaluation of the proposed 3D Markov—PCA + Swin framework on
the test set of 30,000 executables (18,000 two-option and 12,000 three-option samples). With
combination-size—specific heads, we achieve 94% accuracy on the two-option subset and 96%

11
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on the three-option subset. Accuracy scores are comparable across subsets, and the entire
pipeline operates statically—without execution—making it suitable for large-scale evaluation.
The training time for the two-option subset is approximately 4,086 seconds, and 3,482 seconds
for the three-option subset. During testing, each sample is processed in roughly 8.12 seconds for
the two-option subset and 7.24 seconds for the three-option subset. Obfuscation characteristics
that alter code, resources, and metadata are reflected in the byte-transition patterns of the 3D
Markov image, while Swin’s windowed and shifted self-attention captures both local textures
and broader contextual signals, enabling effective discrimination of multi-option obfuscations.

As shown in Figure 2, the confusion matrix indicates that errors predominantly occur be-
tween adjacent combinations that differ by a single option. In the two-option subset, models
most frequently confuse combinations that both include Pack the Output File (e.g., Import
Protection + Pack the Output File vs. Memory Protection + Pack the Output File), as packing
strongly reshapes byte distributions and induces similar Markov patterns. In the three-option
subset, confusion is higher among the combinations that share Pack the Output File (e.g.,
Import Protection + Memory Protection + Pack the Output File vs. Memory Protection +
Resource Protection + Pack the Output File); the distinctive signal of the differing option can
be partially masked by the shared effects of packing and the other common option.

In summary, training by combination size reduces confusion between distant classes and
aligns the label space with realistic multi-option usage, yielding stable performance—94% for
two-option and 96% for three-option classification—and establishing a practical basis for large-
scale static analysis in commercial protector settings, with efficient training and inference times
as noted above.

6 Future Work

Future work will focus on realizing a single model that, given a binary once, directly predicts
the exact protection combination. A preliminary single-shot classifier over the full combination
space reached only about 67% accuracy, indicating that learning all option interactions at once
is harder than expected. To address this, we plan to apply curriculum learning that starts
from our working two-option and three-option heads and gradually expands the label space. In
parallel, we will explore a hierarchical strategy that first predicts the number of options and
then the specific combination, reducing routing errors. Our goal is to lift the current 67% single-
model accuracy substantially while preserving the practical advantages of our static pipeline
and its low memory and time costs.

7 Conclusion

This paper presents a multi-class classification framework that statically identifies obfuscation
options in Windows PE malware protected by commercial tools. The method combines a 3D
Markov image constructed from raw-byte transition probabilities with a Swin Transformer. Us-
ing 10,000 seeds from the BODMAS dataset, we evaluate on the pairwise and triple subsets
of the four VMProtect options—six two-option combinations and four three-option combi-
nations—yielding a corpus of 100,000 obfuscated samples. We train separate heads for the
two-option and three-option settings while sharing the same backbone, and we observe strong
accuracy on both subsets: 94% on the two-option subset and 96% on the three-option subset.

The framework is purely static and does not rely on high-level metadata or disassembly,
which improves analysis safety and deployability. In preprocessing, we build the 3D Markov
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matrix and apply a PCA-based three-channel reduction to form a single RGB image per bi-
nary, substantially lowering memory and I/O while preserving informative transition statistics.
Leveraging window and shifted-window attention in the Swin Transformer, the model captures
fine-grained local patterns and reliably detects overlapping obfuscation options within each
combination-size subset. These results establish a practical foundation for large-scale static
classification in commercial protector settings and demonstrate efficiency and accuracy suitable
for integration into operational malware-analysis workflows.
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