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Abstract

Attribute-based authentication (ABA) is a cryptographic protocol which enables access
control based on user-specific attributes such as age, affiliation, or location. While this
approach offers fine-grained authorization, conventional ABA schemes require users to
disclose all attributes in their credentials, posing significant privacy risks. Anonymous
credentials (AC) address this issue by allowing users to hide their attributes during issuance
and selectively disclose them during authentication. However, existing AC models assume
that users interact directly with issuers, which creates practical challenges: issuers are
expected to issue credentials without knowing whether the underlying attribute should
be authorized. This design raises both security and accountability concerns and often
necessitates centralized attribute management, which is undesirable in real-world settings.

In this paper, we propose Split Credential Authentication (SCA), a new cryptographic
framework that separates attribute management and credential issuance. This separation
better reflects real-world institutional settings, where authorities managing user attributes
(e.g., municipalities or hospitals) are typically distinct from certificate issuers. At the core
of SCA, we introduce a novel cryptographic primitive called Oblivious Certificate Gener-
ation (OCG), which enables certificate issuance without revealing attribute contents to
the issuer, nor linking certificates to specific users from the authority’s perspective. We
provide a formal definition of OCG and its construction based on standard digital signa-
tures and blind signature schemes satisfying a novel property called splittability. Then,
we formalize SCA and its construction based on OCG and non-interactive zero-knowledge
proofs to enable selective attribute disclosure. Finally, we demonstrate the applicability of
SCA in sensitive domains such as disability services, where it reduces the privacy burden
on users while preserving verifiability and policy compliance.

Keywords: Attribute-Based Authentication; Anonymous Credential; Blind Signatures.

1 Introduction

Attribute-based authentication (ABA) is a cryptographic protocol for controlling access to sys-
tems or services based on user-specific information, such as age, address, or affiliation. Roughly,
in ABA, the process begins with a user registering with a certificate authority (CA). During
this initial phase, the user’s associated attributes are verified by the CA. Upon successful veri-
fication, the CA issues an attribute certificate that securely asserts the user’s attribute. After
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receiving the certificate, the user can use the certificate to show that it has the correspond-
ing attribute properly. In recent years, the need for utilizing such attribute information has
been growing across the world. For example, the World Wide Web Consortium (W3C), a
global standardization organization, has been working on standardizing Verifiable Credentials
(VCs) [2].

In conventional ABA, one major privacy concern lies in the full disclosure of all attribute
information contained within a user’s credential. When a user presents her credential to a
verifier (service provider), all attributes, regardless of whether they are relevant to the access
policy, are typically revealed. This all-or-nothing disclosure model poses a serious threat to
privacy, especially in scenarios where sensitive attributes (e.g., health status or organizational
affiliation) are embedded in the credential. As one of the primary solutions to this privacy
problem, the concept of anonymous credentials (AC) (e.g., [4, 5, 6, 8, 11, 12, 13, 14, 29]) has
been proposed. Roughly, compared to ABA, AC offers privacy for users in both the issuance
and showing phases. First, during issuance, a user can obtain a credential from the CA without
revealing attributes, thereby keeping the user’s attribute information hidden from the CA.
Second, in the showing phase, the user can demonstrate its possession of only the minimal
required attributes, that is, disclose just what is necessary to satisfy the verifier’s policy without
revealing any additional attribute information.

1.1 Motivation

Although AC is an attractive cryptographic primitive for anonymous authentication, we have
the following practical problems when introducing AC in the real world.

As seen above, due to the system model of AC, users can ask an issuer to issue any certificate
directly while hiding its attribute to the issuer. From an issuer’s perspective, this is not prefer
in some cases since it cannot confirm whether it should issue a certificate regarding the hidden
attribute for the user. A straightforward solution to this limitation would be for the user to
reveal the attribute directly to the issuer. However, this approach not only raises serious privacy
concerns for the user, but also results in the issuer gaining centralized access to all attribute
information—an undesirable situation from the perspective of data leakage and information
control.

Toward resolving the above problem, we focus on a new model of anonymous authentica-
tion where attribute authorities who manage attributes for users and certificate issuer who is
responsible only for issuing certificates are separated. This separation allows us to divide insti-
tutional responsibilities clearer and is considered to reflect real-world settings more accurately.
Specifically, in real-world institutional contexts, the entities responsible for managing attributes
(e.g., municipalities, medical institutions, welfare agencies) and those responsible for creden-
tial issuance (e.g., certification authorities) are often distinct. We can see that this separation
structurally prevents users from unilaterally asserting arbitrary attributes. Concretely, since
the certificate issuer only issues credentials based on the verifications received from an (autho-
rized) attribute authorities, the model enforces a binding relationship between verification and
issuance. This design mitigates a key limitation of prior anonymous credential schemes, which
users could potentially obtain certificates for unassigned attributes.

Why Separation of Roles Remains Necessary. One might consider simply assigning the
role of the issuer to the attribute authority as well. However, due to legal requirements and
operational costs, it is often impractical for attribute authorities to directly issue certificates by
themselves. For example, the level of legal assurance and the range of services that a certificate
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issuer can support depend on its classification. In this case, strict recognitions are required
for certification services with strong legal backing, such as those approved by governmental
authorities. This imposes significant barriers for many organizations.

In addition to such a legal issue, the management of dedicated hardware infrastructure
imposes a considerable operational burden for attribute authorities. In practical use cases of
ABA, CAs are often required to rely on external servers operated by highly trusted providers
that meet strict security standards. This reliance introduces not only financial costs associated
with secure server hosting, but also significant overhead in terms of operational complexity
and system maintenance. Furthermore, the responsibility of securely storing and managing
sensitive information, such as cryptographic keys for issuing certificates, within these environ-
ments constitutes a non-negligible barrier, particularly for attribute authorities with limited
administrative resources.

Authorities
issue request @
User (w/o attributes) E E
@ response

issue request

certificate response |1 (wy user's attributes)
Verifier Issuer

Figure 1: The model of an SCA protocol

1.2 Owur Contributions

Based on the above motivation, we propose a new cryptographic protocol called a split credential
authentication (SCA) protocol, in which the roles of managing users’ attributes and issuing
certificates are split into distinct authorities. The model of SCA is depicted in Figure 1. More
specifically, we have the following three contributions regarding SCA.

1. As a core building block for SCA, we introduce a new cryptographic primitive called
oblivious certificate generation (OCG), which might be of independent interest. Con-
cretely, we propose the formalization of OCG and its construction based on a (stan-
dard) digital signature scheme (e.g., [10, 26]) and a (two-round) blind signature scheme
(e.g., [9, 15, 16, 17, 18, 19, 20]) satisfying a special property called splittability.

Roughly, an OCG protocol is conducted among three entities: a user, an authority, and
an issuer. The user initiates the protocol by requesting a certificate from the authority,
which verifies the user’s attribute attr and, if valid, forwards the request to the issuer. The
issuer generates an “oblivious” issuance message that ensures two privacy properties: (1)
the issuer learns nothing about attr (attribute hiding) and (2) the authority cannot link
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the issued certificate to the user (certificate hiding). The user then derives the certificate
using their private information. See Section 3 for the details.

2. We propose the formalization and construction of SCA. Our SCA protocol can be obtained
by combining the above OCG protocol and a non-interactive zero-knowledge (NIZK) proof
system (e.g., [7, 21, 22, 25]) to allow users to show that they have certificates satisfying
required policies for verifiers.

An SCA protocol is conducted among a user, an authority, an issuer, and a verifier and
separated into two phases: One is a certificate generating phase and the other is certificate
showing phase. A certificate generating phase is processed among a user, an authority,
and an issuer, and the goal of this phase is the same as the above OCG protocol. After
obtaining a certificate for an attribute attr, in the certificate showing phase, a user can
show a proof that it has a certificate satisfying the policy C requested by a verifier. Here,
as security requirements, we need that a user cannot forge a proof not satisfying the policy
C' (unforgeability) and a verifier cannot obtain the information about attr beyond the fact
that C(attr) is valid (privacy). See Section 4 for the details.

3. Finally, we demonstrate the practical relevance of our SCA protocol through real-world
applications, particularly in contexts involving sensitive attribute verification, such as
disability-related services. Our model enables selective disclosure without revealing un-
derlying personal details, thereby reducing barriers to access caused by privacy concerns,
stigma, or discrimination. See Section 5 for the details.

2 Preliminaries

In this section, we recall some notations and cryptographic primitives.

2.1 Notations

In this paper, x < X denotes sampling an element x from a finite set X uniformly at random.
y < A(x;r) denotes that a probabilistic algorithm 4 outputs y for an input = using a ran-
domness r, and we simply denote y < A(z) when we need not write an internal randomness
explicitly. Also, x = y denotes that = is defined by y. A denotes a security parameter. A
function f(\) is a negligible function in A, if f()) tends to 0 faster than = for every constant
¢ > 0. negl(\) denotes an unspecified negligible function. PPT stands for probabilistic poly-
nomial time. (J denotes an empty set. If n is a natural number, [n] denotes the set of integers

{1,---,n}. Also, if a and b are integers such that a < b, [a,b] denotes the set of integers

{a,-,b}.

2.2 Signatures

Here, we recall the definition of signatures.

Definition 2.1 (Signatures). A signature scheme SIG with a message space M consists of the
following three PPT algorithms.

SIG.KG(1*) — (vk, sigk) : The key generation algorithm, given a security parameter 1, outputs
a verification key vk and a signing key sigk.
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SIG.Sign(sigk, m) — o : The (deterministic) signing algorithm, given a signing key sigk and a
message m, outputs a signature o.

SIG.Ver(vk,m,c) — 1/0 : The (deterministic) verification algorithm, given a verification key
vk, a message m, and a signature o, outputs either 1 (accept) or 0 (reject).

As the correctness for SIG, we require that SIG.Ver(vk, m,SIG.Sign(sigk, m)) = 1 holds for all
A €N, m € M, and (vk,sigk) < SIG.KG(1?).

We require that a signature scheme satisfies EUF-CMA security defined as follows.

Definition 2.2 (EUF-CMA security). Let SIG = (SIG.KG, SIG.Sign, SIG.Ver) be a signature
scheme. We say that SIG satisfies EUF-CMA security if for any PPT adversary A, the advan-
tage defined as follows is megligible:

Lsig = ®7
AdvEET?(N) ==Pr |  (vk,sigk) « SIG.KG(1*),
(m*, 0*) + AOsm(sigk) (vk)

SIG.Ver(vk,m*,0*) = 1
A m* ¢ Lsig ’

where Osign(sigk,-) is a signing oracle which takes a message m as input, oulputs o <
SIG.Sign(sigk, m) to A, and appends m to Lg;,.

2.3 Non-Interactive Zero-Knowledge Proof System

Here, we recall the definition of a non-interactive zero-knowledge (NIZK) proof system [22].

Definition 2.3 (NIZK Proof System). A non-interactive zero-knowledge (NIZK) proof system
NIZK for an NP relation R C X x W consists of the following three PPT algorithms.

NIZK.Setup(1*) — crs : The setup algorithm, given a security parameter 1*, outputs a common
reference string crs.

NIZK.Prove(crs, X, W) — 7 : The prove algorithm, given a common reference string crs and a
pair of a statement and a witness (X, W) € R, outputs a proof .

NIZK.Ver(crs, X, ) — 1/0 : The wverify algorithm, given a common reference crs, a statement
X, and a proof 7, outputs either 1 (accept) or 0 (reject).

As the correctness for NIZK, we require that NIZK.Ver(crs, X, ) = 1 holds for all A € N,
(X,W) € R, crs « NIZK.Setup(1?), and m < NIZK.Prove(crs, X, W).

We require that an NIZK proof system satisfies CRS indistinguishability, zero-knowledge,
and extractability.

Definition 2.4 (CRS Indistinguishability). Let NIZK = (NIZK.Setup, NIZK.Prove, NIZK .Ver)
be an NIZK proof system. For any PPT adversary A, the advantage defined as follows is
negligible:

Prlcrs <+ NIZK.Setup(1*) : A(crs) = 1]

Adves ) =
VRizk,4(A) — Pr|(crs, td) < Exto(1*) : A(crs) = 1]
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Definition 2.5 (Zero-Knowledge). Let NIZK = (NIZK.Setup, NIZK.Prove, NIZK.Ver) be an
NIZK proof system. Let Sim = (Simg,Sim1) be a zero-knowledge simulator for NIZK. For
any PPT adversary A, the advantage defined as follows is negligible:

AV (\) = Prlcrs < NIZK.Setup(1*) : AP(rs) (crs) = 1]
NIZK, AT = — Pr[(crs, td) < Simg(1*) : AS(erstd)(ers) = 1] |’

where P and S are oracles that on input (X, W) return L if (X, W) € R and otherwise return
NIZK.Prove(crs, X, W) and Sim(crs, td, X), respectively.

Definition 2.6 (Extractability). Let NIZK = (NIZK.Setup, NIZK.Prove, NIZK.Ver) be an NIZK
proof system. Let Ext = (Exto, Exty) be an extractor for NIZK. For any PPT adversary A, the
advantage defined as follows is negligible:

(crs,td) < Extg(1?),

Advﬁ,x,tZK,A(/\) = Pr (X*,7%) + A,
W* « Exty (crs, td, X*)

NIZK.Ver(crs, X*,7*) =1
A (X W) € R)

2.4 Blind Signature
Here, we recall the definition of two-round (i.e., round-optimal) blind signature [23].

Definition 2.7 (Blind Signature). A blind signature scheme BS with a message space M con-
sists of the following five algorithms.

BS.KG(1*) — (pk,sk) : The key generation algorithm, given a security parameter 1*, outputs
a public key pk and a signing key sk.

BS.U (pk, m) — (u,sty) : The user’s first message generation algorithm, given a public key pk
and a message m € M, outputs a first message p and a state sty.

BS.Sa(sk, 1) — p : The signer’s second message generation algorithm, given a signing key sk
and a first message p, and outputs a second message p.

BS Uger(stu, p) — o : The user’s signature derivation algorithm, given a state sty and a second
message p, and outputs a signature o.

BS.Ver(pk,m,o) — 1/0 : The (deterministic) verification algorithm, given a public key pk, a
message m € M, and a signature o, and outputs either 1 (accept) or 0 (reject).

As the correctness for BS, we require that BS.Ver(pk,m,c) = 1 holds for any A € N, m € M,
(pk, sk) < BS.KG(1*), (p,sty) « BS.U;(pk,m), p < BS.Sa(sk, ), and o + BS.Uger(sty, p)-

We require that a blind signature scheme BS satisfies unforgeability and blindness defined
as follows.

Definition 2.8 (Unforgeability). Let BS = (BS.KG, BS.U;, BS.Sa, BS Uger, BS.Ver) be a blind
signature scheme. BS satisfies unforgeability if for any q = poly(\) and PPT adversary A that
makes at most q queries, the advantage defined as follows is negligible:

Advit 4 (\) =
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Lsig = @,
Pr (pk, sk) + BS.KG(1*),
{(mi,Ui)}ie[q+1] — ABS.SQ(Sk")(pk)

BS.Ver(pk,m;,0;) =1 for all i € [q + 1]
A {mi}ie[q41) is pairwise distinct

where we say that {m;}ic[q+1) s pairwise distinct if we have m; # my for all i # j.

Definition 2.9 (Blindness). Let BS = (BS.KG, BS.U;, BS.S2, BS Uger, BS.Ver) be a blind sig-
nature scheme. BS satisfies blindness if for any PPT adversary A, the advantage defined as
follows 1is megligible:

(pkam07m1) <~ A(1A)7
Vb € {0, 1} : (Mb?StZIzl) — BS.Ul(pk, mb),
g coin & {0, 1}, _ ,
AdVBS,A()‘) = |Pr (pcoimpl—coin) — A(Ncoinyﬂl—coin)y . coIn = coin Al
Vb € {0, 1} D op BS.L[de,(st}j,,pb),
If op=Loroy=L1:(0g,01):= (L, 1),
coin’ + A(cg,01)

In addition to the above standard properties, we introduce a new property called split-
tability. Roughly, this property requires that the algorithm BS.U; can be divided into two
sub-algorithms: one is a randomness generation algorithm (which is independent of a message)
and the other is a message hiding algorithm.

Definition 2.10 (Splittability). Let BS = (BS.KG,BS.U;, BS.S2, BS. Uger, BS.Ver) be a blind
signature scheme, m € M, and (pk,sk) < BS.KG(1*). We say that BS satisfies splittability if
the following three properties hold.

1. The algorithm BS.Uy, given a public key pk and a message m, can split to the following
two algorithms.

BS.U4.Rand(pk) — (r,sty) : The randomness generation algorithm, given a public key
pk, and outputs a randomness r and a state sty .

BS.U, .Hide(r,m) — p : The (deterministic) message hiding algorithm, given a random-
ness v and a message m, and outputls a first message .

2. For (u,sty) < BS.Ui(pk,m), (r,st},) < BS.Ui.Rand(pk), and p’ < BS.U;.Hide(r, m), two
distributions {(pk,sk, 1)} and {(pk,sk, n')} are identical.

3. The two distributions {r : (r,sty) < BS.U;.Rand(pk)} and {r : r & R} are statistically
indistinguishable, where R is a randomness space for BS.U;.

Note that some existing blind signature schemes [9, 15] satisfy splittability.

3 Oblivious Certificate Generation Protocol

In this section, we introduce a new cryptographic primitive called oblivious certificate Gener-
ation (OCG) protocol. Before providing a formal description of an OCG protocol, we give a
rough explanation of this primitive.

An OCG protocol is used among three entities: user, authority, and issuer. Firstly, a user
makes a query to an authority to ask publishing a certificate. Given a user’s query, an authority

7
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confirms the user’s attribute attr and decides whether it publishes a certificate of attr for the
user. If an authority publishes a certificate for attr, it makes a query to an issuer to authenticate
the certificate. Given a query by an authority, an issuer generates an oblivious message to get
a certificate of attr for the user. Here, “oblivious” has two meanings: (1) an issuer cannot
get any information of attr (called attribute hiding later) and (2) an authority cannot know
which certificate is corresponding to the user by itself (called certificate hiding later). After
getting a message from the issuer, the user can obtain its certificate for attr by using its secret
information.

In addition to the above attribute/certificate hiding, we require the following two properties.
One is impersonation resilience which ensures that a (malicious) user cannot impersonate an
authority to get a certificate for some attribute attr’ which should not be allowed to publish for
the user. The other is unforgeability which ensures that a (malicious) user/authority cannot
forge a certificate which is not published by an issuer.

3.1 Formalization

In this section, we provide a formalization of OCG.

Definition 3.1 (Oblivious Certificate Generation Protocol). An oblivious certificating genera-
tion protocol OCG with an attribute space A consists of the following algorithms.

OCG.Set(1*) — pp : The setup algorithm, given a security parameter 1, outputs a public
parameter pp.

We assume that the following algorithms take pp as input implicitly.

OCG.KG(1*) — (pk,sk) : The (issuer) key generation algorithm, given a security parameter
1%, outputs a public key pk and a signing key sk.

OCG.AKG(1*) — (apk,ask) : The (authority) key generation algorithm, given a security pa-
rameter 1*, outputs a public key apk and a signing key ask.

OCG.User(pk, apk) — (u, sty) : The user’s first message generation algorithm, given an issuer’s
public key pk and an authority’s public key apk, outputs a first message p and a (secret)
state sty .

OCG.Aut(ask, i, attr) — v : The (deterministic) authority’s message generation algorithm,
given a secret key ask, a first message p, and an attribute attr, outputs an authority’s
message v.

OCG.AVer(apk,v) — 1/0 : The (deterministic) authority’s message verification algorithm,
given a public key apk and an authority’s message v, outputs either 1 (accept) or 0 (reject).

OCG.Man(sk,v) — 7 : The issuer’s message generation algorithm, given a signing key sk and
a message v, outputs an issuer’s message T.

OCG.Derive(sty, 7) — cert : The user’s certification derivation algorithm, given a state sty and
an issuer’s message T, outputs a certificate cert.

OCG.Ver(pk, attr,cert) — 1/0 : The (deterministic) verification algorithm, given a public key
pk, an attribute attr € M, and a certificate cert, outputs either 1 (accept) or 0 (reject).
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As the correctness for OCG, we require that OCG.Ver(pk, attr, cert) = 1 and OCG.AVer(apk,v) =
1 hold for any A € N, attr € A, pp + OCG.Set(1*), (pk,sk) «+ OCG.KG(1"), (apk,ask) <
OCG.AKG(1*), (u,sty) < OCG.User(pk), v < OCG.Aut(ask, u, attr), 7 < OCG.Man(sk,v), and
cert < OCG.Derive(sty, 7).

We require that an OCG protocol OCG satisfies attribute hiding, certificate hiding, imper-
sonation resilience against authority, and unforgeability defined as follows."

Definition 3.2 (Attribute Hiding). Let OCG = (OCG.Set, OCG.KG, OCG.AKG, OCG.User, OCG.Aut,
OCG.AVer, OCG.Man, OCG.Derive, OCG.Ver) be an OCG protocol. OCG satisfies attribute hiding
if for any PPT adversary A, the advantage defined as follows is negligible

[ pp + OCG.Set(1"),
(apk, ask) <~ OCG.AKG(1%),
(pk, attrg, attry ) < ACau(@sk) (pp apk),

Vb e {0,1}:
(16, 5t%) < OCG.User(pk),
a-hide o vy < OCG.Aut(ask, up, attry), ' R |
AdVOCG,A()‘) = |Pr coin & (0,1}, : coin = coin 3|

(Tcoim 7'1—coin) <~ AOAUt(aSk’.7.) (Vcoina Vl—coin)a
Vb € {0,1} : certy « OCG.Derive(st?,, ),
If certg = 1 or cert; = L :

(certo, certy) == (L, 1),
Else coin’ « APu(ask) (certy, cert; )

where Opyt(ask, -, +) is an authority’s message oracle which takes a user’s first message p and
an attribute attr as input and outputs v < OCG.Aut(ask, u, attr).

Definition 3.3 (Certificate Hiding). Let OCG = (OCG.Set, OCG.KG, OCG.AKG, OCG.User,
OCG.Aut, OCG.AVer, OCG.Man, OCG.Derive, OCG.Ver) be an OCG protocol. OCG satisfies cer-
tificate hiding if for any PPT adversary A, the advantage defined as follows is negligible:

[ pp + OCG.Set(1*),

(pk, apk, st) « A(pp), coin < {0, 1},

Vb € {0,1} : (up,st?) < OCG.User(pk),

. (Tcoina 7—17coin) — A(,ucoinv H1—coin St)v

Advggng(A) =|Pr| vbe{0,1}: : coin = coin’ | —
cert, <~ OCG.Derive(st?,, 1),

If certo = L or cert; = L :

(certp, certy) == (L, L),

| Else coin’ + A(certo, cert;)

DN | =

Definition 3.4 (Impersonation Resilience). Let OCG = (OCG.Set, OCG.KG, OCG.AKG, OCG.User,
OCG.Aut, OCG.AVer, OCG.Man, OCG.Derive, OCG.Ver) be an OCG protocol. OCG satisfies im-
personation resilience if for any PPT adversary A, the advantage defined as follows is negligible:

L, =0,
AdVTP. L (\) = P pp < OCG.Set(1%), ~ OCG.AVer(apk,v*) =1
Vocg. A\ = BT (apk, ask) < OCG.AKG(1%), A ((pattr*), ) & Leert |

(=, attr*), v*) < ACn(ask) (pp apk)

IWe note that certificate hiding is not needed to prove the security properties of our SCA protocol in
Section 4, thanks to the zero-knowledge property of the underlying NIZK proof system. However, we introduce
it here since certificate hiding is useful if we use it alone in another system.
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where Oput(ask, -, ) is an authority’s message oracle which takes a user’s first message p and an
attribute attr as input, outputs v < OCG.Aut(ask, p, attr), and appends ((u, attr),v) into Leert.

Definition 3.5 (Unforgeability). Let OCG = (OCG.Set, OCG.KG, OCG.AKG, OCG.User, OCG.Aut,
OCG.AVer, OCG.Man, OCG.Derive, OCG.Ver) be an OCG protocol. OCG satisfies unforgeability if

for any g = poly(\) and PPT adversary A that makes at most q queries, the following advantage

is negligible:

AdVggG,A()\) =
Leert = Q)a
P pp + OCG.Set(1"), Vi€ lg+1]: OCG.Ver(pk, attr;, cert;) = 1
' (pk, sk) < OCG.KG(1*), ’ A {attr;}ic(q41) is pairwise distinct

{(attry, certy) }icg+1) < AOwman(sksr) (pp, pk)

where Oman(sk, -) is an issuer’s message oracle which takes a authority’s message v as input,
outputs T <~ OCG.Man(sk,v), and appends v into Leert and we say that {attr; }ic(q41) s pairwise
distinct if we have attr; # attr; for all ¢ # j.

3.2 Construction

In this section, we provide a generic construction based on a splittable blind signature scheme
and a (standard) signature scheme. Let BS = (BS.KG,BS.U;, BS.Sa, BS.Uger, BS.Ver) be a
splittable blind signature scheme and SIG = (SIG.KG, SIG.Sign, SIG.Ver) be a signature scheme.
Based on BS and SIG, we give a description of our OCG protocol OCG as follows.

OCG.Set(1*) : It outputs pp := 1*.

OCG.KG(1%) : Tt computes (pk, sk) < BS.KG(1*) and outputs (pk, sk).

OCG.AKG(1?) : Tt computes (vk,sigk) < SIG.KG(1*) and outputs (apk, ask) := (vk, sigk).
OCG.User(pk) : It computes (r,sty) < BS.U;.Rand(pk) and outputs (u,sty) = (r, sty).

OCG.Aut(ask, i, attr) : It computes v/ + BS.U;.Hide(u, attr) and o < SIG.Sign(sigk,»’) and
outputs v == (v, 0).

OCG.AVer(apk, v) : It computes v < SIG.Ver(vk, ', o) and outputs v.
OCG.Man(sk, v) : It computes 7 < BS.S5(sk, ') and outputs 7.
OCG.Derive(sty, 7) : It computes cert < BS.Uger(styy, 7) and outputs cert.

OCG.Ver(pk, attr, cert) : It computes v < BS.Ver(pk, attr, cert) and outputs v.

Due to the correctness of BS and SIG, it is easy to see that the correctness of OCG
holds. Moreover, impersonation resilience and unforgeability are immediately followed from
the EUF-CMA security of SIG and the unforgeability of BS, respectively. Then, in the follow-
ing, we show that our OCG protocol OCG satisfies attribute hiding and certificate hiding.

Theorem 3.6. If BS satisfies splittability and blindness, then OCG satisfies attribute hiding.

10
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Proof of Theorem 3.6. Let A be any PPT adversary that attacks the attribute hiding of
OCG. The attribute hiding game with respect to OCG is described as follows.

1. The challenger CH firstly generates (vk,sigk) < SIG.KG(1?*), sets (apk,ask) = (vk, sigk),
and gives apk to A.

2. When A makes a query of the form (u, attr) to Oaut, CH computes v’ < BS.U; .Hide(u, attr)
and o < SIG.Sign(sigk, ') and returns v := (v/,0) to A.

3. Upon receiving (pk, attro, attr;) from A, CH computes (rp,st?,) < BS.U;.Rand(pk), v} «
BS.U, Hide(ry, attry), and o, < SIG.Sign(sigk, ;) for b € {0,1}, sets vy, = (v}, 04) for
b € {0,1}, samples coin + {0,1}, and gives (Vcoin, Y1 —coin) 10 A.

4. Upon receiving (Teoin, T1—coin) from A, CH computes certy, < BS.Uger(st?, 1) for b € {0,1}
, sets (certp, certy) :== (L, L) if certo = L or cert; = L holds, and gives (cert, cert;) to A.

5. A outputs coin’ € {0,1} and terminates.

In the following, we show that there exists a PPT adversary B against the blindness of BS
such that Advgeees(A) = AdvReg(A).

1. Upon receiving 1* from the challenger, B generates (vk,sigk) < SIG.KG(1*) and gives vk
to A.

2. When A makes a query (u,attr) to Oaut, B proceeds in the same way as the challenger
does in the above game.

3. Upon receiving (pk, attrg, attry) from A, B also sends (pk, attrg, attr) to its challenger.

4. Upon receiving (fcoin, 1—coin) from the challenger, B computes o3, < SIG.Sign(sigk, i)
for b € {0,1}, sets vy, :== (up, 0p) for b € {0,1}, and gives (Veoin, ¥1—coin) t0 A.

5. Upon receiving (Teoin, T1—coin) from A, B sends (7eoin, T1—coin) to its challenger.
6. Upon receiving (certg, cert;) from the challenger, B gives (certg, cert;) to A.

7. When A outputs coin’ and terminates, B returns coin’ to its challenger and terminates.

We can see that B perfectly simulates the attribute hiding of OCG for A. Note that, due
to the splittability of BS, the distribution of (Veoin, ¥1—coin) Which B gives to A is the same as
one which the challenger gives to A. Moreover, the value of the challenge bit between B and
its challenger is equal to the value of the challenge bit for .A. Thus, we have Adv?jggf A(A) =
Adv'é“snflig()\) since B outputs the bit coin’ which is the output of A.

Since BS satisfies the blindness, for any PPT adversary A, Advggng(A) = negl(\) holds.
Therefore, OCG satisfies attribute hiding. O (Theorem 3.6)

Theorem 3.7. If BS satisfies blindness, then OCG satisfies certificate hiding.

11
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Proof of Theorem 3.7. Let A be any PPT adversary that attacks the certificate hiding of
OCG. The certificate hiding game with respect to OCG is described as follows.

1. Upon receiving 1* from the challenger CH, A outputs (pk, apk).

2. CH samples coin & {0,1}, computes (1, st?,) + BS.U;.Rand(pk) for b € {0,1}, and gives
(lffcoin = Tcoiny H1—coin = 7"17coin) to A.

3. Upon receiving (Tcoin, T1—coin) from A, CH computes cert;, < BS.Z/{de,(stZZ, ) for b € {0, 1},
sets (certg, certy) :== (L, L) if certo = L or cert; = 0 holds, and gives (certo, cert;) to A.

4. A outputs coin’ € {0,1} and terminates.

In the following, we show that there exists a PPT adversary B against the blindness of BS
such that Advgeas4(A) = AdvReg(N).

1. Upon receiving 1* from the challenger, B gives 1* to A.

2. Upon receiving (pk, apk) from A, B returns pk to its challenger, gets (ticoin, £41—coin), and
returns (fcoin, f41—coin) t0 A.

3. Upon receiving (Teoin, T1—coin) from A, B also sends (Tcoin, T1—coin) to its challenger.
4. Upon receiving (certg, cert;) from the challenger, B gives (certg, cert;) to A.

5. When A outputs coin’ and terminates, 13 returns coin’ to its challenger and terminates.

We can see that B perfectly simulates the attribute hiding of OCG for A. Moreover, the
value of the challenge bit between B and its challenger is equal to the value of the challenge bit
for A. Thus, we have Advggng(A) = Advgl'sr:%()\) since B outputs coin’ which is the output of
A.

Since BS satisfies the blindness, for any PPT adversary A, Advco_gi(‘;j?A()\) = negl(A) holds.
Therefore, OCG satisfies certificate hiding. O (Theorem 3.7)

4 Split Credential Authentication Protocol

In this section, as our goal, we introduce a new cryptographic protocol called split credential
authentication (SCA) protocol. Before providing a formal description of an SCA protocol, we
give a rough explanation.

An SCA protocol is used among four entities: a user, an authority, an issuer, and a verifier
and separated into two phases: One is a certificate generating phase and the other is certificate
showing phase. A certificate generating phase is processed among a user, an authority, and an
issuer, and the goal of this phase is the same as an OCG protocol shown in Section 3. After
obtaining a certificate for an attribute attr, in the certificate showing phase, a user can show a
proof that it has a certificate satisfying the policy C requested by a verifier. Here, as security
requirements, in addition to properties for OCG, we need that a user cannot forge a proof not
satisfying the policy C (unforgeability) and a verifier cannot obtain the information about attr
beyond the fact that C(attr) is valid (privacy).

12
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Authorities
(apk, ask) < Genp
@ Run UReq to generate User
ureq .

a request ureq w/o attribute P E—— @ @ @ Given ureq, run AReq to generate

© Given cert. run Sign w/ cert a request areq w/ attribute
iven cert, ign . . .
attribute to generate a proof ‘ resp “ areq @:;‘;?_?f?;st’; runt Derive to obtain
1Tl cer

e (ipk, isk) « Geny

Verifier Issuer
® Given , run Verify to check its validity

® Given areq, run AVer to check its validity
If it’s valid, run Issue to generate
a response resp

Figure 2: The flowchart of SCA

4.1 Formalization

In this section, we provide the definition of a SCA protocol. The flowchart of how to use SCA
is given in Figure 2.

Definition 4.1 (Split Credential Authentication Protocol). A split credential authentication
(SCA) protocol associated with a circuit family C = {Cy}a consists of the following PPT algo-
rithms.

Setup(1*) — pp : The setup algorithm, given a security parameter 1*, outputs a public param-
eter pp. We assume that the following algorithms take pp as input implicitly.

Gena(1*) — (apk,ask) : The authority key generation algorithm, given a security parameter
1%, outputs a key pair (apk, ask).

Gen|(1*) — (ipk,isk) : The issuer key generation algorithm, given a security parameter 17,
outputs a key pair (ipk,isk).

UReq(apk, ipk) — (ureq,sty) : The user requesting algorithm, given an authority’s public key
apk, and an issuer’s public key ipk, outputs a user’s request ureq and secret state sty.

AReq(ask, ipk, ureq, attr) — areq : The (deterministic) authority requesting algorithm, given an
authority’s secret key ask, an issuer’s public key ipk, and a user’s request ureq, outputs
an authority’s request areq.

AVer(apk,areq) — 1/0 : The (deterministic) authority’s request verification algorithm, given
an authority’s public key apk and an authority’s request areq, outputs either 1 (accept) or
0 (reject).

Issue(isk, apk, areq) — resp : The issuing algorithm, given an issuer’s secret key isk, an author-
ity’s public key apk, and an authority’s request areq, outputs a response resp.

Derive(apk, ipk, stys, resp) — cert : The derivation algorithm, given an authority’s public key

apk, an issuer’s public key ipk, a user’s secret state sty, and an issuer’s response areq,
outputs a certificate cert.

13
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Sign(apk, ipk, attr, cert, C) — m : The signing algorithm, given an authority’s public key apk,
an issuer’s public key ipk, an attribute attr, a certificate cert, and a circuit C, outputs a
proof .

Verify(apk, ipk, C, ) — 1/0 : The (deterministic) verification algorithm, given an authority’s
public key apk, an issuer’s public key ipk, a circuit C, and a proof w, outputs either 1
(accept) or O (reject).

As the correctness, we require a SCA protocol SCA to satisfy the following property.

Correctness. For all A € N, attr, and C € Cy such that C(attr) = 1, we have

pp ¢ Setup(1*),
(apk, ask) < Gena(1%),
(ipk, isk) + Gen; (1),
Pr (ureq, styy) + UReq(apk, ipk), : Verify(apk, ipk, C,7) = 1
areq < AReq(ask, ipk, ureq, attr), A AVer(apk, areq) = 1
resp < Issue(isk, apk, areq),
cert + Derive(apk, ipk, sty, resp),
7 + Sign(apk, ipk, attr, cert, C')

We require that a SCA protocol satisfies unforgeability, privacy w.r.t. areq, privacy w.r.t.
7, and impersonation resilience against authority defined as follows.

Definition 4.2 (Unforgeability). Let SCA = (Gena, Genj, UReq, AReq, Issue, Sign, Verify) be an
SCA protocol. SCA satisfies unforgeability if for any ¢ = poly(\) and stateful PPT adversary

A, AdvgngA()\) = Pr [Exptggg,A(A) = 1} = negl(\) holds, where the experiment Exptg'&fAA()\)
is defined in Figure 3.

Definition 4.3 (Privacy w.r.t. areq). Let SCA = (Gena, Genj, UReq, AReq, Issue, Sign, Verify)
be an SCA protocol. SCA satisfies privacy w.r.t. areq if for any stateful PPT adversary A,

priv, Pr {Exptgr(i;VA{ﬁ(/\) — 1} Py [Exptgrgg’j(x\) = 1] ‘ = negl()\), where the

we have Advgep 4(A) ==
experiment Expgg\k”;‘om (N) is defined in Figure 4.

Definition 4.4 (Privacy w.r.t. 7). Let SCA = (Gena, Genj, UReq, AReq, Issue, Sign, Verify) be
an SCA protocol. SCA satisfies privacy w.r.t. w if for any stateful PPT adversary A, we have

AdVESR ,(N) =
defined in Figure 5.

Pr [ExptgrcivAZ,A(/\) =1| - %’ = negl(\), where the experiment Exptgrci\KA()\) is

Definition 4.5 (Impersonation Resilience against Authority). Let SCA = (Gena, Gen|, UReq,
AReq, Issue, Sign, Verify) be an SCA protocol. SCA satisfies impersonation resilience against

authority if for any stateful PPT adversary A, AdviS"(‘:PA)A()\) :=Pr [ExptiS"&pAA()\) = 1] = negl()\)

holds, where the experiment Exptisng;)A()\) is defined in Figure 6.
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Experiment Exptéd, 4()\)
pp < Setup(1?*), (ipk, isk) + Gen;(1*)
©:= 0, Leert, Lsic, Leorc :=10)
(apk*, 0*7 7T*) — AOCert,CorC,OSign(pp’ ka)
if 3(attr,-) € Leorc s.t. C*(attr) = 1 then return 0
if (apk®,C*,7*) € Lgig then return 0
if Verify(apk®,ipk, C*,7*) = 1 then return 1
return 0

Oracle OCert(apk, ask, attr)
1+—1+1
(ureq, styy) < UReq(apk, ipk)
areq < AReq(ask, ipk, ureq, attr)
resp < Issue(isk, apk, areq)
cert < Derive(apk, ipk, sty, resp)
Leert < Leert U {(4, apk, attr, cert) }

Oracle CorC(j)

W% Leert then return L
find cert s.t. (4, apk,attr, cert) € Leert
Lcorc ¢ Leorc U {(attr, cert)}
return cert

Oracle OSign(j, attr, C)
if C(attr) = 0 then return L
if (j, —,attr,—) ¢ Lcene then return L
find apk and cert s.t. (j,apk, attr, cert) € Leent
7 + Sign(apk, ipk, attr, cert, C)
Lsig + Lsic U {(apk,C, )}
return

Figure 3: The experiment for defining unforgeability.

4.2 Our Construction

In this section, we give our SCA protocol based on an OCG protocol and an NIZK
proof system. 2 Let OCG = (OCG.Set, OCG.KG,0CG.AKG, OCG.User, OCG.Aut, OCG.AVer,

OCG.Man, OCG.Derive, OCG.Ver) be an OCG protocol and NIZK = (NIZK.Setup, NIZK.Prove, NIZK .Ver)
an NIZK proof system for £, where

L = {(C,pk) | I(attr, certocg) s.t. C(attr) = 1 A OCG.Ver(pk, attr, certocg) = 1}.

Setup(1?) : It computes crs < NIZK.Setup(1*) and ppgcg + OCG.Set(1*) and outputs pp ==
(crs, PPoce)-

Gena(17) : It computes (apk, ask) < OCG.AKG(1*) and outputs (apk, ask).

2While we provide only the generic construction of our SCA protocol here, we leave to give an concrete
instantiation and its efficiency analysis as an important open problem.
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privy ,coin

Experiment Expsca’y (A)

pp + Setup(1?)
(apk, ask) < Gena(1%)
(ipk, attrg, attry ) < A9'sUeA(pp, apk)
Vb e {0,1}:
(ureqy, st?,) < UReq(apk, ipk)
areq, < AReq(ask, ipk, ureq, attry)
(respcoim I’esplfcoin) - AOISsueA(areqcoim areqlfcoin)
Vb e {0,1}:
certy, < Derive(apk, ipk, st?;, resp,,)
if certg = L V cert; = L then (certg, certy) == (L, L)
coin’ < AO'ssuea(certy, cert; )
return coin’

Oracle Olssuen (ipk, ureq, attr)
areq < AReq(ask, ipk, ureq, attr)
return areq

Figure 4: The experiment for defining privacy w.r.t. areq.

Experiment Expgrci\;2 ey

pp + Setup(1?)
coin & {0,1}
(apk, ask, ipk, isk, C, attrg, attry ) « A(pp)
if C(attrg) # 1V C(attry) # 1 then
return coin’ < {0,1}
Vb e {0,1} :
(ureqy, sty;) < UReq(apk, ipk)
areq, < AReq(ask, ipk, ureqy, attry)
resp, < Issue(isk, apk, areq,)
cert, < Derive(apk, ipk, st?;, resp,,)
Teoin < Sign(apk, ipk, attreoin, Certeoin, C)
coin’ o A ( (ureqy, areqy, resp, certo), )
(ureqy, areq, resp;, certy ), Teoin
if coin = coin’ then return 1
else return 0

Figure 5: The experiment for defining privacy w.r.t. .

Gen(1*) : It computes (pk,sk) <— OCG.KG(1*) and outputs (ipk, isk) := (pk, sk).
UReq(apk, ipk) : It computes (p, stys) < OCG.User(pk) and outputs (ureq, sty) == (u, sty).
AReq(ask, ipk, ureq, attr) : It computes v «<— OCG.Aut(ask, p, attr) and outputs areq := v.
AVer(apk, areq) : It computes b < OCG.AVer(apk, areq) and outputs b.

Issue(isk, apk, areq) : It computes 7 +— OCG.Man(sk, v) and outputs resp = 7.
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imp

Experiment Exptgca 4(A)

pp < Setup(1?)

LGenA7 Laa Lcon = 0

(apk*, ureq*, attr*, areq*) — AOGenA,CorA,OlssueA(pp)
if (apk®,-) & Lgen, V apk™ € Lcora then return 0
if (apk®,areq*) € L, then return 0

if AVer(apk®,areq*) =1 then return 1

return (O

Oracle OGena()
(apk, ask) < Gena(pp)
LGenA — LGenA U {(apk,ask)}
return apk

Oracle CorA(apk)
if (apk,-) ¢ Lgen, then return L
find ask s.t. (apk,ask) € Lgen,
LCorA — LCorA U {apk}
return ask

Oracle Olssuea (apk, ipk, ureq, attr)
if (apk,:) ¢ Lgen, then return L
find ask s.t. (apk,ask) € Lgen,
areq < AReq(ask, ipk, ureq, attr)
L, + L, U{(apk,areq)}
return areq

Figure 6: The experiment for defining impersonation resilience against authority.

Derive(apk, ipk, stys, resp) : It computes certocg + OCG.Derive(sty, 7) and outputs cert :=
certocag-

Sign(apk, ipk, attr, cert, C') : It computes mnizx < NIZK.Prove(crs, (C, pk), (attr, certocg)) and
outputs m = mNzK-

Verify(apk, ipk, C, 7) : It computes b <— NIZK.Ver(crs, (C, pk), mnizx) and outputs b.

Due to the correctness of OCG and NIZK, it is easy to see that the correctness of SCA holds.
Moreover, impersonation resilience against authority and privacy w.r.t. areq are immediately
followed from the impersonation resilience of OCG and the attribute hiding of OCG, respectively.
Then, in the following, we show that our SCA protocol SCA satisfies unforgeability and privacy
w.r.t. .

Theorem 4.6. If OCG satisfies unforgeability and NIZK satisfies extractability, then SCA sat-
isfies unforgeability.

Proof of Theorem 4.6. Let A be any PPT adversary that attacks the unforgeability of SCA.
We proceed the proof via a sequence of games. We introduce the following two games: Game;

for ¢ € {0, 1}.
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Gamey : This is the original unforgeability game with respect to SCA. The detailed description
is as follows.

1. The challenger CH firstly generates crs < NIZK.Setup(1*), ppoce + OCG.Set(1?),
and (ipk, isk) <~ OCG.KG(1*), sets pp = (crs, ppoce) and i := 0, Leert, Lsig, Lcorc = 0,
and gives (pp,ipk) to A.

2. When A makes queries to OCert, CorC, OSign, CH proceeds as follows:

OCert(apk, ask, attr) : When A makes a query (apk,ask,attr), CH updates i =
i + 1, computes (u,sty) < OCG.User(ipk), v < OCG.Aut(ask, y, attr), 7 <«
OCG.Man(isk,v), and certocg < OCG.Derive(sty, 7), and sets Leet ¢ Leert U
{(7, apk, attr, cert)}.

CorC(7) : When A makes a query j, CH checks whether (j, —, —, —) & Lce holds. If
this is the case, then CH returns L to A. Otherwise, CH searches cert such that
(J, apk, attr, cert) € Leert, sets Leorc < Leorc U {(attr, cert)}, and returns cert to
A.

OSign(j, attr, C') : When A makes a query (j, attr, C'), CH checks whether C'(attr) =
0 or (j,—,attr,—) ¢& Lcet holds. If this is the case, then CH returns L to
A. Otherwise, CH searches apk and cert such that (j,apk,attr,cert) € Leen,
computes 7z < NIZK.Prove(crs, (C,ipk), (attr, certocg)), sets Lsig + Lsig U
{(apk, C,m)}, and returns myzk to A.

3. When A outputs (apk™, C*, 7*) and terminates, CH checks whether 3(attr, —) € Lcorc
such that C*(attr) = 1 or 3(apk™, C*,7*) € Lgic holds. If this is the case, then CH
returns 0 and terminates. Otherwise, CH checks whether Verify(apk™, ipk, C*, 7*) = 1
holds. If this is the case, then CH returns 1 and terminates. Otherwise, CH returns
0 and terminates.

Game; : This game is identical to Gamey except that we compute (crs, td) < Extg(1*) instead
of crs « Setup(1?).

Let Succ; be an event that CH returns 1 in Game; for ¢ € {0,1}. Let Bad be an event that
(X*,W*) ¢ R in Game;, where X* = (C*,ipk) and W* <— Ext; (crs, td, X*). By using the triangle
inequality, we have

Advgr&fA,A()\) = Pr[Succy] < | Pr[Succy] — Pr[Succy]| 4+ Pr[Succy].
Moreover, we have

Pr[Succy] = Pr[Bad] Pr[Succ; A Bad] + Pr[—Bad] Pr[Succ; A —Bad]
< Pr[Bad] + Pr[Succ; A —Bad].

It remains to show how each | Pr[Succy] — Pr[Succy]|, Pr[Bad], and Pr[Succ; A —Bad] are
upper-bounded. In the following, we show that there exist an adversary B; against the CRS
indistinguishability of NIZK such that | Pr[Succo] — Pr[Succi]| = Advyizk 5, (A), an adversary
B, against the extractability of NIZK such that Pr[Bad] = Advyizk 5,(A), and an adversary Bs
against the unforgeability of OCG such that Pr[-Bad A Succy] = Advggcvgs()\).

Lemma 4.7. There exists an adversary By against the CRS indistinguishability of NIZK such
that | Pr[Succo] — Pr[Succy]| = Advyizk 5, (A).-
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Proof of Lemma 4.7. We construct an adversary B; that attacks the CRS indistinguisha-
bility of NIZK so that | Pr[Succo] —Pr[Succi || = Advyizk 5, (A), using the adversary A as follows.

1. Upon receiving crs from the challenger, B; generates ppocg ¢+ OCG.Set(1*) and
(ipk, isk) < OCG.KG(1?), sets i := 0, gives pp = (ppocg, ipk) to A.

2. When A makes queries to OCert, CorC, OSign, B answers in the same way as CH does in
Gamey.

3. When A outputs (apk®,C*,7*) and terminates, B; checks whether Succy (or equally
Succy) occurs. If this is the case, then B; returns 1 to its challenger and terminates.

We can see that By perfectly simulates Gamey for A if it receives a real CRS from its
challenger. This ensures that the probability that By outputs 1 when it receives a real CRS is
exactly the same as the probability that A outputs 1 in Gamey. On the other hand, B; perfectly
simulates Game; for A if it receives a simulated CRS from its challenger. This ensures that the
probability that B; outputs 1 when it receives a simulated CRS from its challenger is exactly the
same as the probability that A outputs 1 in Game;. Hence, we have | Pr[Succg] — Pr[Succy]| =
Adviiizk 5, (V) O (Lemma 4.7)

Lemma 4.8. There exists an adversary Bs against the extractability of NIZK such that
Pr[Bad] = AdVRIX'tZK7B2 (A).

Proof of Lemma 4.8. We construct an adversary By that attacks the extractability of NIZK
so that Pr[Bad] = Advyjzk s,()), using the adversary A as follows.

1. Upon receiving crs from the challenger, By generates ppocg ¢ OCG.Set(1*) and
(ipk, isk) < OCG.KG(1?), sets i := 0, gives pp = (ppocg., ipk) to A.

2. When A makes queries to OCert, CorC, OSign, By answers in the same way as CH does in
Gamey.

3. When A outputs (apk™,C*,7*) and terminates, By sets X* = (C*,ipk) and returns
(X*,7*) to its challenger and terminates.

It is easy to see that Bs perfectly simulates Game; for A. Recall that the success condition
of By is to output a tuple (X*,7*) satisfying (X*, W*) ¢ R A 1 = NIZK.Ver(crs, X*, 7*), where
W* < Extj (crs, td, X*). If the event Bad occurs, then (X*, W*) ¢ RA1 = Verify(apk™,ipk, C*, 7*)
holds. Due to the construction of SCA, the condition 1 = Verify(apk®,ipk, C*, 7*) implies the
condition 1 = NIZK.Ver(crs, X*, 7*). Thus, when Bad occurs, By achieves its success condition

ext

by returning (X*,7) to its challenger. Hence, we have Pr[Bad] = Adv{izk g, ().
O (Lemma 4.8)

Lemma 4.9. There exists an adversary Bs against the unforgeability of OCG such that
Pr[-Bad A Succi] = Advgie 5, (A).

Proof of Lemma 4.9. We construct an adversary Bs that attacks the unforgeability of OCG
so that Pr[Succ;] = Advé"éG’Bs()\) as follows.

1. Upon receiving (ppocg, pk) from the challenger, Bs generates (crs,td) « Simg(1%), sets
pp = (pPPocg, crs) and 4 := 0, and gives pp to A.
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2. When A makes queries to OCert, CorC, OSign, B3 answers as follows.

OCert(apk, ask, attr) : When A makes a query (apk,ask,attr), Bs updates i = ¢ + 1,
computes (g, sty ;) < OCG.User(pk) and v; < OCG.Aut(ask, y;, attr;), and makes
a query v; to its oracle Oman. Upon receiving 7;, B3 computes certocg; <
OCG.Derive(sty, 7) and sets Leert := Leert U {(4, apk, attr; := attr, certocg,i) }-

CorC(j) : When A makes a query j, Bz proceeds in the same way as CH does in Game; .

OSign(j, attr, C') : When A makes a query (j,attr,C'), By proceeds in the same way as
CH does in Game;.

3. When A outputs (apk™, C*, 7*) and terminates, Bs computes (attr*, certgcg) < Simy(crs,
td, (C*, pk)), sets attr; 1 = attr* and certocg,i+1 ‘= certyeg, and returns {(attry, certoce ) }rejit1]
to its challenger.

It is easy to see that Bs perfectly simulates Game; for A. Recall that the success condition
of By is to output a tuple {(attrg,certocc,x)}refi+1) satisfying OCG.Ver(pk, attry, certy) = 1 for
all k € [i + 1] and {attry }je[i41) is pairwise distinct.

If Succ; occurs, we have (apk™,C*,7*) ¢ Lg, V(attr,-) € Lcoac : C*(attr) = 0,
and Verify(apk®,ipk,C*,7*) = 1. Due to the construction of SCA, the condition 1 =
Verify(apk™, ipk, C*, 7*) implies the condition 1 = NIZK.Ver(crs, X* 7*).

Moreover, if =Bad occurs, ((C*,pk), (attr*,certicc)) € R holds for (attr*,certicg)
Simy (crs, td, (C*, pk)). That is, we have C*(attr*) = 1 and OCG.Ver(pk, attr*, certgc) = 1.
From the conditions (apk®,C*,7*) ¢ Lgig, C*(attr*) = 1, and V(attr, ) € Lcoc : C*(attr) = 0,
attr*(= attr; 1) is distinct from attry for any k € [7].

Thus, when Succ occurs, B achieves its success condition by returning {(attrg, certoce x) frefi+1)
to its challenger. Hence, we have Pr[-Bad A Succ;] = /A\dv”O"éG’B3 (\). O (Lemma 4.9)

Putting everything together, we obtain

Advgrg/-\,A()‘) < Adviizk s, (A) + Adviizg s, (A) + AdV(“)ncle,izs’3 (\)

Since OCG satisfies unforgeability and NIZK satisfies CRS indistinguishability and ex-
tractability, for any PPT adversary A, AdvgncfAy 4(A) = negl(X) holds. Therefore, SCA satisfies
unforgeability. O (Theorem 4.6)

Theorem 4.10. If NIZK satisfies zero-knowledge, then SCA satisfies privacy w.r.t. .

Proof of Theorem 4.10. Let A be any PPT adversary that attacks the privacy w.r.t. 7 of
SCA. We introduce the following two games: Game; for i € {0,1}.

Gamey : This is the original privacy game w.r.t. w. The detailed description is as follows.

1. The challenger CH samples coin & {0,1}, generates crs < NIZK.Setup(1*) and
PPoce < OCG.Set(1%), sets pp = (crs, ppocg), and sends pp to A.

2. Upon receiving (apk, ask, ipk, isk, C, attrg, attry ) from A, CH checks whether C'(attrg) #
1V C(attr;) # 1 holds. If this is the case, then CH outputs coin’ <& {0,1}
and terminates.  Otherwise, it computes (up,sty) < OCG.User(ipk), v, <
OCG.Aut(ask, iy, attry), 7, < OCG.Man(isk, ), and certocg, + OCG.Derive(st?,, ;)
for b € {0,1}, generates mnizk < NIZK.Prove(crs, (C,ipk), (attry, certocg,p)), and
sends ((uo, o, 70, certoce,0), (1, ¥1, 71, certocg,1), mnizk) to A.
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3. Upon receiving coin’ from A, CH checks whether coin = coin’ holds. If this is the
case, then CH returns 1 and terminates. Otherwise, CH returns 0 and terminates

Game; : This game is identical to Game, except that, when receiving (apk, ask, ipk, isk, C, attr, attry )
from A, we compute (crs,td) < Simg(1*) and 7z < Simj(crs, td, (C,ipk)) instead of
crs < NIZK.Setup(1*) and myizk < NIZK.Prove(crs, (C,ipk), (attry, certocg.s)), respec-
tively.

Let Succ; be an event that CH returns 1 in Game; for ¢ € {0,1}. By using the triangle
inequality, we have

riv 1 1
Advgeg 4(A) = | Pr[Succo] — §| < | Pr[Succo] — Pr[Succy]| + | Pr[Succy] — §|

It remains to show how each | Pr[Succo] — Pr[Succ;]| and | Pr[Succi] — 3| are upper-bounded.
In the following, we show that there exists an adversary B against the zero-knowledge of NIZK
such that | Pr[Succo] — Pr[Succ ]| = Adviiizx 8(A) and | Pr[Succi] — 1| =0 holds.

Lemma 4.11. There exists an adversary B against the zero-knowledge of NIZK such that
| Pr[Succy] — Pr[Succq]| = Advz,\,k,ZK,B()\).

Proof of Lemma 4.11. We show that there exists a PPT adversary B against the zero-
knowledge of NIZK such that | Pr[Succo] — Pr[Succ]| = Adviizx B(A).

1. Upon receiving crs from the challenger, B samples coin <~ {0,1}, generates ppocg
OCG.Set(1*), sets pp := (crs, ppocg), sends pp to A.

2. Upon receiving (apk, ask, ipk, isk, C, attrg, attry) from A, B proceeds in the same way as CH
does in Gameg except that it makes a query ((C,ipk), (attreoin, certoce,coin)) to its oracle
instead that it computes myzk by itself.

3. Upon receiving mnizk from the challenger, B sends ((ro, 1o, 7o, certoce,0), (1, ¥1, 71, certoce,1),
WNIZK) to .A

4. When A outputs coin’ and terminates, B returns 1 to its challenger if coin = coin’ holds.
Otherwise, B returns 0 to its challenger.

We can see that B perfectly simulates Gameq for A if it receives a real CRS and a real proof
from its challenger. This ensures that the probability that B outputs 1 when it receives a real
CRS and a real proof is exactly the same as the probability that A outputs 1 in Gamey. On the
other hand, B perfectly simulates Game; for A if it receives a simulated CRS and a simulated
proof from its challenger. This ensures that the probability that B outputs 1 when it receives a
simulated CRS and a simulated proof from its challenger is exactly the same as the probability
that A outputs 1 in Game;. Hence, we have | Pr[Succy] — Pr[Succ;]| = Ava|ZK B(A).

O (Lemma 4.12)

Lemma 4.12. |Pr[Succi] — 4| =0 holds.

Proof of Lemma 4.12 Due to the change in Game;, the information of coin is information-

theoretically hidden for A in Game;. Thus, |Pr[Succ;] — | = 0 holds. O (Lemma 4.12)
Since NIZK satisfies zero-knowledge, for any PPT adversary A, Advgng( ) = negl(A) holds.
Therefore, SCA satisfies privacy w.r.t. . O (Theorem 4.10)
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Table 1: Use Case Matrix for the Anonymous Credential Model

Domain Use Case Disclosed Selective Notes
Attribute Disclosure
Type
Eligibility
(e.g., disability)
Access to public Proves eligibility | confirmed
Public Services | transportation Boolean without revealing] without
discount reason disclosing type
or medical
condition
Proves need Diagnostic or
Request for without showin ersonal reasons
Education reasonable Boolean . & | berso
. specific remain
accommodation ; .
circumstance confidential
User can prove
eligibility (e.g.,
riority service Indicates Zhisglcll(i:cor
Healthcare P Y Category condition PISOC
at pharmacy catogor condition)
sory without
disclosing
specifics
Use of disability- Pres.ence O.f valid
based certificate is
Private Sector . Boolean Proof of a valid | shown; contents
membership .
certificate only or reason
benefits .
remain hidden
Proof of U.se.d .t9 show
eligibility for eligibility for
Administrative Lo . Boolean Eligibility for disability
disability hiring
Procedures quota only employment
quota
quota

5 Application

In this section, we discuss the importance and applications of our proposed SCA.

5.1 Social Importance of Privacy in Disability Contexts

The proposed anonymous credential model, which separates the role of the attribute manage-
ment and the credential issuance, offers significant practical value in enabling the issuance and
use of anonymous credentials that contain sensitive attributes. In particular, attribute informa-
tion concerning persons with disabilities is closely tied to medical care, welfare, mental health,
and other domains, and is deeply connected to individual dignity and social standing. Such in-
formation is legally recognized worldwide as requiring especially careful handling. For instance,

22



Split Credential Authentication N. Attrapadung et al.

Article 9 of the EU General Data Protection Regulation (GDPR) [1] explicitly designates infor-
mation related to disability, alongside health status, biometric data, and sexual orientation, as
“special category personal data” that may not be collected or processed without the data sub-
ject’s explicit consent. Similarly, the United States’ HIPAA [28] and Australia’s Privacy Act [3]
identify disability-related information as sensitive personal data requiring special safeguards.

According to the World Health Organization, over 1.3 billion people, or approximately 16%
of the global population, live with some form of disability [32]. While many support services
are designed to assist persons with disabilities across healthcare, education, welfare, and em-
ployment domains, international evidence reveals that a substantial portion of this population
deliberately avoids using these services due to concerns about stigma, discrimination, and vi-
olations of privacy. Global comparative studies have shown that persons with disabilities are,
for example, up to four times more likely to report being treated badly by healthcare providers,
and nearly three times more likely to be denied care [30]. Given the global disabled pop-
ulation, this suggests that approximately 500 to 700 million people may be at elevated risk
of such treatment. These experiences lead many to avoid or delay accessing health services
entirely [32]. In the context of mental health, more than 50% of individuals with serious condi-
tions worldwide—amounting to over 650 million people—do not receive treatment, particularly
in low- and middle-income countries, where stigma and fear of disclosure are cited as key de-
terrents [31]. This avoidance behavior extends beyond healthcare. According to UNICEF,
an estimated 60 million children with disabilities lack access to early childhood services, and
over 110 million may never attend school at all [27]. These gaps are attributed not only to
structural inaccessibility, but also to cultural stigma and parental fears of discrimination. In
the workplace, a cross-national survey found that 43% of persons with disabilities did not feel
safe disclosing their status, and more than half avoided requesting job accommodations out
of concern for prejudice or career disadvantage [24]. This means that more than 400 million
people may face disclosure-related barriers at work. These findings underscore the urgent need
for authentication mechanisms that support selective disclosure—allowing individuals to prove
eligibility for services without revealing detailed or stigmatized information. In many institu-
tional contexts, eligibility is determined not by the precise nature of one’s condition but by
whether it falls within a defined set of acceptable categories. This makes it possible for users
to present proof of eligibility without disclosing the specific underlying attribute.

5.2 Application of Proposed Model in Real-World Settings

In the proposed model, the authority is responsible for verifying the correctness of the user’s
attributes, while the issuer performs credential issuance solely based on the verified result. This
separation enables a clearer division of institutional responsibilities. Specifically, in real-world
institutional contexts, the entities responsible for evaluating attributes (e.g., municipalities,
medical institutions, welfare agencies) and those responsible for cryptographic credential is-
suance (e.g., certification authorities) are often distinct. The proposed model supports this
distinction by allowing each party to focus on their domain-specific expertise without requiring
unified trust anchors for both functions. A crucial benefit of this separation is that it struc-
turally prevents users from unilaterally asserting arbitrary attributes. Since the issuer only
issues credentials based on verification received from an authorized authority, the model en-
forces a binding relationship between verification and issuance. This design mitigates a key
limitation of prior anonymous credential schemes, which users could potentially fabricate un-
supported claims.

An additional benefit of this separation is that it structurally facilitates the incorporation of
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attribute anonymity into the credential issuance process. By allowing the authority to delegate
issuance to the issuer without disclosing the attribute content through our proposed protocol,
the system ensures that even a possibly malicious issuer cannot learn the user’s sensitive infor-
mation. This makes it possible to design systems where attribute confidentiality is preserved
not only through a policy, but also by cryptographic design principles. This structural safe-
guard becomes especially important in cases where the issuer may be legally or operationally
distinct from the authority.

Anonymous credentials issued under this model are applicable in various services targeting
persons with disabilities. For instance, in public transportation systems offering disability dis-
counts, users can prove that they meet eligibility criteria without disclosing the specific type of
their disabilities. In such systems, a transport operator can validate a user’s credential—e.g.,
”eligible for reduced fare”—without learning whether the underlying reason is visual impair-
ment, chronic illness, or mental health status. Similarly, in healthcare settings, a person with a
panic disorder may wish to access priority services at a pharmacy. Rather than disclosing their
exact diagnosis, they could present a credential attesting that they qualify for such priority
under broadly defined criteria (e.g., certain chronic or episodic conditions). This prevents unin-
tended exposure of psychiatric or neurological conditions while still fulfilling the eligibility check.
Also, in educational settings, students requesting accommodations—such as flexible attendance
or extended deadlines—are often not required to disclose whether their situation involves ill-
ness, bereavement, or disability, as long as it falls within the institution’s accommodation policy.
Our model supports issuing anonymized proofs of eligibility through pre-approved institutional
workflows, thereby streamlining administrative burden. Other applications include employment
contexts involving reasonable accommodations, or private services that offer preferential rates
or benefits to individuals with certified disabilities. See TABLE 1 for a summary.

5.3 Estimated Reach and Broader Social Impact

As discussed in Section 5.1, global studies estimate that 15% to 20% of persons with disabilities
avoid accessing health, welfare, or education services due to concerns about privacy, stigma, or
past discrimination. Given the estimated 1.3 billion persons with disabilities worldwide, this
corresponds to approximately 195 to 260 million individuals currently excluded from essential
services.

While not all cases can be resolved by authentication design alone, a system that enables
individuals to prove eligibility without revealing sensitive attributes could directly remove one
of the most commonly cited barriers to service utilization.

This estimate reflects only the primary effect among those already eligible but disengaged
due to disclosure concerns. It does not account for secondary impacts, such as reduced institu-
tional processing burden, greater legal compliance, or improved long-term inclusion for newly
applying individuals. Even under conservative assumptions, the deployment of such a system
presents a clear and measurable pathway to restore autonomy and access for tens of millions
globally.

6 Conclusion
In this paper, we propose a new cryptographic protocol called a split credential authentication
(SCA) protocol, in which the roles of managing users’ attributes and issuing certificates are

split into distinct authorities. To this end, as an intermediate tool, we also introduce a new
cryptographic primitive called oblivious certificate generation (OCG) and give its construction
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based on a digital signature scheme and a (two-round) splittable blind signature scheme. Then,
we provide a generic construction of SCA based on an OCG protocol and an NIZK proof
system. Finally, we explain the practical importance of our SCA protocol from the viewpoint
of real-world applications including sensitive attribute verification.
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