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Abstract

This paper introduces a systematic approach to model-based testing of the Transport
Layer Security (TLS) protocol by leveraging Maude strategies. We present an encoding
that simplifies the use of Maude Strategy, enabling the formalization of counterexample
situations derived from the requirements of RFC 5246 and RFC 8446. With this encod-
ing, only the rewrite rules corresponding to the given strategies are executed, and the
resulting state sequences are systematically transformed into a scenario language that
expresses executable test cases. Our case study demonstrates how our method can repre-
sent requirement-violating scenarios, thereby confirming the effectiveness of the proposed
method in capturing deviations from the expected protocol behavior. This work contributes
to the rigorous evaluation of TLS by providing a structured method for generating coun-
terexamples, and it opens opportunities for future extensions of the encoding to test a
broader range of RFC violation cases.
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1 Introduction

Transport Layer Security (TLS) [1, 2] is a security protocol designed to ensure data protection and
integrity between two parties. TLS is widely used in various applications, such as HTTPS, email, instant
messaging, and VoIP. In particular, TLS plays a critical role in mobile Internet environments, where
smartphones and IoT devices rely on it to secure communications over potentially untrusted wireless
networks. Since its specification was released, numerous security vulnerabilities in the TLS protocol
have continuously been discovered [3]. These flaws are difficult for programmers to detect, and successful
exploitation can result in significant damage [4]. Therefore, the importance of verification techniques
to thoroughly analyze and prevent security vulnerabilities in advance is increasingly emphasized.

Formal methods for rigorously verifying TLS are being actively researched. For example, tools
like TAMARIN [5] and AVISPA [6] provide model-checking capabilities that specify security protocols
at the specification level and automatically verify security vulnerabilities caused by man-in-the-middle
attacks. Fuzzing-based TLS testing [7, 8, 9, 10, 11] and combinatorial testing [12] automatically generate
test cases to detect various vulnerabilities found at the code level, successfully identifying attacks such
as Heartbleed [13] and POODLE [14]. Model-based testing with ProVerif [15] has also been introduced
to detect logical errors in processing TLS message sequences in various TLS implementations. Model-
based testing with model learning [16, 17, 18] infers state machine models, which capture the states of
the protocol implementations.

However, the above verification methods for TLS software have inherent limitations. The formal
verification of the TLS specification alone cannot detect vulnerabilities present in the TLS implementa-
tion, such as Heartbleed [13]. Moreover, existing testing tools for TLS libraries face two key limitations:
they fail to systematically bridge the gap between the specification and the implementation, and they
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are unable to detect complex vulnerabilities arising from man-in-the-middle attack scenarios, such as
triple handshake attacks [19]. The existing model-based testing approach is constrained by its reliance
on a single formal specification tool rather than utilizing various formal specification tools. As a re-
sult, it becomes difficult to leverage predefined specifications tailored to different requirements across
multiple tools. Furthermore, due to the limitations inherent in each tool, conducting a comprehensive
range of model-based testing becomes challenging.

In our previous work [20], we proposed a scenario language to express the behavior of formal models
and applied it to model-based testing of TLS implementations. By defining the scenario language for
the Maude formal verification tool, we developed a prototype framework in which state sequences from
the formal model are transformed into test programs and executed against real TLS libraries such as
OpenSSL and WolfSSL. The scenario language consists of a meta-language, which abstracts general
communication behaviors (e.g., send, recv), and an expression language, which can be tailored to
specific domains such as TLS (e.g., generating a master secret). This design enables flexible applicability
across distributed systems in different domains, and in the case of TLS, it allowed us to validate
message ordering requirements specified in RFC 5246. However, while the advantages of this approach
in bridging formal models and implementation testing are clear, it also faces critical limitations. In
particular, generating scenarios that intentionally violate RFC specifications requires exploring an
exponentially increasing collection of state sequences, where the search space expands combinatorially
with the complexity of the model. This state space explosion problem makes the automated generation
of meaningful test scenarios highly challenging and calls for more advanced techniques to manage the
inherent combinatorial growth.

To address the state space explosion problem in generating scenario languages, we introduce a
methodology that systematically restricts the exploration to only those paths relevant for producing
testable scenarios. Specifically, we leverage Maude’s strategy language to guide the exploration pro-
cess, encoding strategies that represent targeted behaviors such as RFC violations. By expressing these
strategies, we can precisely direct the search toward paths that are both meaningful and practically use-
ful for generating scenario programs. This approach enables us to generate scenario language instances
that focus on specific protocol deviations, thereby reducing unnecessary exploration and improving
scalability. To evaluate the effectiveness of our method, we encoded 4 violation cases from RFC 5246
and 6 violation cases from RFC 8446, and successfully generated the corresponding scenario language
programs automatically.

2 Preliminaries

TLS. The TLS protocol facilitates encrypted communication using symmetric and asymmetric en-
cryption algorithms. Symmetric key algorithms employ a single key for both encryption and decryption,
with AES and DES as notable examples. Asymmetric key algorithms utilize a public key and a private
key, allowing messages encrypted with the public key to be decrypted using the private key; RSA,
ECDHE, and DHE are examples of such algorithms. Encrypted communication via the TLS protocol
is primarily divided into two stages: the key negotiation (handshake) phase, where encryption keys
are exchanged between the server and client, and the data exchange phase, where encrypted data is
transmitted based on the agreed-upon keys. During the key negotiation process, the server and client
generate and share a symmetric key for encrypted communication using asymmetric methods based on
the mutually agreed-upon encryption algorithm. The resulting symmetric key is then used to encrypt
the data for communication. Various software implementations of the TLS protocol exist, such as
OpenSSL and WolfSSL.

Maude. Maude is a high-level formal language based on rewriting logic, designed for specifying
and verifying concurrent and distributed systems, including cryptographic protocols [21, 22, 23]. It
models system states and transitions using equations and rewriting rules, enabling rigorous analysis of
dynamic behaviors. Since unrestricted rewriting may introduce excessive nondeterminism, the Maude
strategy language [24] provides explicit control over rule applications by separating the specification
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// Test1: Send ciphersuite which is

not included in ClientHello

accept(CI);

var v0 := recv(CI);

assert(v1.handshakeType == client-hello);

assert(v1.ciphers == TLS_AES256_CCM8_SHA256);

...

var v1 := serverHello(v0.TLS,

TLS_AES128_CCM8_SHA128,

random(SI, 0),sessionId(SI,1),

no-compression,extensions);

send(v1, CI);

var v2 := recv(CI);

assert(v2.contentType == alert);

assert(v2.alertLevel == fatal);

assert(v2.alertDesc == illeegal-parameter);

close(CI)

// Test2: Send invalid compression

algorithms in ClientHello

connect(SI);

var v0 := clientHello(TLS12,

TLS_AES128_CCM8_SHA128,

random(CI, 0),sessionId(CI,1),

zlib-compression,extensions);

send(v0, SI);

var v1 := recv(SI);

assert(v1.contentType == alert);

assert(v1.alertLevel == fatal);

assert(v1.alertDesc == handshake-failure);

close(SI);

Figure 1: Abstract two test cases written by scenario language.

of rules from their execution policies. With constructs such as selective rule application, sequencing,
nondeterministic choice, and iteration, strategies allow users to guide or constrain rewriting, prune
irrelevant paths, and enforce goal-directed executions. This makes it possible to mitigate the state
space explosion problem and to explore only those behaviors relevant to the analysis. In the context
of our TLS model, strategies serve as an execution policy that selectively applies only those mutated
rewrite rules relevant to RFC-violating behaviors. This allows the search to remain both focused and
scalable by avoiding unnecessary exploration of standard, non-violating paths.

Scenario Language. The scenario language provides a formalized way to describe the behavior of
each node in a network protocol. It consists of two parts: a meta-language and an expression language.
The meta-language specifies generic protocol operations, such as sending and receiving messages, declar-
ing and assigning variables, establishing or closing connections, and checking assertions. The expression
language defines domain-specific constructs that capture the unique aspects of particular protocols. For
TLS, this includes functions to construct handshake messages (e.g., clientHello, serverHello), gen-
erate cryptographic materials (e.g., master secrets, keys, random values), and perform cryptographic
operations such as hashing or encryption. This layered design allows protocol behaviors to be ex-
pressed in a uniform format, while still accommodating domain-specific details needed for accurate
testing. Figure 1 illustrates the two abstract test cases written by scenario language.

3 Maude Formal Model

In order to specify TLS software at the design level, we constructed a formal model using Maude’s
object-oriented specification framework. The system is described in terms of objects and rewrite rules,
where objects correspond to software components. In particular, we defined four main classes: Client,
Server, User, and Link. Each class encapsulates the attributes relevant to its role in the TLS hand-
shake: for instance, protocol version, cipher suites, keys, buffers, and state variables for Client and
Server; API-related attributes for User; and message transfer properties for Link. The overall TLS
system is then represented as a multiset of interacting objects whose states evolve through rewrite
rules, such as building messages.

As a concrete example, consider the construction of the ServerHello message. When a server
initiates a connection, the rule buildServerHello increments the nonce counter, generates a fresh
random value, and places a ServerHello containing the protocol version, agreed cipher suites, and
nonce into the output buffer. The generic sendMsg/recvMsg rules then deliver this message over the
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corresponding Link object to the client’s input buffer.

rl [buildServerHello] :

< SI : Server | connectState : V2S-INIT, nonceCtr : N, pVersion : PV, cipher : CSL,

hRandom : noNonce, peer : CI, outBuf : BUF > =>

< SI : Server | connectState : V2S-CT-HLO, nonceCtr : s N,

hRandom : nonce(SI, N),

outBuf : BUF :: (serverHello(PV, CSL, nonce(SI,N)) to CI) > .

4 Encoding of Maude Strategies

In order to analyze the robustness of TLS implementations beyond the standard handshake behavior,
we use the Maude formal model with a strategy language. The strategy language guides the rewriting
engine to apply specific rules in some orders. We construct rewrite rules which is deviated from normal
TLS server/client behaviors and use the strategy language to execute these rewrite rules. Instead of
always executing the correct message construction rule (e.g., buildServerHello), the strategy language
can instruct the system to invoke a modified version of the rule (e.g., buildModifiedServerHello) that
produces malformed or unexpected messages. In this way, we can systematically explore protocol mis-
behaviors and verify whether the receiving party detects and responds to such violations in accordance
with the RFC specification.

Modified Rule. To illustrate, consider the standard buildServerHello rule. We introduce a cor-
responding rule called buildModifiedServerHello that behaves similarly, but intentionally alters the
cipher suite list before transmission. The modification is achieved by replacing the original cipher
suite set with a value generated by the auxiliary operator modifyCS, which may add, replace, or delete
entries. Auxiliary rules such as modifyCS-add, modifyCS-replace, and modifyCS-delete define the
concrete mutation to be applied to the cipher suites. For example:

rl [buildModifiedServerHello] :

< SI : Server | acceptState : V2S-GEN, nonceCtr : N, pVersion : PV, cipher : CSL,

hRandom : noNonce, peer : CI, outBuf : BUF >

=>

< SI : Server | connectState : V2S-CT-HLO, nonceCtr : s N,

hRandom : nonce(SI, N),

outBuf : BUF ::

(serverHello(PV, modifyCS(CSL, allCipherSuites), nonce(SI,N)) to CI) > .

rl [modifyCS-add]: modifyCS(CSL, (CSS, CS’, CSS’)) => CSL CS’ .

rl [modifyCS-delete]: modifyCS(CSL CS, (CSS, CS, CSS’)) => CSL .

rl [modifyCS-replace]: modifyCS(CSL CS CSL’, (CSS, CS’, CSS’)) => CSL CS’ CSL .

Encoding of Strategies. The above modifications are generalized in the strategy language through
three operators: add, replace, and delete. These operators are declared as strategy actions that take
a handshake type, a message content, and a target value as arguments:

ops add replace delete : HandshakeType MessageContent ContentValue -> StrategyAction .

With these operators, the strategy language can explicitly encode how the content of a hand-
shake message should be manipulated. For instance, replace(server-hello, cipherSuites,

TLS_AES_128_GCM_SHA256) are encoded as the following strategy, which forces the model to construct
a ServerHello containing a cipher suite that was never proposed by the client, thereby violating the
exepcted handshake behavior.
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1
When a client first connects to a server, it is required to send the ClientHello as its
first message.
replace(client-hello, handshakeType, server-hello)

2
The This message (Server Certificate) will always immediately follow the ServerHello
message.
replace(server-hello, handshakeType, client-hello)

3
Recipients of Finished messages MUST verify that the contents are correct.
replace(finished, verifyData, nonce)

4
The server MUST send a Certificate message whenever the agreed upon key exchagne
method uses certificates for authentication
delete(certificate, entry, certificate-entry1)

5
A client which receives a cipher suite that was not offered MUST abort the handshake
with an ”illegal parameter” alert.
replace(server-hello, cipherSuite, TLS_AES_128_CCM_SHA128)

6
In particular, MD5, SHA-224, and DSA MUST NOT be used
replace(server-hello, sigAlgo, MD5)

7
Client MUST NOT offer multiple KeyShareEntry Values
add(client-hello, keyshareGroups, secp256r1)

8
The server MUST NOT send a ”psk key exchagne modes” extension
add(server-hello, extensions, psk_key_exchange_modes)

9
For every TLS 1.3 ClientHello, this vector (compression) MUST contain exactly one
byte, set to zero, which corresponds to the ”null” compression method.
replace(client-hello, compression, zlib)

10
All TLS 1.3 ServerHello messages MUST contain the ”supported versions” extension.
delete(server-hello, extension, supported-version)

Table 1: Maude operations to check RFC specification violations

buildModifiedServerHello ; modifyCS-replace[CS’ <- TLS_AES_128_GCM_SHA256]

5 Case Study

To systematically address the requirements derived from both RFC 5246 and RFC 8446, we utilized
the add, replace, and delete operators defined in Section 4 to construct counterexample situations.
Specifically, four requirements were extracted from RFC 5246 and six additional requirements from
RFC 8446, forming the basis of our formalization. Each operator in Table 1 encodes a message-level
modification that perturbs the protocol execution, such as inserting unexpected messages, altering
expected ones, or omitting mandatory elements. Through these modifications, the rewriting paths is
directed toward states that violate the RFC requirements.

Building upon these operators, we executed the Maude specification to generate test scenarios. As
illustrated in Figure 1, the first test is instantiated by the fifth entry in Table 1, where the encoded
strategy language—constructed through the add, replace, and delete operators—produces a path that
is subsequently transformed into the corresponding scenario language. Similarly, the second test is
generated by the ninth entry in the same table. These executions demonstrate how strategy-driven
path exploration in Maude, grounded in the operator definitions of Section 4, seamlessly translates into
executable scenario-based tests.
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6 Conclusion

In this paper, we presented a systematic approach for generating executable test scenarios for the
TLS protocol by leveraging Maude strategies. We present an encoding that simplifies the use of Maude
Strategy, enabling the formalization of counterexample situations derived from the requirements of RFC
5246 and RFC 8446. Our case study confirmed that the method can effectively generate meaningful
scenarios that reflect requirement violations. As future work, we plan to extend the encoding to
cover a broader set of RFC violation cases, thereby allowing more comprehensive evaluation of TLS
implementations.
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