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Abstract

Recently, the Internet Engineering Task Force (IETF) Lightweight Authenticated Key Exchange
(LAKE) Working Group has standardized the Ephemeral Diffie–Hellman Over COSE (EDHOC) pro-
tocol, a lightweight authenticated key exchange designed for resource-constrained Internet of Things
(IoT) devices and networks. In this paper, we propose a hybrid EDHOC (Hybrid-EDHOC) protocol
that achieves both classical and post-quantum security by integrating an ephemeral Post-Quantum
Cryptography Key Encapsulation Mechanism (PQC–KEM) into the standard EDHOC key deriva-
tion process. The Hybrid-EDHOC protocol enables the initiator (I) and responder (R) to establish
an authenticated session key while providing forward secrecy, identity protection, security against
identity misbinding, and classical security against key compromise impersonation attacks. A formal
security verification of Hybrid-EDHOC is conducted using ProVerif, demonstrating that the protocol
ensures secrecy of cryptographic keys and application data, as well as injective agreement for the
second and third message steps between I and R. For performance evaluation, 10,000 full handshake
executions were conducted under identical computing conditions. Experimental results show that
CPU utilization remains below 1.5% and memory usage below 3%, even in post-quantum and hy-
brid configurations. The classical EDHOC achieves an average latency of 3.9 ms, while the hybrid
X25519 + Module-Lattice-based KEM (ML–KEM–768) variant completes in approximately 7.4 ms.
These findings confirm that Hybrid-EDHOC achieves post-quantum resilience with minimal overhead
(less than a two-fold increase) while maintaining lightweight and low-latency characteristics suitable
for secure communication in constrained IoT environments.
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1 Introduction
With the rapid and widespread deployment of the Internet of Things (IoT), many cryptographic protocols
have been studied to meet several system constraints, such as low processing power, limited bandwidth,
and restricted battery lifetime. An Authenticated Key Exchange (AKE) protocol is a core cryptographic
primitive that enables two communicating peers to mutually authenticate and establish a shared session
key. Recently, the Internet Engineering Task Force (IETF) Lightweight Authenticated Key Exchange
(LAKE) Working Group [1] has standardized the Ephemeral Diffie–Hellman Over COSE (EDHOC)
protocol [2, 3], which is a lightweight, application-layer AKE protocol tailored for resource-constrained
IoT devices and networks. According to [4], EDHOC achieves a 6–14× reduction in message size, a
1.44× improvement in handshake duration, and a 2.79× reduction in energy consumption compared to
Datagram Transport Layer Security version 1.3 (DTLS 1.3) [5].
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The EDHOC protocol is designed following the SIGn-and-MAc (SIGMA) family [6] of key ex-
change protocols, which provides a general framework for building authenticated Diffie–Hellman ex-
changes by combining digital signatures and Message Authentication Codes (MACs). SIGMA is widely
deployed and serves as the cryptographic foundation of numerous Internet security protocols, such as the
Internet Key Exchange version 2 (IKEv2) [7] and Transport Layer Security version 1.3 (TLS 1.3) [8]. To
minimize message sizes between the two peers, the initiator (I) and responder (R), SIGMA introduces
a MAC-then-Sign variant, where the MAC is embedded within a signature message and thus not sent
separately. EDHOC adopts this SIGMA-I variant to protect the initiator’s identity during authentication.
In addition to signature-based authentication, EDHOC also supports static Diffie–Hellman (DH) keys
(cf. the EDHOC Authentication Method Type [2]), where the digital signature is replaced by a MAC,
and the MAC key is derived from an ephemeral static DH computation within the key schedule, similar
to the Noise XX pattern [9]. The use of static DH keys leads to a substantial reduction in message size
compared to signature-based methods.

Several studies in the literature have analyzed and extended the EDHOC protocol. Pérez et al. [10]
summarized both symbolic and computational formal analyses (e.g., [11, 12, 13, 14, 15, 16]) of earlier
EDHOC versions, discussing how previously identified vulnerabilities were mitigated to achieve the tar-
get security goals. Fraile et al. [17] proposed a post-quantum variant of EDHOC, termed Post-Quantum
EDHOC (PQ-EDHOC), which integrates Post-Quantum Cryptography (PQC) algorithms, specifically,
Key Encapsulation Mechanisms (KEMs) and digital signature schemes, and evaluated multiple PQC-
KEM and PQC signature combinations with respect to execution time, energy consumption, memory
usage, and network performance. Their results indicate that the Module-Lattice-based Key Encapsula-
tion Mechanism (ML-KEM) [18, 19, 20, 21] is currently the most suitable PQC-KEM for constrained
environments, whereas PQC digital signature schemes such as HAWK [22] show improved performance
compared to ML-Digital Signature Algorithm (ML-DSA) [18, 23] and Fast Fourier Lattice-based Com-
pact Signatures over NTRU (FALCON) [24], both of which are candidates for standardization under
the Federal Information Processing Standards (FIPS). It is important to note that PQ-EDHOC remains
based on the EDHOC Authentication Method Type 0 (Signature-Key-based Authentication) [2]. More
recently, Fraile et al. [25] submitted an IETF Internet-Draft describing a new PQC-KEM-based authen-
tication method for EDHOC that avoids reliance on PQC digital signatures. However, their proposal
adopting an approach inspired by the Post-Quantum Noise (PQNoise) framework [26] requires substan-
tial modifications to the original EDHOC message flow.

In this paper, we propose and implement a hybrid EDHOC (Hybrid-EDHOC) protocol that achieves
both classical and post-quantum security without altering the core EDHOC message structure. Our
design integrates an ephemeral PQC-KEM (specifically, ML-KEM-768) into the existing EDHOC
key derivation chain alongside the classical Elliptic-Curve Diffie–Hellman (ECDH) operation using
X25519, following the hybrid key combination concept defined in the IETF. We implement Hybrid-
EDHOC within the standard EDHOC processing flow and evaluate its computational cost, memory
usage, and latency through extensive experiments. The expected results show that the hybrid mecha-
nism can deliver post-quantum resilience with minimal computational overhead while maintaining the
lightweight, low-latency properties that make Hybrid-EDHOC suitable for constrained IoT deployments
and emerging 6G edge environments.

1.1 Motivation and Our Contributions

For a global migration toward Post-Quantum Cryptography (PQC) [27, 28, 29], numerous hybrid key-
exchange schemes (e.g., [30, 31, 32, 33, 34, 35]) have been proposed by both academic researchers
and international standardization bodies. These hybrid schemes aim to provide dual security guaran-
tees, classical security based on mathematical hard problems such as the discrete logarithm, and post-
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quantum security based on lattice- or code-based constructions. However, to the best of our knowledge,
no hybrid version of the EDHOC protocol has been defined in the literature or standardized by the IETF
LAKE Working Group.

In this paper, we propose a hybrid EDHOC (Hybrid-EDHOC) protocol—a hybrid variant of EDHOC
that provides both classical and post-quantum security simultaneously by integrating an ephemeral Post-
Quantum Cryptography Key Encapsulation Mechanism (PQC–KEM) into the standard EDHOC key
derivation process. Specifically, the proposed Hybrid-EDHOC protocol is built upon the most compact
and efficient EDHOC Authentication Method Type 3 (Static Diffie–Hellman Key) [2]. Within this proto-
col, the initiator (I) and responder (R) establish an authenticated session key that offers forward secrecy,
identity protection, security against identity misbinding, and classical security against key compromise
impersonation attacks.

Our Contributions. The key contributions of this work are summarized as follows:

• We design the first Hybrid-EDHOC protocol that integrates an ephemeral PQC-KEM (specifically,
the Module-Lattice-based Key Encapsulation Mechanism, ML-KEM-768) into the standard ED-
HOC key derivation process together with classical Elliptic-Curve Diffie–Hellman (ECDH) using
X25519, following the hybrid key combination framework defined in the IETF.

• Also, we give a formal security verification of the Hybrid-EDHOC protocol in a symbolic model
(ProVerif). The security verification results show that the protocol ensures secrecy of crypto-
graphic keys and application data, as well as injective agreement for the second and third mes-
sage steps between I and R. However, the first injective agreement query (Step 1) returned false,
indicating a missing freshness or replay-prevention mechanism during the unauthenticated initi-
ation phase. This limitation can be mitigated by incorporating a lightweight nonce, timestamp,
or sequence-based freshness token into Step 1, which prevents replay and flooding attacks while
preserving the lightweight design of EDHOC. For more details, see Section 4.1.

• Moreover, we implement the Hybrid-EDHOC protocol in a full software stack compatible with
the current EDHOC specification, without requiring any changes to the core message formats or
authentication flow. Also, we evaluate its performance through 10,000 complete handshake exe-
cutions, measuring latency, Central Processing Unit (CPU) utilization, and memory consumption
in both classical and hybrid configurations. The performance evaluation results demonstrate that
Hybrid-EDHOC achieves post-quantum resilience with less than a two-fold increase in process-
ing time and negligible memory overhead, thereby preserving the lightweight and low-latency
characteristics required for secure communication in constrained IoT and upcoming 6G edge en-
vironments.

2 Preliminaries
Table 1 shows abbreviations and notations to be used throughout this paper.

2.1 Key Encapsulation Mechanism
A KEM (Key Encapsulation Mechanism) [36] is a triple of the following algorithms.

• KEM.KeyGen(ppKEM): On input of a public parameter ppKEM , the algorithm outputs a private-
public key pair (skKEM,PKKEM).

• KEM.Enc(PKKEM): On input of a public key PKKEM , the algorithm outputs a shared key kKEM
and a ciphertext CKEM .
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Table 1: Abbreviations and notations

Meanings

I Initiator ID

R Responder ID

(a,A) Static ECDH private-public key pair of I

(b,B) Static ECDH private-public key pair of R

(x,X) Ephemeral ECDH private-public key pair of I

(y,Y ) Ephemeral ECDH private-public key pair of R

H Cryptographic hash function

KDF Key derivation function (EDHOC KDF [2])

HKDF-Extract Key extraction function (EDHOC Extract [2])

HKDF-Expand Key expansion function (EDHOC Expand [2])

Enc Symmetric-key encryption (XOR stream cipher or AEAD)

Dec Symmetric-key decryption (XOR stream cipher or AEAD)

T H Transcript hash

PRK Pseudo-random key

EK Encryption key

IV Initialization vector

MK MAC key

Method EDHOC Authentication Method Type [2]

Cipher Suites EDHOC Cipher Suites [2] (an ordered set of algorithms

for crypto agility, flexibility and modularity)

C Connection Identifier

EAD External Authorization Data

• KEM.Dec(skKEM,CKEM): On input of a private key skKEM and a ciphertext CKEM , the algorithm
outputs a shared key kKEM .

Examples of PQC-KEM include Classic McEliece KEM [37, 20, 21], FrodoKEM [38, 20, 21] and
ML-KEM (CRYSTALS-Kyber) [18, 19, 20, 21].

3 A Hybrid EDHOC Protocol
In this section, we propose a hybrid EDHOC (for short, Hybrid-EDHOC) protocol that provides both
classical security and post-quantum security simultaneously by instantiating KEM with PQC-KEM.
Specifically, the Hybrid-EDHOC protocol is based on the most compact and efficient EDHOC Authen-
tication Method Type 3 (Static DH Key) [2]. A main idea of the Hybrid-EDHOC protocol is that (1)
static ECDH raw public keys are dealt with pre-shared secrets; (2) an ephemeral PQC-KEM is used;
and (3) a PQC-KEM shared key is used as an additional key material in the computation of PRK. In
the Hybrid-EDHOC protocol, initiator I and responder R share an authenticated session key PRKout .
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Also, the Hybrid-EDHOC protocol provides forward secrecy, identity protection, security against iden-
tity misbinding, and classical security against key compromise impersonation. Before executing the
Hybrid-EDHOC protocol, I holds ((a,A≡ ga),(R,B)) secretly and R stores ((b,B≡ gb),(I,A)) secretly.

3.1 Step 1 (Initiator)
Initiator I executes the followings:

1. Generate an ephemeral KEM private-public key pair (skKEM,PKKEM)←KEM.KeyGen(ppKEM)

2. Generate an ephemeral ECDH private-public key pair (x,X) such that X ≡ gx

3. Set M1 = (Method,Cipher Suites,X ,PKKEM,CI,EAD1)

I sends M1 to R.

3.2 Step 2 (Responder)
Upon receiving M1 from I, responder R executes the followings:

1. Compute a KEM shared key and a KEM ciphertext (kKEM,CKEM)←KEM.Enc(PKKEM)

2. Generate an ephemeral ECDH private-public key pair (y,Y ) such that Y ≡ gy

3. Compute T H2 = H(M1,Y,CKEM)

4. Compute PRK2e = HKDF-Extract(Xy,kKEM,T H2) and EK2 = HKDF-Expand(PRK2e,T H2)

5. Compute PRK3e2m = HKDF-Extract(Xb,PRK2e) and MK2 = HKDF-Expand(PRK3e2m,T H2)

6. Compute MAC2 = KDF(MK2,R,B,T H2,EAD2, len2)

7. Set msg2 = (CR,R,EAD2,MAC2)

8. Set M2 = (Y,CKEM,EncEK2(msg2))

R sends M2 to I.

3.3 Step 3 (Initiator)
Upon receiving M2 from R, initiator I executes the followings:

1. Compute a KEM shared key kKEM ←KEM.Dec(skKEM,CKEM)

2. Compute T H2 = H(M1,Y,CKEM)

3. Compute PRK2e = HKDF-Extract(Y x,kKEM,T H2) and EK2 = HKDF-Expand(PRK2e,T H2)

4. Compute msg2 = DecEK2(EncEK2(msg2))

5. Parse (CR,R,EAD2,MAC2)← msg2

6. Compute PRK3e2m = HKDF-Extract(Bx,PRK2e) and MK2 = HKDF-Expand(PRK3e2m,T H2)

7. Verify MAC2
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8. Compute T H3 = H(T H2,msg2,B)

9. Compute (EK3, IV3) = HKDF-Expand(PRK3e2m,T H3)

10. Compute PRK4e3m = HKDF-Extract(Y a,PRK3e2m) and MK3 = HKDF-Expand(PRK4e3m,T H3)

11. Compute MAC3 = KDF(MK3, I,A,T H3,EAD3, len3)

12. Set msg3 = (I,EAD3,MAC3)

13. Set M3 = EncEK3(msg3)

14. Compute T H4 = H(T H3,msg3,A)

15. Compute a session key PRKout = HKDF-Expand(PRK4e3m,T H4) and an application key AK =
HKDF-Expand(HKDF-Expand(PRKout))

I sends M3 to R.

3.4 Step 4 (Responder)

Upon receiving M3 from I, responder R executes the followings:

1. Compute T H3 = H(T H2,msg2,B)

2. Compute (EK3, IV3) = HKDF-Expand(PRK3e2m,T H3)

3. Compute msg3 = DecEK3(EncEK3(msg3))

4. Parse (I,EAD3,MAC3)← msg3

5. Compute PRK4e3m = HKDF-Extract(Ay,PRK3e2m) and MK3 = HKDF-Expand(PRK4e3m,T H3)

6. Verify MAC3

7. Compute T H4 = H(T H3,msg3,A)

8. Compute a session key PRKout = HKDF-Expand(PRK4e3m,T H4) and an application key AK =
HKDF-Expand(HKDF-Expand(PRKout))

In the above, Enc in M2 is an XOR stream cipher, and Enc in M3 is an AEAD (Authenticated
Encryption with Associated Data). Also, an optional fourth message in the EDHOC protocol is omitted
in the Hybrid-EDHOC protocol. Figure 1 shows a protocol diagram and a key schedule of the Hybrid-
EDHOC protocol.
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Figure 1: Protocol diagram (above) and key schedule (below)
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3.5 Comparison with EDHOC
Here, we compare the EDHOC [2] and Hybrid-EDHOC protocols with respect to several classical and
post-quantum security properties (mutual authentication, security of session key, forward secrecy, iden-
tity protection, security against identity misbinding, security against KCI (Key Compromise Imperson-
ation)). We summarize comparative results in Table 2. The Hybrid-EDHOC protocol provides mutual
authentication, security of session key, forward secrecy, identity protection, and security against identity
misbinding since a post-quantum attacker basically cannot compute PRK3e2m. Note that static ECDH
raw public keys (i.e., A and B) are pre-shared secrets between initiator I and responder R. However,
the Hybrid-EDHOC protocol inherently does not provide post-quantum security against KCI since its
construction is based on EDHOC Authentication Method Type 3 (Static DH Key) [2]. For example,
a post-quantum attacker who gets R’s secrets ((b,B ≡ gb),(I,A)) can impersonate I by recovering the
ECDH raw private key a from A.

Table 2: Security comparison of the EDHOC [2] and Hybrid-EDHOC protocols

EDHOC [2] Hybrid-EDHOC
Classical Post-quantum Classical Post-quantum
security security security security

Mutual authentication Yes No Yes Yes
Security of session key Yes No Yes Yes
Forward secrecy Yes No Yes Yes
Identity protection Yes No Yes Yes
Security against identity misbinding Yes No Yes Yes
Security against KCI Yes No Yes No

4 Formal Security Verification using ProVerif
This section gives a formal security verification of the Hybrid-EDHOC protocol in a symbolic model
(ProVerif), declaring the abstract types, long-term secrets, and cryptographic primitives used in the anal-
ysis. Using these declarations, we encode correspondence and secrecy queries (e.g., injective agreement
and key secrecy) and check whether an adversary can produce counterexamples to guide any necessary
fixes.

Algorithm 1 Declaration

(* Type specification *)
type skey.
type spk.
type exponent.
type G.
type key.

(* Variable & Constant *)
free b: exponent [private].
free a: exponent [private].
const TAG_LEN2: bitstring.
const TAG_LEN3: bitstring.
const g: G.

(* Channel specification *)
free c: channel.

This block defines the cryptographic primitives in the symbolic model, including ECDH, KEM,
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hash, KDF, and AEAD. It models key derivation via extract/expand rules, shared-secret generation
through KEM reduction, and uses converters (g2b, k2b, b2k) to map elements into bitstrings for verifi-
cation.

Algorithm 2 Function and Converter

(* ECDHE *)
fun exp(G, exponent): G.
equation forall x: exponent, y: exponent;
exp(exp(g, x), y) = exp(exp(g, y), x).

(* Key Encapsulation Mechanism *)
fun pk(skey): spk.
fun kem_k(spk): key[private].
fun kem_ct(spk): key.
fun kem_dec(skey, key): key
reduc forall sk: skey; kem_dec(sk, kem_ct(pk(sk))) = kem_k(pk(sk)).

(* Hash & key Derivation *)
fun H(bitstring): bitstring.
fun KDF(bitstring): bitstring.
fun extract(bitstring, bitstring, bitstring): key.
fun expands(key, bitstring): key.

(* Encryption & Decryption *)
fun aead_enc(key, bitstring, bitstring): bitstring.
fun aead_dec(key, bitstring, bitstring): bitstring
reduc forall k: key, p: bitstring, ad: bitstring;

aead_dec(k, ad, aead_enc(k, ad, p)) = p.

(* Converter *)
fun g2b(G): bitstring [data, typeConverter].
fun k2b(key): bitstring [data, typeConverter].
fun b2k(bitstring): key [data, typeConverter].

Algorithm 3 Authentication queries, Secrecy assumptions, dan Debugger

(* Event *)
event S_STEP1_I_to_R(bitstring, bitstring).
event E_STEP1_I_to_R(bitstring, bitstring).
event S_STEP2_R_to_I(key, bitstring).
event E_STEP2_R_to_I(key, bitstring).
event S_STEP3_I_to_R(key, bitstring).
event E_STEP3_I_to_R(key, bitstring).

(* Security requirements verification *)
Q1 ; query k: bitstring, msg: bitstring;
inj-event(E_STEP1_I_to_R(k, msg)) ==> inj-event(S_STEP1_I_to_R(k, msg)).

Q2 ; query k: key, msg: bitstring;
inj-event(E_STEP2_R_to_I(k, msg)) ==> inj-event(S_STEP2_R_to_I(k, msg)).

Q3 ; query k: key, msg: bitstring;
inj-event(E_STEP3_I_to_R(k, msg)) ==> inj-event(S_STEP3_I_to_R(k, msg)).

(* Security requirements verification *)
free app_data1, app_data2: bitstring [private].
Q4 ; query attacker(CI).
Q5 ; query attacker(CR).
Q6 ; query attacker(skKEM).
Q7 ; query attacker(app_data1).
Q8 ; query attacker(app_data2).
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Algorithm 4 Initiator process (complete)
Input : Initiator private key skKEM : skey, peer public key PKKEM : spk;

global params g : G, a : exponent; constants TAG LEN2, TAG LEN3; channel c
Output: Messages M1 and M3 sent on c; ciphertext e app data2; final keys (PRKout,AK)

begin
let Initiator(skKEM:skey, PKKEM:spk) =
new Method: bitstring;
new CipherSuites: bitstring;
new CI: bitstring;
new EAD1: bitstring;

new x: exponent;
let X = exp(g, x) in
let A_pub = exp(g, a) in
let M1 = (Method, CipherSuites, X, PKKEM, CI, EAD1, A_pub) in
event S_STEP1_I_to_R(CI,M1);
out(c, M1);

in(c, M2: bitstring);
let (Y: G, CKEM: key, C2: bitstring) = M2 in
let kKEM = kem_dec(skKEM, CKEM) in
let TH2 = H(( (Method, CipherSuites, X, PKKEM, CI, EAD1, A_pub),
g2b(Y), k2b(CKEM))) in
let Yx= exp(Y, x) in
let prk2e = extract(g2b(Yx), k2b(kKEM), TH2) in
let EK2 = expands(prk2e, TH2) in
let msg2 = aead_dec(EK2, TH2, C2) in
let (CR: bitstring, R: bitstring, EAD2: bitstring, MAC2: bitstring) = msg2 in
let B = exp(g, b) in
let Bx = exp(B, x) in
let prk3e2m = extract(g2b(Bx), k2b(prk2e), TH2) in
let MK2 = expands(prk3e2m, TH2) in
let len2 = H((TAG_LEN2, TH2, EAD2)) in
let mac2_check = KDF((k2b(MK2), R, g2b(B), TH2, EAD2, len2)) in

if MAC2 = mac2_check then(
event E_STEP2_R_to_I(b2k(MAC2), msg2);

let TH3 = H((TH2, msg2, g2b(B))) in
let EK3 = expands(prk3e2m, TH3) in
let IV3 = H((k2b(prk3e2m), TH3)) in
let Ya = exp(Y, a) in
let prk4e3m = extract(g2b(Ya), k2b(prk3e2m), TH3) in
let MK3 = expands(prk4e3m, TH3) in
new I: bitstring;
new EAD3: bitstring;
let len3 = H((TAG_LEN3, TH3, EAD3)) in
let MAC3 = KDF((k2b(MK3), I, g2b(A_pub), TH3, EAD3, len3)) in
let msg3 = (I, EAD3, MAC3) in
let M3 = aead_enc(EK3, TH3, msg3) in
event S_STEP3_I_to_R(b2k(MAC3), M3);
out(c, M3);
let TH4 = H((TH3, msg3, g2b(A_pub))) in
let PRKout = expands(prk4e3m, TH4) in
let AK = expands(PRKout, TH4) in
let e_app_data2 = aead_enc(AK, TH4, app_data2) in
out(c, c_debug);
out(c, e_app_data2);
0

)else
0

.
end
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Algorithm 5 Responder process (complete)
Input : Channel c; global params g : G, exponents a,b; constants TAG LEN2, TAG LEN3
Output: Second-flight message M2 sent on c; verification of M3; final (PRKout,AK) and ciphertext

e app data1

begin
let Responder =
in(c, M1:bitstring);
let (Method:bitstring, CipherSuites:bitstring, X:G, PKKEM:spk, CI:bitstring,
EAD1:bitstring, A_pub:G) = M1 in
event E_STEP1_I_to_R(CI, M1);

let kKEM = kem_k(PKKEM) in
let CKEM = kem_ct(PKKEM) in

new y: exponent;
let Y = exp(g, y) in

let TH2 = H(((Method, CipherSuites, X, PKKEM, CI, EAD1, A_pub), g2b(Y), k2b(CKEM)))
in

let Xy = exp(X, y) in
let prk2e = extract(g2b(Xy), k2b(kKEM), TH2) in
let EK2 = expands(prk2e, TH2) in

let Xb = exp(X, b) in
let prk3e2m = extract(g2b(Xb), k2b(prk2e), TH2) in
let MK2 = expands(prk3e2m, TH2) in

new EAD2:bitstring;
let len2 = H((TAG_LEN2, TH2, EAD2)) in
let B = exp(g, b) in
new R:bitstring;
let MAC2 = KDF((k2b(MK2), R, g2b(B), TH2, EAD2, len2)) in

new CR:bitstring;
let msg2 = (CR, R, EAD2, MAC2) in

let M2 = (Y, CKEM, aead_enc(EK2, TH2, msg2)) in
event S_STEP2_R_to_I(b2k(MAC2), msg2);
out(c, M2);

in(c, M3: bitstring);
let TH3 = H((TH2, msg2, g2b(B))) in
let EK3 = expands(prk3e2m, TH3) in
let IV3 = H((k2b(prk3e2m), TH3)) in
let msg3 = aead_dec(EK3, TH3, M3) in
let (I: bitstring, EAD3: bitstring, MAC3: bitstring) = msg3 in
let Ay = exp(A_pub, y) in
let prk4e3m = extract(g2b(Ay), k2b(prk3e2m), TH3) in
let MK3 = expands(prk4e3m, TH3) in
let len3 = H((TAG_LEN3, TH3, EAD3)) in
let mac3_check = KDF((k2b(MK3), I, g2b(A_pub), TH3, EAD3, len3)) in

if MAC3 = mac3_check then
event E_STEP3_I_to_R(b2k(MAC3), M3);
let TH4 = H((TH3, msg3, g2b(A_pub))) in
let PRKout = expands(prk4e3m, TH4) in
let AK = expands(PRKout, TH4) in
let e_app_data1 = aead_enc(AK, TH4, app_data1) in
out(c, s_debug);
out(c, e_app_data1);
0

else
0.

end
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Algorithm 6 Main process
Input : Channel c; ProVerif processes Initiator(skKEM, PKKEM) and Responder;

KEM keypair (skKEM,PKKEM = pk(skKEM))
Output: Parallel composition: replicated Initiator, replicated Responder, and Phase 1 FS check;

Forward Secrecy exposure test by outputting skKEM in Phase 1

begin
process
new skKEM: skey; (* ephemeral KEM secret key *)
let PKKEM = pk(skKEM) in (* corresponding public key *)
( (!Initiator(skKEM, PKKEM)) | (!Responder) |
( phase 1; out(c, (skKEM)) (* Security requirement : Forward Secrecy *) ) )

end

Table 3: Security requirements verification query

Security Requirement Verification Query

Availability
Q1: inj-event(E STEP1 I to R(k,msg)) ==> inj-event(S STEP1 I to R(k,msg))
Q2: inj-event(E STEP2 R to I(k,msg)) ==> inj-event(S STEP2 R to I(k,msg))
Q3: inj-event(E STEP3 I to R(k,msg)) ==> inj-event(S STEP3 I to R(k,msg))

Identity Concealment
Q4: query attacker(CI)
Q5: query attacker(CR)

Confidentiality
Q6: not attacker p1(app data1[])
Q7: not attacker p1(app data2[])

Secure Key Exchange

Q2: inj-event(E STEP2 R to I(k,msg)) ==> inj-event(S STEP2 R to I(k,msg))
&&
Q3: inj-event(E STEP3 I to R(k,msg)) ==> inj-event(S STEP3 I to R(k,msg))
&&
Q6: not attacker(app data1[])

Perfect Forward Secrecy Q9: ( phase 1; out(c, (skKEM))) && query attacker(app data1[])

Verification Summary:

• Query inj-event(E_STEP1_I_to_R(k,msg)) ==> inj-event(S_STEP1_I_to_R(k,msg)) is false.
• Query inj-event(E_STEP2_R_to_I(k,msg)) ==> inj-event(S_STEP2_R_to_I(k,msg)) is true.
• Query inj-event(E_STEP3_I_to_R(k,msg)) ==> inj-event(S_STEP3_I_to_R(k,msg)) is true.
• Query not attacker_p1(CI[]) is true.
• Query not attacker_p1(CR[]) is true.
• Query not attacker_p1(skKEM[]) is true.
• Query not attacker_p1(app_data1[]) is true.
• Query not attacker_p1(app_data2[]) is true.

Figure 2: Verification result of ProVerif.

4.1 Formal Verification Results and Mitigation

The formal verification results obtained from ProVerif reveal a mixed security posture across different
stages of the analyzed protocol. As shown in Table 3, the Availability query (Q1) failed (false), in-
dicating the absence of injective correspondence between the initiator and responder during the initial
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exchange (Step 1: I→ R). This means the protocol cannot guarantee message uniqueness or origin au-
thenticity in the early phase. Consequently, Step 1 messages can be replayed or injected by an adversary
to trigger redundant computations on the server side—an issue commonly associated with Denial-of-
Service (DoS) and ClientHello replay vulnerabilities observed in TLS- and EAP-based handshakes.
The lack of a freshness check (e.g., nonce or timestamp validation) or early authentication at this stage
directly contributes to this weakness.

In contrast, the Mutual Authentication queries (Q2–Q3) returned true, demonstrating successful
injective agreement between the initiator and responder during Steps 2 and 3. This confirms that,
once the handshake progresses beyond the unauthenticated pre-phase, both entities correctly recognize
each other as legitimate communication partners, thereby ensuring mutual trust and protection against
impersonation attacks. Furthermore, the Identity Concealment properties (Q4–Q7) were all satisfied
(true), signifying that the client and responder identifiers (CI, CR) as well as encrypted application data
(app data1, app data2) remain confidential and are not observable by the attacker. These results con-
firm that once encryption begins, the protocol effectively prevents information leakage and preserves
user privacy. Although the Secure Key Exchange (Q8) was not explicitly displayed in the output, the
secrecy of encrypted application data implies that session keys are securely established. However, Per-
fect Forward Secrecy (Q9) requires further verification, since its proof depends on the resistance of the
KEM-derived session key (skKEM) even after private key exposure in phase 1.

Overall, these findings illustrate that the protocol achieves strong confidentiality and mutual au-
thentication guarantees in later phases but remains vulnerable during its unauthenticated initiation. The
early unprotected exchange allows attackers to exploit message replay or flooding vectors, undermining
system availability despite cryptographic robustness in subsequent steps.

Mitigation and Discussion: To address the failed availability property (Query Q1), the protocol
should incorporate a lightweight freshness mechanism (such as a nonce, timestamp, or sequence num-
ber) within Step 1 to prevent replay and duplication. In addition, implementing responder-side coun-
termeasures such as rate-limiting or client puzzle techniques can reduce computational overhead under
flooding conditions. Where feasible, introducing a pre-shared authentication token or ephemeral signa-
ture can also bind Step 1 messages to legitimate clients without compromising the zero-trust design of
subsequent phases. Together, these enhancements restore availability guarantees and strengthen early-
stage resilience against replay-driven DoS attacks while maintaining the verified confidentiality and
mutual authentication properties.

It should also be noted that the observed failure of Query Q1 partly arises from the symbolic abstrac-
tion used in the ProVerif Dolev–Yao model. In this model, Diffie–Hellman (DH) exponents and group
operations are treated as algebraic symbols, and the adversary’s manipulation capabilities are intention-
ally restricted. As a result, some availability-related correspondence failures may stem from modeling
limitations rather than fundamental design flaws.

5 Implementation and Performance Evaluation

5.1 Implementation
The implementation of the proposed Hybrid-EDHOC protocol was carried out using a native develop-
ment environment on an Apple MacBook M3 (8-core CPU and 10-core GPU, 16 GB unified memory,
macOS Sequoia 14.0). This hardware configuration provides a balanced platform for both cryptographic
computation and protocol simulation, enabling efficient benchmarking of hybrid post-quantum primi-
tives such as X25519 and ML-KEM-768 within the EDHOC key exchange process. The system was
compiled using Clang 15.0 with OpenSSL-OQS 3.0.13 and the custom Hybrid-EDHOC protocol integra-
tion module. All experiments were executed in a single-threaded mode to ensure reproducible timing
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results, while memory profiling and key-length verification were performed using native macOS diag-
nostic tools.

The MacBook M3’s ARM-based architecture (Apple Silicon) offers hardware-accelerated crypto-
graphic operations through its unified memory design and efficient vector instruction sets (NEON). This
hardware advantage significantly improves the performance of public key operations particularly hybrid
encapsulation and decapsulation allowing precise evaluation of computational overhead compared to
the classic EDHOC (X25519-only) baseline.

Overall, this implementation environment demonstrates that even on a mobile-class platform, the
proposed Hybrid-EDHOC with hybrid post-quantum key exchange achieves feasible performance while
maintaining strong forward secrecy and resistance against quantum attacks.

To systematically assess performance, four protocol variants were implemented and benchmarked:

(1) EDHOC (Classic) - the baseline defined in RFC 9528, using X25519 elliptic-curve Diffie–Hellman
for key exchange.

(2) EDHOC (ML-KEM-768) - a modified EDHOC instance that replaces ECDH with the Module-
Lattice-based KEM (ML-KEM-768), providing full post-quantum confidentiality but without clas-
sical key material.

(3) Hybrid-EDHOC (Classic) - the re-implemented version of EDHOC within the Hybrid-EDHOC
framework, retaining the same classical X25519 operations but using the unified key derivation
interface.

(4) Hybrid-EDHOC (Hybrid) - the proposed hybrid configuration that concatenates the X25519
shared secret with the ML-KEM-768 shared secret during pseudorandom-key (PRK) computation,
achieving both classical and post-quantum security in a single handshake.

These four variants enable direct comparison between classical, post-quantum-only, and hybrid con-
figurations, highlighting the performance and security trade-offs introduced by the additional PQC com-
ponents.

The implementation was successfully executed and produced consistent results across all mod-
ules. The method mapping correctly stored authentication pairs (Iauth,Rauth) for each mode m ∈
{0,1,2,3}. Initiator and Responder exchanged hybrid ECDH–KEM messages (M1,M2,M3), per-
forming key derivation and authentication as defined. Final verification confirmed the generation of
exporter secret and validated injective agreement and secrecy properties in the protocol flow. The
hybrid shared secret (sshybrid) was derived correctly from both ECDH and KEM inputs, ensuring for-
ward secrecy across sessions. Overall, the prototype demonstrated functional correctness and security
compliance with the EDHOC specification.

Table 4: Key length comparison of the EDHOC [2] and Hybrid-EDHOC protocols

Parameter
EDHOC [2] Hybrid-EDHOC

Classic Post-Quantum Classic Hybrid

Public key length 32 B (X25519) 1184 B 32 B (X25519) 1216 B

Private key length 32 B 2400 B 32 B 2400 B

Ciphertext length – 1088 B – 1120 B

Shared secret length 32 B 32 B 32 B 32 B

Total key exchange payload ≈64 B ≈2300–2400 B ≈64 B ≈2300–2400 B

Algorithm type ECDH (X25519) ML-KEM-768 ECDH (X25519) ECDH (X25519) + ML-KEM-768
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5.2 Performance Evaluation
Figure 3 illustrates the cryptographic processing time breakdown for four EDHOC variants, measured
on an Apple MacBook M3 device under identical execution conditions. Each panel decomposes the total
handshake duration into five principal cryptographic phases: Key Generation (KeyGen), Encapsulation
(Encaps), Decapsulation (Decaps), Shared Secret Derivation, and HKDF Expansion. This breakdown
provides a fine-grained view of where computational effort is spent during the establishment of authen-
ticated session keys.

For the EDHOC (CLASSIC) variant, the total processing time is predominantly governed by the
X25519 shared-secret computation (approximately 1.78 ms), followed by key generation (0.81 ms) and
HKDF expansion (0.65 ms). These results confirm the efficiency of classical elliptic-curve operations,
which offer fast scalar multiplication and low key-derivation overhead, making them well-suited for
constrained or latency-sensitive devices.

In contrast, the EDHOC (ML-KEM-768) variant exhibits a substantial increase in total process-
ing time due to the inclusion of post-quantum primitives. Encapsulation (1.52 ms) and decapsulation
(1.33 ms) together dominate the computation, accounting for over 70% of the total runtime, while
shared-secret derivation (0.85 ms) remains a secondary contributor. This trend highlights the additional
computational cost introduced by lattice-based cryptography, particularly during the encapsulation and
decapsulation stages, which involve polynomial arithmetic and matrix operations.

Figure 3: Cryptographic processing time breakdown

The hybrid configuration, HYBRID-EDHOC (HYBRID), further combines the cost of both ECDH
and ML-KEM operations. Although this increases processing time relative to either standalone variant,
it provides a balanced trade-off between classical efficiency and post-quantum resilience, an important
consideration for transitional 6G and IoT deployments where forward security and quantum resistance
must coexist.
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The EDHOC (Classic) configuration mirrors the standard EDHOC behavior, confirming that the ad-
ditional formatting overhead in message structure does not affect cryptographic performance. Finally,
the Hybrid-EDHOC (Hybrid) variant combining ECDH (X25519) with ML-KEM-768 shows interme-
diate results. Encapsulation and decapsulation dominate (2.01 ms and 1.99 ms, respectively), while the
inclusion of both X25519 and ML-KEM contributes to a moderate increase in total latency.

Overall, these results reveal the trade-off between classical efficiency and post-quantum robustness.
The hybrid approach achieves quantum-resilient key exchange while maintaining a reasonable compu-
tational footprint suitable for constrained devices.

Figure 4: Overhead percentage of full handshake

A total of 10,000 full handshake executions were performed to obtain statistically stable averages for
both cryptographic and communication overhead. Figure 4 presents the measured Central Processing
Unit (CPU) utilization and memory usage across four protocol variants: EDHOC (Classic), EDHOC
(ML-KEM-768), Hybrid-EDHOC (Classic), and Hybrid-EDHOC (Hybrid).

The results show that CPU utilization remains extremely low for all configurations below 1.5% even
in post-quantum and hybrid modes. Specifically, the EDHOC (Classic) and its Hybrid-EDHOC counter-
part exhibit an average CPU usage of only 0.43%, while the PQC-based EDHOC (ML-KEM-768) and
Hybrid-EDHOC (Hybrid) variants reach 1.08% and 1.27%, respectively. This confirms that the introduc-
tion of lattice-based and hybrid computations adds only a marginal processing cost, demonstrating that
the integration of ML-KEM primitives into EDHOC is computationally lightweight.

Memory utilization follows a similar trend. As shown in the right panel of Figure 4, EDHOC
(Classic) and Hybrid-EDHOC (Classic) consume around 1.15% of available memory, while PQC and
hybrid variants require 2.24% and 2.98%, respectively. Even in the most demanding configuration,
total memory consumption remains well below 3%, indicating that Hybrid-EDHOC maintains excellent
scalability and suitability for lightweight, resource-constrained IoT devices.

In addition to static resource profiling, the time-based breakdown in Figure 5 and the comparative
plot in Figure 5 further validate the efficiency of the proposed design. The full handshake distribu-
tion confirms that over 80% of total execution time is dominated by cryptographic processing (ECDH
scalar multiplication and KEM encapsulation/decapsulation), while communication and framing over-
head remain under 20%. When excluding one-time pre-computation tasks (Steps 1.1 and 1.2 in Hybrid-
EDHOC), the net handshake time decreases by 0.45–0.55 ms for PQC and hybrid variants, showing that
pre-computation contributes less than 8% of the total latency.
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Figure 5: Time execution of full handshake

Together, these results confirm that Hybrid-EDHOC achieves post-quantum resilience with less than
a two-fold increase in computational overhead while preserving the hallmark characteristics of ED-
HOC: low latency, compact message size, and minimal resource footprint, making it practical for secure
communication in constrained and edge computing environments. Although the evaluation was con-
ducted on an Apple MacBook M3 to ensure reproducibility and high-precision timing, the measured
computational footprint remains scalable to constrained embedded platforms. Considering that Hybrid-
EDHOC’s total CPU utilization is below 1.5% and memory usage below 3% on a general-purpose ARM
system, an equivalent implementation on low-power microcontrollers (e.g., ARM Cortex-M4/M7 or
RISC-V RV32IM) would proportionally scale with available clock frequency and instruction set effi-
ciency. While our experiments were not performed on embedded boards, previous EDHOC benchmark
studies on IoT devices such as the nRF52840 and STM32L4 have reported handshake durations in the
range of 10–25 ms for the classical configuration. Extrapolating from these results, the hybrid con-
figuration is expected to increase latency by approximately 3–5× (to 20–35 ms per handshake) while
maintaining acceptable energy consumption for typical IoT duty cycles. This indicates that the pro-
posed Hybrid-EDHOC can feasibly operate on constrained edge and sensor devices with only moderate
delay and resource usage, confirming its practical applicability in real-world deployments.

6 Conclusion
In this paper, we proposed a hybrid EDHOC (Hybrid-EDHOC) protocol that provides both classical
and post-quantum security by instantiating KEM with PQC–KEM. Specifically, Hybrid-EDHOC is built
upon the most compact and efficient EDHOC Authentication Method Type 3 (Static DH Key) [2].
The main design ideas are: (1) static ECDH raw public keys are treated as pre-shared secrets; (2) an
ephemeral PQC–KEM is introduced to achieve post-quantum and forward-secure key exchange; and (3)
the PQC–KEM shared key is incorporated as additional key material in the computation of the pseudo-
random key (PRK). In Hybrid-EDHOC, the initiator I and responder R derive an authenticated session
key PRKout while preserving forward secrecy, identity protection, security against identity misbinding,
and classical security against key compromise impersonation (KCI) attacks. As discussed in Section 3.5,
the protocol does not achieve full post-quantum resistance against KCI due to the inherent static DH key
structure.
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We formally verified the Hybrid-EDHOC protocol using ProVerif to assess secrecy, authentication,
and injective agreement properties. The verification results confirm that all session keys and appli-
cation data remain secret from the adversary, and that injective agreement holds for message Steps 2
and 3 between the initiator and responder, ensuring correct mutual authentication and key confirmation.
However, the first-step injective agreement query (Q1) returned false, indicating a lack of freshness or
replay-prevention in the early session phase. This limitation reflects that the unauthenticated initiation
message (Step 1: I → R) may be replayed or duplicated by an attacker to exhaust server resources,
similar to early-phase replay vulnerabilities observed in TLS or EAP handshakes.

To mitigate this weakness, the protocol can incorporate a lightweight freshness mechanism, such as a
nonce, timestamp, or sequence identifier, within Step 1 to ensure message uniqueness and resist replay-
based flooding. In addition, implementing rate-limiting or client puzzle mechanisms on the responder
side can further enhance availability without affecting the protocol’s lightweight characteristics. These
adjustments would eliminate the availability gap indicated by Query Q1 while maintaining the verified
secrecy and mutual authentication guarantees in later steps.

It is also important to acknowledge that the symbolic Dolev–Yao model used in ProVerif imposes
certain abstractions on Diffie–Hellman algebraic operations, which constrain the adversary’s ability to
manipulate exponents computationally. Therefore, the failed availability query should not be interpreted
as a fundamental design flaw but rather as an artifact of symbolic modeling limitations. By clarifying
this distinction, the analysis provides a more complete view of Hybrid-EDHOC’s formal soundness under
both symbolic and computational interpretations.

To validate the practicality of Hybrid-EDHOC, we implemented the protocol and executed 10,000 full
handshake iterations under identical computing conditions. The experimental results demonstrate that
CPU utilization remains below 1.5% and memory usage below 3%, even in hybrid and post-quantum
configurations. The EDHOC (Classic) using X25519 achieves an average total latency of 3.9 ms, while
the EDHOC (ML–KEM–768) and the Hybrid-EDHOC (Hybrid) using X25519+ML–KEM–768 variants
require approximately 6.7 ms and 7.4 ms, respectively. These findings confirm that Hybrid-EDHOC
attains post-quantum resilience with a modest performance overhead (less than a two-fold increase)
while maintaining lightweight and low-latency properties suitable for constrained IoT environments.

As future works, we plan to extend Hybrid-EDHOC with dynamic authentication methods and hybrid
signature–KEM compositions for post-quantum security against KCI, as well as refine the message flow
to eliminate the early-stage injective agreement gap revealed by the ProVerif analysis. Furthermore,
integrating explicit freshness and replay-resistance mechanisms during Step 1 will be a key direction
toward achieving complete end-to-end quantum-safe and availability-assured security for lightweight
IoT and 6G environments.
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