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Abstract

The IVXYV voting system is an electronic voting protocol currently used in Estonia. Due
to its societal importance, IVXV has been the subject of extensive analysis, and several
security and privacy issues have been identified. However, only a limited number of studies
have applied formal verification to IVXV, despite the strong need for rigorous and system-
atic assurance of its security. Formal methods, particularly symbolic model approaches,
represent exchanged messages as symbolic terms and define possible operations according
to the assumed security of cryptographic primitives. This allows exhaustive verification
of whether security and privacy requirements are satisfied under the presence of an active
adversary. While symbolic approaches enable automated and comprehensive reasoning,
they encounter limitations when dealing with protocols like IVXV that employ algebraic
cryptographic primitives. Considering all algebraic operations available to an adversary of-
ten leads to non-termination, whereas restricting adversarial capabilities risks overlooking
potential vulnerabilities. To address this challenge, the Computationally Complete Sym-
bolic Attacker (CCSA) has been proposed, enabling semi-automatic verification without
constraining adversarial power. In this work, we present an analysis of a fragment of the
IVXV protocol within the CCSA framework and propose a verification methodology that
advances the rigorous security analysis of [IVXV.

1 Introduction

Elections are one of the most important processes of democracy. Given their importance,
considerable effort is required to ensure secrecy and eligibility of votes in an election and the
integrity of the election. To expand accessibility of elections, a number of online voting protocols
have been proposed. The Helios voting protocol [16, 3] and the IVXV voting protocol, which
was proposed in [15], are such voting protocols that are used in practice. In particular, IVXV
is used in political elections in Estonia. Although such protocols have been extensively studied
due to their importance, some attacks are discovered after the protocols are deployed in practice
(e.g., [12, 17]). Since such protocols use cryptographic schemes, such as homomorphic public-
key encryption schemes, analysis of such protocols requires knowledge of cryptographic theory,
and even experts in this area of research may make mistakes in analysis. For more rigorous
analysis of cryptographic protocols, the application of formal methods has been proposed and
tools to automate the formal analysis have been developed (e.g., ProVerif [18] and Tamarin
Prover [19]).

Recently, Baloglu et al. [6] analyzed various security properties required for IVXV using
ProVerif and Tamarin, found several attacks on the properties, and proposed some improve-
ments. However, in their analysis, attacks found by Miiller [17] are out of scope. The reason is
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that ProVerif and Tamarin are tools based on symbolic security models, in which the attacker
is assumed to have limited computational ability for analyzing messages, because otherwise
the automatic analysis tends not to terminate. To remove this limitation, the computationally
complete symbolic attacker [9, 10, 7, 8] (CCSA) has been proposed. CCSA is a logical method-
ology in which the attacker is as strong as in the computational model used in cryptographic
theoretical analysis. While ProVerif and Tamarin can analyze protocols fully automatically,
analyses in CCSA are not fully automated. For (partial) automation, we may implement anal-
yses in CCSA using general-purpose proof assistant software such as Coq [14], now known as
Rocq [1], or the Squirrel prover [2, 5, 4], which has been developed for the CCSA logic.

In this paper, toward formal analysis of the IVXV protocol, we analyze a small fragment
of IVXV in the computationally complete symbolic attacker for equivalence properties [10, 8],
which was used for the analysis [7] of the FOO voting protocol. We also aim at analyzing the
improvement of IVXV proposed by Miiller for protecting against the shifting attacks he found.
To this end, we introduce some function symbols for describing cryptographic primitives used in
the fragment and introduce some axioms for the cryptographic primitives. Since we analyze only
a small fragment, we still need a significant amount of effort. However, the function symbols
and the axioms introduced in this paper are essential for the vote secrecy of the improvement
Miiller proposed. In addition to the analysis of the full version of IVXV, we still need to prove
the computational soundness of the axioms, to show that the security proofs in our analysis
imply the security in the computational model.

2 Computationally Complete Symbolic Attacker

We summarize the syntax of the computationally complete symbolic attacker (CCSA) for equiv-
alence properties and informally explain the semantics, focusing only on what’s necessary for
this paper. For detailed and formal definitions, we refer the reader to [10] and [g].

The computationally complete symbolic attacker for equivalence properties is a logic for
analyzing computational indistinguishability between two executions of cryptographic proto-
cols. It enables us to analyze computational indistinguishability through symbolic (syntactical)
manipulation of terms when possible. Terms are interpreted as bitstrings in the semantics but
also express how the bitstrings are computed. It has the indistinguishability predicate on two
sequences of terms, for expressing computational indistinguishability between two sequences of
messages an attacker can see in two executions of a protocol.

2.1 Terms and Formulas

Let X be an infinite set of variables. Let F be an infinite set of function symbols. Any function
symbol f € F is associated with a natural number n, which we call the arity of f. We often
indicate the arity by formal arguments; for example, f(_, _) denotes a function symbol of arity
2. The set T of terms is defined by the following grammar:

t = f(t1,...,t,) | iftothenty elsety

where f € F is any function symbol and n is the arity of f.
We assume that there is an infinite subset N' C F of function symbols with arity 0, which
we call names. We also assume that there are at least the following function symbols:

e True, False, and 0 of arity 0
e EQ(_, ), of arity 2
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We will later further assume other function symbols.

Among other formulas, we only introduce the atomic formula for the indistinguishability
relation because we focus on the indistinguishability relation in this paper. The set of formulas
is the set of first-order formulas built from the atomic predicates on terms

tl,...,tnwnul,...,un

where tq,...,t, and uq,...,u, are terms and n is a natural number. We omit the subscript n
in ~,, since it is clear from the context.
We define the equality predicate u = v by

u=v = EQ(u,v)~ True.

2.2 Semantics

The semantics is defined as usual in the semantics of the first-order languages once we define
the semantics of terms and the atomic formulas. A function symbol f € F with arity n is
interpreted as a polynomial-time algorithm, which outputs a bitstring on inputs n bitstrings.
Such an algorithm does not share memory between executions or with other algorithms and
may be randomly chosen in each execution of a protocol.

The basic function symbols introduced above are interpreted as follows:

e True and False are bitstrings for Boolean constants, 0 is an empty bitstring.
e EQ is the function that returns True if the two bitstrings are equal and False otherwise.

The conditional expression if uthenvelse w evaluates to the bitstring for v or w depending
on whether the bitstring for w is the bitstring for True or not.

2.3 Axioms

We show some of the core axioms of CCSA. To analyze a protocol, we usually assume some
more function symbols for cryptographic primitives used in the protocol and add some axioms
for the function symbols. Some axioms are given by axiom schemata, in which x, y, u, v, t, n
and etc. are meta variables for terms, and @ and v are lists of terms.

The following axioms are the minimal set of core axioms used in this paper:

e The indistinguishability relation ~ is an equivalence relation.

The equality relation = is a congruence relation.

IfTrue: if Truethenzelsey = x

IfFalse: if Falsethenzelsey =y

These axioms are computationally sound, i.e., they are valid in the computational semantics.

Since the IVXV protocol uses a CPA-secure public-key encryption scheme, we introduce
some function symbols for the scheme and add some axioms. We first assume function symbols
enc(.,_,_), dec(-,-), ek(.), dk(.), and r(-) that are respectively for encryption, decryption,
encryption key, decryption key, and randomness of encryption. We also assume function symbol
L(_) for the length of plaintexts. We then assume the following axioms. Here f|z] is a list of
terms where a variable x occurs and t{w] is the list of terms obtained by replacing all occurrences
of x in t|z] with a term w.
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e EncDec: dec(dk(z),enc(ek(x),t,r(y))) =1t
e EncCPA:
t]if EQ(L(u), L(u/)) then enc(ek(n;), u, r(ny)) else v] ~
t]if EQ(L(u), L(u')) then enc(ek(n ), u’, r(ns)) else v]
where ny,ns € N do not occur anywhere else.

Note that the side condition of EncCPA requires that no term of the form dec(dk(n;), -) occurs
in both sides of ~.

For example, by assuming L(u) = L(u’) and using EncCPA we can prove the indistinguisha-
bility between two ciphertexts:

enc(ek(z),u,r(y))

= if True then enc(ek(x), u, r(y)) else v (IfTrue)
=if EQ(L(u), L(u)) then enc(ek(z), u,r(y)) else v (assumption)
~ if EQ(L(u),L(u")) then enc(ek(z), v, r(y)) else v (EncCPA)
= if True then enc(ek(z),u’, r(y)) else v (assumption)
= enc(ek(z),u,r(y)) (IfTrue)

3 The IVXYV Voting Protocol and the Shifting Attack

In this section, we briefly review the IVXV voting protocol and the shifting attacks discovered by
Miiller [17], following the description provided in [17]. The shifting attacks exploit the algebraic
properties of the cryptographic primitives used in IVXV, allowing an adversary to manipulate
encrypted votes in a way that shifts their meaning without detection and are considered to be a
variant of the attacks [12, 13] on the Helios voting protocol. Specifically, Miiller demonstrated
that under certain conditions, an attacker can alter ciphertexts so that the decrypted result
corresponds to a different candidate, thereby violating vote privacy. This highlights the necessity
for formal verification techniques that can account for such algebraic manipulations in the
analysis of voting protocols.

3.1 The IVXYV Voting Protocol

The IVXV protocol assumes a homomorphic public-key encryption scheme, a digital signature
scheme, and a zero-knowledge proof system. A homomorphic public-key encryption scheme
is required because it allows reencryption of ciphertexts; someone who does not know the
decryption key may produce a seemingly unrelated ciphertext of the same plaintext.

Following the description provided in [17], an execution of the IVXV protocol is divided into
the following disjoint phases.

Setup Phase The Election Organizer (EO), the administrator of the election, determines
the list of candidates and the list of voters. A public-key infrastructure (PKI) is assumed
for identifying the voters by their verification keys. EO runs a key-generation algorithm of
the public-key encryption scheme. The lists of the candidates and the eligible voters and the
encryption keys are made public.

4
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Submission phase FEach voter who chooses some candidate ch encrypts their choice, then
signs the ciphertext ¢ with their secret signing key, and submits the ballot consisting of the
ciphertext ¢ and the signature o to the Vote Collector (VC). For each ballot b + (c,0), VC
verifies whether o is a valid signature on ¢ signed by an eligible voter. If the verification
succeeds, VC stores the ballot b with the time at which it had been submitted. Voters can
re-vote multiple times.

Tabulation phase From VC, the I-Ballot Box Processor (IBBP) receives the list of ballots.
IBBP first verifies that all ballots in the list are signed by eligible voters. IBBP then extracts
the last submitted ballot of each voter, removes the respective signatures, and forwards the list
By of the resulting ciphertexts to the Mizing Service (MS). MS re-encrypts all ciphertexts in
B, shuffles the resulting re-encrypted ciphertexts uniformly at random, and computes a proof
of correct shuffling mspufe. MS then sends the resulting ciphertexts Bo and wshuse to EO. EO
decrypts the ciphertexts by using its secret key to obtain the final result Res, and produces
a proof of correct decryption mpec. The tuple (Bi, Ba, Tshuffle; TDec, FeS) is the outcome of the
tabulation phase. Eventually EO publishes the result Res after removing the choices that are
not in the list of candidates.

Auditing phase For the output (B, B2, Tshuffle, TDec, Res), the Data Auditor (DA) verifies
whether Tspusfie 18 a valid proof of shuffle for By and By and whether 7pec is a valid proof of
correct decryption for Bs and Res.

3.2 The Shifting Attacks

Miiller found the shifting attacks and encoding attacks against the secrecy of the votes cast by
the voters. Both attacks utilize the homomorphism of the encryption scheme. An encryption
scheme is homomorphic if there is a binary operation ® on the space of ciphertexts and a binary
operation - on the finite field on which plaintexts are encoded that satisfy ¢; ® co is a ciphertext
of my - mo where c¢; and co are respectively ciphertexts of m; and mo.

In the shifting attack, we assume

e The attacker is a legitimate voter.
e The attacker can see a voter V'’s encrypted ballot c.
e There is a candidate ch’ for whom no other voter votes.

In a shifting attack, the attacker guesses the candidate ch for whom the voter V votes and
can determine whether V' actually votes for ch. The attack proceeds as follows. The attacker
computes a ciphertext ¢’ by encrypting ch~!-ch’ where (_)~! is the inverse operator of the finite
field on which plaintexts are encoded. It then submits ¢ ® ¢’ with its signature to VC. Due to
the homomorphism, ¢ ® ¢’ is a ciphertext of ch - (ch™! - ch’) = ch/, which is the candidate for
whom no other voter cast a vote. When the result of the vote is published, if the attacker finds
a vote for ch’, it knows that V voted for ch.

To protect IVXV from such attacks, Miiller suggested that a zero-knowledge proof of knowl-
edge of the plaintext and the randomness used in the encryption should be sent with the en-
crypted ballots. In the attack above, the attacker cannot prove the knowledge of the randomness
for the ciphertext ¢ ® ¢’ because it does not know the randomness for the ciphertext c.
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4 Analysis of a fragment of IVXV

To show the ideas for the analysis of the IVXV protocol in CCSA, we consider a simplified
version of IVXV, in which the roles EO, VC, IBBP, and MS are merged and the shuffling of
ciphertexts and the auditing phase are omitted. Accordingly, we omit the signatures of the
ballots and the proofs mshufle and 7pec verified in the auditing phase. More concretely, we
assume

e Two honest voters A and B respectively vote for candidates ch and chp.
e An attacker that can see the ballot sent by A and controls a voter C.

e A vote collector VC' that decrypts the ballots and publishes the results after removing
votes for invalid candidates.

In this setting, the vote secrecy is formalized as indistinguishability between the above execution
and another execution in which the candidates that A and B vote for are swapped: A and B
respectively vote for chp and chy.

In the analysis below, we analyze the following cases:

e The voter C does not vote. In this case the adversary is simply an eavesdropper.
e The adversary controls C. In this case the shifting attack is possible.
e The adversary controls C' but voters are required to send the proofs of knowledge as

Miiller suggested.

4.1 Case I: Passive adversary

We first consider the case where the adversary is passive, i.e., does not send messages. In this
case, our goal is to prove

¢init7 ¢Uotea (bopen ~ ¢im‘ta (bi;otea (b/open
where
Ginit := ek(T)
enc(ek(T),cha,ry)

voteg := enc(ek(T"),chg,rp)

Duote := vVOtey, votep

votey :

voté)y = enc(ek(T),chp,r4)
votely := enc(ek(T),cha,rp)
@ pte = VOLEY, vOLE

and @open and ¢, ., are shown later. In the above, ek(T') is the public key of EO, and ¢yotc
consists of the ballots of the two voters A and B who respectively vote for the candidates ch 4
and chp. Similarly, ¢/, consists of the ballots of the two voters who respectively vote for the

candidates chpg and ch4.
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P open and (b’opm are respectively the results of the opening of the ballots voted by the two

voters in ¢yote and @',

Gopen 1= county(if valid(dec(dk(T), votes)) then dec(dk(T'), votea) else 0,

if valid(dec(dk(T), voteg)) then dec(dk(T), voteg) else 0)

Gopen = county(if valid(dec(dk(T'), vote/, )) then dec(dk(T'), vote, ) else 0,
(dk(T) ) (dk(T)

if valid(dec(dk(T), votez)) then dec(dk(T), votey) else 0)

where the function symbols valid and count, are (semantically) for checking whether the
argument is a legitimate candidate and for tabulating the votes while hiding the order of the
arguments, respectively. For these function symbols we assume the axioms

valid(ch4) = True
valid(chg) = True,

and

count,(cy,...,c,) = count,(c},...,c,)

ren

where n is a natural number and ¢, ..., ¢, are a permutation of ¢y, ..., c,. We hereafter omit
the subscript n in count,,.

In general, the indistinguishability between two lists of terms 19 and 1, is usually proved by
first proving the indistinguishability 1; ~ ;411 for ¢ = 0,...,n — 1 and then obtaining ¥y ~ ¥,
by transitivity.

Our proof of vote secrecy also proceeds similarly. We first replace the decryption of cipher-
texts in @yote with the decrypted plaintexts. This is done by repeatedly applying the EncDec
axiom to obtain

Qsim'ta ¢votea ¢Open ~ ¢im‘ta ¢votea ¢£pen

where

Gtpen = count(if valid(ch ) then ch 4 else 0,
if valid(chp) then chp else 0)

We then apply the axioms for the function symbol valid shown above together with IfTrue to
obtain

1 2
Ginits Puotes d)open ~ Ginits Puotes d)open

where
2

open -= count(chy, chp)

We then apply the axiom for the function symbol count mentioned above to obtain

2 3
¢inita (bvotea ¢open ~ ¢inita ¢votea ¢open

where

3

open := count(chp, chy)

Now we will swap plaintexts in ¢,q4 to obtain ¢! ... This is done by replacing the first plaintext

chy with chp and then the second plaintext chp with chy. This requires us to consider an
intermediate list of messages

¢! . = enc(ek(T),cha,r4),enc(ek(T),cha,rp).

vote
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Similarly to the example in Section 2.3, we have

3
¢z7nta (bvotea (bopen ¢inita ¢Z0te’ open

and
¢init7 d);jlotea open ¢17L’Lta d)votea d)open

Note that here we can apply EncCPA since dec(dk(T'), -) does not occur elsewhere.
From the steps above, by transitivity, now we have

¢’LTL’Lt7 d)votea ¢open ~ ¢7,mta d)vote? d)open

We can also perform similar steps for ¢init, &) otc, @ but in the reverse order to obtain

open

/ /
¢z’mta (buote’ ¢open ¢'Uote> ¢open7

Finally, we have

d)im'ta ¢votea ¢open ~ d)im'ta ¢;otea ¢Iopen'

4.2 Case II: A voter is controlled by the adversary

We now consider the case where there is a third voter C' who is controlled by the adversary,

and the adversary can observe voter A’s ballot. In this case, it should not be possible to prove

vote secrecy because the shifting attack described in Section 3 is feasible in this fragment of

the IVXV protocol. We shall demonstrate why the proof from the previous case fails here.
The vote secrecy property is specified as

Ginits Dvote (bopen ~ Qinit, (b;otev (b/open

where ¢yote, Dlotes Popen, and ¢opm are extended as follows. Both @0z and ¢, .. are extended

by adding voter C’s ballot:

vote

Dyote := volea, voteg, f(ek(T), votey)
@ ot = votey, votey, f(ek(T), votey)

where f is a function symbol representing the attacker’s computation.
Similarly, ¢open and ¢1,,.,, are extended by adding the opening of voter C’s ballot:

Gopen 1= count(if valid(dec(dk(T'), voten)) then dec(dk(T"), vote4) else 0,
if valid(dec(dk(T'), voteg)) then dec(dk(T), votep) else O
if valid(dec(dk(T), f(ek(T'), votes))) then dec(dk(T), f(ek(T'), votes)) else 0)
@typen = count(if valid(dec(dk(T), votel, )) then dec(dk(T), vote'y ) else 0,
if valid(dec(dk(T), vote)) then dec(dk(T), vote’)
if valid(dec(dk(T), f(ek(T), vote))) then dec(dk (T

else 0
), f(ek(T), vote,)) else 0)

Following a similar approach to the proof in Section 4.1, the vote privacy reduces to

2
¢im‘ta ¢votea ¢()p€n ¢1mta ¢1}0fe7 ¢open



Toward Formal Analysis of the IVXV Voting Protocol using CCSA Sakurada

where

2 . :=count(chy,chp,

open
if valid(dec(dk(T), f(ek(T), voten)))
then dec(dk(T), f(ek(T), votea))
else 0)

@72 en = count(chp, chy

if valid(dec(dk(T), f(ek(T), votéy)))
then dec(dk(T), f(ek(T), voté))
else 0)

We cannot rewrite this further by applying EncDec because there is no ciphertext directly under
dec. Since dec remains in both ¢2 ., and ¢/, and due to the side condition of EncCPA,
we cannot apply EncCPA to replace the plaintexts occurring in votes and wote/,. This makes
it impossible to prove vote secrecy, which is consistent with the fact that the shifting attack is

indeed feasible for this fragment of the IVXV protocol.

One might consider whether assuming a stronger axiom for the encryption scheme, such as
EncCCA from [8], would allow us to prove the above indistinguishability. However, since the
(full) IVXV protocol requires the encryption scheme to be rerandomizable, we cannot assume
CCA security, which is necessary for the computational soundness of EncCCA.

4.3 Case III: Extension with proof of possession of plaintexts

To protect vote secrecy against the shifting attack as well as some other attacks, Miiller [17]
suggested that each voter computes non-interactive zero-knowledge proof of knowledge (NIZK
PoK) which proves that the voter knows the plaintext of the encrypted ballot. To incorporate
this extension, we extend our fragment as follows.

We first let the voters send the proofs of knowledge proof (vote;, ek(T), ch;, r;) as follows:

votes := enc(ek(T'),cha,r4), proof(enc(ek(T),cha,74),ek(T),cha,74)
voteg := enc(ek(T"),chg,rg), proof(enc(ek(T),chp,rp),ek(T),chp,rp)
votec := f(ek(T), votea), g(ek(T), voten)

The voter C, which is controlled by the adversary, also sends a message g(ek(T), votea) for the
proof. When EO opens the ballots, it verifies the proofs of knowledge, and then counts valid

9
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votes:

open , := if verify (ek(T), vote4)
then if valid(dec(dk(T"), votea)) then dec(dk(T'), vote4 ) else 0
else 0

openg = if verify (ek(T), voteg)
then if valid(dec(dk(T), votep)) then dec(dk(T'), votes) else 0
else 0

openg := if verify (ek(T), votec)
then if valid(dec(dk(T"), votec)) then dec(dk(T), votec) else 0
else 0

Gopen 1= count(open,, openg, openc)

For the function symbols proof and verify, we assume the following axioms, which corre-
spond to the security properties required for NIZK PoK.

o Zero-knowledge (ZK): We assume that there is a function symbol proof;,, and the axiom
proof(enc(ek(T), ch;,r;),ek(T), ch;,r;) = proof,, (enc(ek(T), ch;,;.))

This axiom corresponds to the zero-knowledge property of the NIZK PoK: There is a
simulator that, without having the knowledge, can generate a simulated proof that is
statistically indistinguishable from the honestly generated proof.

e Simulation soundness (ZKsound): We assume that there is a function symbol ext and the
axiom

if verify (ek(T), ¢, p) then u[dec(dk(T), ¢)] else v

= if verify (ek(T), ¢, p) then ulext(ek(T), p)] else v
where the term ul[dec(dk(T),c)] is a term containing the subterm dec(dk(T),c) and
u[ext(ek(T"), p)] is the term obtained by replacing all occurrences of dec(dk(T), ¢) with
ext(ek(T), p) in u[dec(dk(T), ¢)]. This axiom corresponds to the simulation soundness of

the NIZK PoK of plaintext: There is a knowledge extractor that extracts the knowledge
from any valid proof.

e Completeness (ZKcomplete)
verify (ek(T), enc(ek(T), ch;, r;), proof (enc(ek(T), ch;,r;),ek(T), ch;,r;)) = True

This axiom corresponds to the completeness of the NIZK PoK: An honestly generated
proof is verified with probability 1.

Here the function symbols proof;,,, and ext represent the simulator and the knowledge ex-
tractor of the underlying zero-knowledge proof of knowledge scheme, respectively.

We also extend ¢/, and ¢/,,.,, similarly. Then the vote secrecy is defined as:

Ginits Duote (bopen ~ Qinit, (b;oty (b/ope'n,

Its proof proceeds as follows.

10
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Using the axioms ZKcomplete and IfTrue, we first have

Ginits Puotes (bopen ~ Qinity Puotes Qb})pen

where
QS},pen := count(if valid(dec(dk(T'), votes)) then dec(dk(T'), vote, ) else 0,
if valid(dec(dk(T'), voteg)) then dec(dk(T'), voteg) else 0,
openg:.)

Similarly to the proof in Section 4.1, we also have

1 2
Ginits Puotes d)open ~ Ginits Puotes d)open

where
@2 pen = count(ch 4, chp, open,,.)

By applying the axiom ZK, we respectively replace the proofs

proof(enc(ek(T),cha,74),ek(T),cha,ra), and
proof(enc(ek(T),chpg,rp),ek(T),chg,rp)

with the simulated proofs

proof g, (enc(ek(T),chy,r4)), and
proof; . (enc(ek(T),chp,rp))

in (;b'uote and d)tQ)pen? and then have

2 3 3
¢i7bit? (;b'uotea ¢)open ~ ¢i7Lit7 vote? ¢)open
where

voted := enc(ek(T),ch4,74), proof;,, (enc(ek(T),cha,74))
votel, := enc(ek(T), chp, rg), proof,, (enc(ek(T),chp,rp))

votel, := f(ek(T),vote?,), g(ek(T), vote)

3

— 3 3 3
vote -= votey, votey, votes

opens, 1=
if verify (ek(T), votel,)
then if valid(dec(dk(T), votel,)) then dec(dk(T), vote},) else 0

else 0

3

— 3
open := count(ch4, chp, openy,.)

We then apply the axiom ZKsoundness and have
3 3 3 4
Pinit, ¢votea ¢open ~ Pinits ¢vote7 ¢()pen

11
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where

4

open := count(chy, chg,

if verify (ek(T), votel)
then if valid (ext(g(ek(T), vote?))) then ext(g(ek(T), vote?,)) else 0
else0)

Since no decryption occurs in ¢, ¢35, and (bf;pen, we can apply axiom EncCPA, as in Sec-
tion 4.1, to replace the two ciphertexts enc(ek(T"),cha,r4) and enc(ek(T),chp,rp) with one

another in ¢3_,, and ¢‘épen, and have

3 4 5 5
(binit; ¢votea ¢open ~ ¢init; ¢vote’ ¢open'
where

vote®, := enc(ek(T),chp,74), proof;,, (enc(ek(T),ch,r4))
vote, := enc(ek(T),ch4,7p), proof ;,, (enc(ek(T),chp,r3))
votel := f(ek(T),vote?,), g(ek(T), vote?,)

3 5 5 5
vote -= votey, votep, votes

open% =
if verify (ek(T), voted)
then if valid (dec(dk(T'), votel,)) then dec(dk(T), vote,) else 0
else 0

¢?)pen = COlll’lt(ChA, ChB; OPEHSC.)

Now, by transitivity, it remains to show

5 5
¢inita votes (bopen ~ ¢inita (b;otev (b/open

which is proved first by applying the axiom for count and then by similarly performing the
derivation above.

5 Conclusion

In this paper, toward the formal analysis of the IVXV voting protocol, we have analyzed
a fragment of IVXV and an improved version using the computationally complete symbolic
attacker. To this end, we have introduced function symbols for representing the cryptographic
primitives used in IVXV and axioms for these primitives. Since we have analyzed only a small
fragment, a significant amount of effort is still needed for analyzing the full version. The proof in
this paper is hand-written, and since such proofs may contain errors, it is desirable to automate
the construction and verification of the proof for the full version. We also need to prove the
computational soundness of the axioms to guarantee that our security proof implies security in
the computational model. It is also interesting to analyze other voting protocols such as Helios
and Belenios [11] using CCSA because these protocols use zero-knowledge proof systems and
the function symbols and axioms for NIZK PoK may be potentially adapted to these analyses.
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