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Abstract

Zero Trust Network Access (ZTNA) represents a significant advancement in network se-
curity by adopting a "never trust, always verify” approach. In ZTNA, users request access
to the system, while verifiers determine whether access should be granted. Determining
whether a user is authorized to access the system while preserving their privacy remains
a challenging task. There are methods to protect the privacy of communication networks
using Fully Homomorphic Encryption and Attribute-Based Encryption. However, their
approach does not include a method for verifiers to detect tampering, making it insuffi-
cient to achieve ZTNA. To address this issue, we propose a practical privacy-preserving
ZTNA system by simultaneously applying Chameleon Hash Functions and Homomorphic
Encryption. Our system operates under a security model with certain assumptions and
adversary capabilities expanded further in the paper. Our approach compares between two
types of homomorphic encryption: Partial Homomorphic Encryption (PHE), which allows
only addition or multiplication, and Fully Homomorphic Encryption (FHE), which imposes
no restrictions on homomorphic addition and multiplication. We implement our system
using Fully Homomorphic Encryption (FHE) with the Krawczyk-Rabin chameleon hash
scheme, wherein the system is modeled using the Role-Operation-Target (ROT) framework
and by employing a chameleon hash function for access control data, we realize a method
to prevent tampering by verifiers, thereby achieving ZTNA. To validate our approach, we
provide formal security analysis including theoretical security proofs and comprehensive
threat resistance evaluation against various attack scenarios. We also conduct numerical
evaluation of the proposed ZTNA system with twenty policy combinations to measure
its real-time performance and implementation accuracy. The results are used to discuss
the feasibility of the proposed approach and its potential for practical implementation in
real-world scenarios.

Keywords: Zero Trust Network Access (ZTNA), Fully Homomorphic Encryption (FHE), Partial
Homomorphic Encryption (PHE), Chameleon Hash Function (CH)

1 Introduction

Traditional network security models have relied heavily on perimeter-based defenses, operating
under the assumption that threats primarily originate from outside organizational boundaries [1]. This
paradigm has become increasingly obsolete in today’s distributed computing landscape, where resources
are accessed from various locations, devices, and networks. The concept of “Zero Trust” has emerged
as a response to these changing dynamics, advocating for a security model that eliminates implicit
trust and continuously verifies every access request regardless of its origin [2].
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1.1 Zero Trust Network Access

Zero Trust Network Access (ZTNA) is the system for authentication and access control. These
mechanisms reliably verify user identities and enforce precise permission specifications for operations
on protected resources [3]. Importantly, ZTNA is not a single network topology or a standalone
technology. It constitutes a strategic assembly of multiple principles, designed to safeguard enterprise
assets [4]. Consequently, achieving access control that simultaneously identifies multiple users and
devices while preserving their privacy is a challenging task. It requires the adoption of ZTNA designs
and implementations that inherently incorporate privacy-preserving measures [5].

While ZTNA remains primarily a conceptual framework rather than a specific technology, its im-
plementation requires innovative approaches to access control that go beyond conventional methods.
Current attempts to implement Zero Trust principles often struggle with a fundamental contradiction:
they require access to plaintext credentials, policies, and resource identifiers to perform verification,
thereby creating security vulnerabilities at the very point of access control.

1.2 Homomorphic Encryption and Chameleon Hash functions

Homomorphic Encryption is a cryptographic technology that enables computation on ciphertexts
without requiring decryption, allowing calculations to be performed on data while it remains en-
crypted [6, 7]. Thus, incorporating homomorphic encryption into ZTNA architectures enables the
evaluation of access control policies over encrypted user attributes and contextual data [8]. However,
since homomorphic encryption supports only limited operations such as addition and multiplication
over numerical data, its integration into ZTNA architectures remains technically challenging.

Chameleon Hash functions, introduced by Krawczyk and Rabin at NDSS 2000 [9, 10], are powerful
cryptographic primitives, particularly useful in digital signature schemes and non-interactive commit-
ment protocols, and build upon earlier concepts of trapdoor commitments [11]. They are collision-
resistant hash functions with a trapdoor property that enables only the holder of a secret key to
efficiently find collisions, while preserving a uniform distribution over the output space. Incorporating
the collision-resistant property of Chameleon Hash functions into ZTNA makes it possible to per-
form access control using a common ciphertext derived from different keys held by administrators and
multiple users. This capability facilitates the design of ZTNA architectures with enhanced usability.
However, implementing ZTNA systems that integrate Chameleon Hash functions remains a significant
challenge.

1.3 Owur contribution

Our research introduces a novel privacy-preserving access system that embodies Zero Trust princi-
ples through the strategic integration of Fully Homomorphic Encryption (FHE) and Chameleon Hash
functions. By leveraging FHE, we achieve blind policy evaluation where access control decisions are
computed without the system ever seeing user attributes, policy conditions, or resource identifiers in
plaintext, fundamentally solving the plaintext exposure vulnerability inherent in traditional ZTNA
systems.

However, FHE alone presents critical limitations in dynamic environments where policies require
frequent updates, as traditional FHE implementations would necessitate complete re-encryption of all
policies whenever changes occur, creating substantial computational overhead and potential service
disruptions during policy modification periods.

The Chameleon Hash integration directly addresses these deficiencies by enabling dynamic policy
integrity wherein policies can be legitimately updated by authorized administrators through controlled
hash collisions while maintaining cryptographic proof of integrity and detecting any unauthorized tam-
pering through hash verification processes.

This combination ensures that policy updates can occur efficiently without full re-encryption while
providing continuous integrity assurance that pure FHE cannot deliver. Together, these technologies
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realize cryptographically enforced Zero Trust eliminating trust assumptions and ensuring maximum
privacy. This paper makes the following key contributions:

1. Propose a privacy-preserving ZTNA system: Integrates Fully Homomorphic Encryption
(FHE) and Chameleon Hash to create a privacy-preserving access system that enforces Zero
Trust principles without exposing any sensitive data. Thus, our system can allow verification
operations to be performed on encrypted credentials and policies.

2. Implement and evaluate our proposed system: We implement and analyze the performance
of our system using Fully Homomorphic Encryption (FHE) and Partial Homomorphic Encryption
(PHE), providing optimization insights and benchmarks.

3. Optimization strategies and Future research Opportunities: We proposed a plausible
solutions for future work on optimizing encryption-based access control mechanisms, research
directions for improving efficiency and scalability in Zero Trust implementations using FHE and
Chameleon Hash functions.

It is known that FHE is more computationally challenging than PHE, due to which practical deployment
of FHE-based systems is still underway. In this study, we demonstrate that by appropriately tuning
the weight parameter used in PHE, it is possible to construct an FHE-based system that not only
outperforms its PHE-based counterpart in terms of efficiency but also operates within a practical time
frame.

1.4 Paper organization

The remainder of this paper is organized as follows: Section 2 surveys related work in access
control systems, ZTNA, Homomorphic encryption, and Chameleon Hash applications. Section 3 details
our proposed architecture and implementation approach. Section 4 presents experimental results and
performance evaluations. Section 5 talks about the discussions and outlines for future research. Finally,
Section 6 concludes the paper outlining a concise summary of the project.

2 Existing research and definition

This section examines key research contributions relevant to our privacy-preserving access system
that integrates Homomorphic encryption and Chameleon Hash functions to implement Zero Trust
principles.

1. Zero Trust

The concept of Zero Trust, introduced by Forrester Research [12], advocates a "never trust,
always verify” approach to security, eliminating implicit trust regardless of connection source.
Google’s BeyondCorp and NIST’s Special Publication [13] have provided practical frameworks
for implementing these principles. However, these implementations typically perform verification
on plaintext data, creating privacy vulnerabilities that contradict core Zero Trust principles.

2. Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) is a cryptographic technique that allows computations to
be carried out on encrypted data without first decrypting it. This means sensitive information can
remain confidential throughout the entire processing workflow, making FHE highly suitable for
privacy-preserving applications such as cloud computing. In FHE, operations like addition and
multiplication can be performed directly on ciphertexts. These operations are mathematically
equivalent to those on the original plaintexts, which ensures that the final decrypted result
matches what would have been obtained by computing on the unencrypted data. These equations
express the idea that computations can be carried out directly on encrypted data, and the result
once decrypted is the same as if the operations were performed on the original, unencrypted
data [14].
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Encrypt(m) @ Encrypt(n) = Encrypt(m +n) ...(1)
Encrypt(m) ® Encrypt(n) = Encrypt(m x n) ...(2)

(a) Equation (1): Homomorphic Addition This means that if two plaintext messages m and
n are individually encrypted, their encrypted forms can be added together, and the result
will decrypt to m+n. The operator € represents a homomorphic addition in ciphertexts.

(b) Equation (2): Homomorphic Multiplication Similarly, multiplying two ciphertexts will pro-
duce a new ciphertext that decrypts to mn. The operator ) represents a homomorphic
multiplication.

3. Chameleon Hash

The Chameleon Hash (CH) function, introduced by Krawczyk and Rabin in NDSS 2000[10], is a
special type of hash function that allows controlled collisions using a secret key. It operates with
a public key and produces both a hash value h and a randomness value r for a given message m.
If the secret key holder wants to modify the hash to correspond to a different message m’, they
can compute a new randomness value r’ such that both message-randomness pairs—(h,r) and
(h,r')—remain valid under the same hash function.

In the traditional CH scheme, the hash value is computed as h = g™ pk;,,, where g is a generator
and the public key is defined as pken = ¢g**<». To adapt the hash for a new message m’, the
secret key owner calculates v’ such that the equation m + skep, - 7 = m’ + sken, - 7' holds [10].

4. Research Gap

While Xie et al. [15] established the theoretical foundation for combining homomorphic proper-
ties with Chameleon Hash functions, there remains a significant gap in applying these techniques
to build practical privacy-preserving access control systems. Our work extends their theoretical
model into a practical implementation that maintains data privacy throughout the entire ver-
ification process, thereby creating an access system that truly embodies Zero Trust principles
without compromising on privacy or performance.

3 OUR PROPOSED SYSTEM

This section presents our novel privacy-preserving access system that integrates Homomorphic
Encryption and Chameleon Hash functions to implement Zero Trust principles. We begin with a high-
level overview of the system architecture, followed by detailed descriptions of each component and their
interactions.

3.1 Overview

This section presents our novel privacy-preserving access system that integrates Homomorphic
Encryption and Chameleon Hash functions to implement Zero Trust principles. We begin with a high-
level overview of the system architecture, followed by detailed descriptions of each component and their
interactions.

Threat Model Definition

Our system operates under a security model with the following assumptions and adversary capa-
bilities:
Adversary Model: We consider a computationally bounded adversary A with the following
capabilities:
e Honest-but-Curious Server: The access control server follows the protocol correctly but may
attempt to learn information from encrypted data and intermediate computations.
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o Passive Network Observation: The adversary can observe all network communications be-
tween clients and the access control server.

e Limited Query Manipulation: The adversary cannot arbitrarily modify encrypted queries in
transit due to Chameleon Hash integrity verification.

e No Cryptographic Key Access: The adversary does not have access to FHE secret keys or
Chameleon Hash private keys.

Trust Assumptions:
e The client-side key generation and encryption processes are secure and not compromised.
e The Chameleon Hash verification component operates in a trusted environment.

e Secure channels exist for initial key distribution and policy setup.

3.1.1 Security Limitations and Known Vulnerabilities

Active Attack Vulnerability: Our system inherits the well-known limitation that FHE schemes
are vulnerable to active attacks where malicious adversaries can manipulate ciphertexts to potentially
recover secret key information. In the context of our ZTNA implementation, a malicious client could
theoretically craft specially designed encrypted queries that, when processed by the FHE evaluation
engine, might leak information about the secret key through timing attacks, error patterns, or chosen-
ciphertext analysis.

Semi-Honest Security Limitation: The current implementation provides security guarantees
only against semi-honest (honest-but-curious) adversaries. Fully malicious adversaries who can actively
manipulate the protocol execution, inject false queries, or corrupt the evaluation process are outside
our current security model.

Query Replay Attacks: Without additional timestamp or nonce mechanisms, the system is
susceptible to replay attacks where previously valid encrypted queries could be resubmitted to gain
unauthorized access.

User 4—Pp WebFrontend <« Authentication €——p Access Control Engine

Core Rrocessing

Chameleon Hash ———»  FHE Policy Engine €  Resource Handler €% ..

/

Figure 1: Flowchart of the proposed privacy preserving ZTNA system using Chameleon Hash
and Homomorphic Encryption

Key Management

3.2 System Architecture Overview

The proposed Zero Trust Network Access (ZTNA) system employs a hybrid cryptographic ap-
proach combining Fully Homomorphic Encryption (FHE) for privacy-preserving policy evaluation and
Chameleon Hash functions for integrity verification. The architecture consists of six primary compo-
nents operating in a layered fashion to ensure both security and operational efficiency.

The system architecture follows a modular design where each component serves a specific security
function while maintaining interoperability with other modules. The frontend layer provides user inter-
action capabilities through a Flask-based web interface, while the backend processing occurs through
encrypted computation modules that never expose sensitive policy information in plaintext.
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3.3 Mathematical Notation and Definitions

Before detailing the FHE-based policy evaluation framework, we establish the mathematical nota-
tion used throughout this methodology:

Table 1: Mathematical Notation for FHE-based Policy Evaluation Framework

Symbol \ Description
Encryption and Cryptographic Operations
Encrpp(zx) Fully Homomorphic Encryption of data x
Encaps(x) Advanced Encryption Standard encryption of data x
pkrue, sSkruae FHE public and secret key pair
CH(P,r) Krawczyk-Rabin Chameleon Hash: CH(m,r) = H(m) - r® mod n
tk (or d) RSA private exponent serving as trapdoor key
n RSA modulus for chameleon hash operations
e RSA public exponent for chameleon hash operations
Policy and Attribute Notation
P; Access control policy @
condition; Boolean function defining access conditions for policy 4
action; Set of permitted operations specified by policy @
attr; User attribute
A Complete set of user attributes
T Random value used in Chameleon Hash computation
h; Computed hash value for policy i
Homomorphic Operations
HomEQ(z,y) Homomorphic equality comparison
HomPrefixMatch(z,y) | Homomorphic prefix matching operation
® Homomorphic multiplication (logical AND for binary values)
@ Homomorphic addition (logical OR for binary values)
HomEwval(A, P) Homomorphic evaluation of policy P against attributes A
System Components
StoredPolicy; Complete stored policy structure including encrypted policy and hash
match; Boolean result of policy ¢ evaluation
decision Final access control decision (grant/deny)

3.4 FHE-Based Policy Evaluation Framework
3.4.1 Theoretical Foundation

The core innovation of this system lies in its ability to evaluate access control policies without
revealing the policy contents, user attributes, or resource characteristics to the processing engine. This
is achieved through a structured homomorphic evaluation framework based on the Role-Operation-
Target (ROT) model.

3.4.2 Policy Decomposition Strategy

Each access control policy is decomposed into three fundamental components:

e Role Component (R): Defines the user identity, organizational role, or attribute requirements
necessary for access. This component encapsulates both static attributes (job title, department)
and dynamic attributes (current project assignments, temporary permissions).
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e Operation Component (O): Specifies the permitted actions on the target resource, including
read, write, modify, delete, or execute permissions.

e Target Component (T): Identifies the specific resources, resource categories, or resource pat-
terns that the policy governs.

3.5 Mathematical Framework and Implementation

We describe the Mathematical Framework.

Attribute Encryption and Storage. FEncrur(attr;) is computed as
Encrug(attr;) = FHE.Encrypt(pkrug, attr;).
Also, Encrue(A) is computed as

EncFHE(A) = {ETLCFHE(CL1), E’IICFHE(G,Q), ey EncFHE(an)}.

Policy Representation and Storage.
P; = (condition;, action;)
StoredPolicy; = (Encags(P;), hi, )

Where condition; represents a boolean function on user attributes, action; specifies permitted opera-
tions, and r; serves as the random value for chameleon hashing.

Homomorphic Evaluation Process.
Phase 1: Component Encryption and Verification For each relevant policy P;, the system first
verifies policy integrity:

CH(P;,r;) < hi
User request components are encrypted using the same FHE scheme to ensure homomorphic compati-
bility.
Phase 2: Homomorphic Comparison Operations The system performs encrypted comparisons
for each ROT component:

Encrug(Rresut) = HomEQ(Encrug(Usergote), Encrue(Policyrote))
Encrue(Oresuit) = HomEQ(Encr g e(Requestedoy), Encrue(Policyop))
Encrae(Tresut) = HomPrefixMatch(Encrue(Requestedrarget), Encru g (Policyrarget))

Then, Encrme(match) can be written as Equation (1).

Encrue(match) = HomEQ(Encruge(attr), const)
® HomPrefizMatch(Encrug(resource), prefix) (1)

Phase 3: Result Aggregation The final access decision combines all component results through
homomorphic AND operations:

Encrue(Finalpecision) = Encrap(Rresutt) @ Encrae(Oresuit) ® Encrae(Tresut)
For multiple applicable policies, results are combined using homomorphic OR operations:

Encrug(decision) = CombineResults({ Encrug(matchi), Encrug(matchs), .. .})
The final decision is decrypted in a secure environment:

decision = FHE.Decrypt(skrue, Encrug(decision))
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3.5.1 Multi-Policy Evaluation

Each policy undergoes independent ROT evaluation, and encrypted decisions are aggregated:

Encrue(decision) = Encrpue(matchi) ® Encrue(matchs) @ . ..

Illustrative Example

To illustrate the system operation, consider an HR Manager requesting read access to employee
payroll data. The system processes this request as follows:

e Input: User="HR_Manager", Resource="Employee_Payroll_Q1_2025", Operation="Read"
The Fully Homomorphic Encryption (FHE) evaluation proceeds:

Enc(Rresuit) = HomEval_Compare(Enc(” HR_Manager”), Enc(” HR_-M anager”)) = Enc(1)
Enc(Fresuit) = HomEval Match(Enc(” Employee_Payroll ),
Enc(” Employee_Payroll_Q1-2025”)) = Enc(1)

Enc(Oresuit) = HomEval_Check(Enc(” Read|Write”), Enc(” Read”)) = Enc(1)

Enc(match) = Enc(1) ® Enc(1) ® Enc(1) = Enc(1)

o Result: Access Granted

3.6 Chameleon Hash Integration

The system implements the Krawczyk-Rabin chameleon hash scheme based on the RSA cryptosys-
tem. For a message m and randomness r, the chameleon hash is computed as:

CH(m,r) = H(m) -r° mod n
where n = p - ¢ is an RSA modulus, e is the public exponent, d is the private exponent satisfying
ed =1 (mod ¢(n)), and H(-) is a cryptographic hash function (SHA-256).
The trapdoor property allows computing collisions: given (m1,71) and mg, one can find ro such
that CH(m1,r1) = CH(ma,r2) using the private key d.

3.6.1 Dynamic Policy Update Mechanism
Policy Update Protocol:

1. Collision Parameter Computation:

r=ri- (g((}fj))ymodn

3

such that:
CH(P,,r:) = CH(P,1}) = H(Py) -7§ = H(P}) - () (mod n)

2. Policy Replacement:
(Encaps(P),ri) = (Encags(P;),ri)

3. Hash Preservation: The hash value h; remains unchanged.

3.7 Authentication and Session Management
3.7.1 User Authentication Pipeline

The authentication module operates independently, supporting multiple authentication methods
and enforcing policy evaluation only for authenticated users.

8
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3.7.2 Encrypted Session Context

Each session includes encrypted context information (role, project, time-based permissions), which
influences encrypted access decisions.

3.8 Performance Optimization Strategies
3.8.1 Preprocessing Techniques

e Policy templates are pre-encrypted and cached.

e Frequently used roles and resource patterns are preprocessed.

3.8.2 Evaluation Caching

Encrypted results of previous identical evaluations are cached securely to reduce computation time.

4 Evaluation and Performance Analysis

This section presents a comprehensive performance evaluation of our FHE and Chameleon Hash-
based access control system. Experiments were conducted on an Intel i5-10300H CPU @ 2.5GHz
using the Microsoft SEAL library with 128-bit security parameters. Our evaluation focuses on two key

aspects: system performance characteristics and comparison with Partial Homomorphic Encryption
(PHE).

4.1 System Performance Analysis

We evaluated our FHE+CH hybrid approach by measuring the processing time for policy eval-
uations ranging from 1 to 20 concurrent access requests. Each policy evaluation computes our core
formula:

P(role, operation, target) = R(role) x O(operation) x T'(target)

4.1.1 Evaluation Dataset Configuration:

Our benchmark employs a realistic enterprise access control scenario with the following parameters:
e Roles: 3 distinct roles (HR, Finance, Admin)

e Resources: 3 resource categories (payroll, budget, company _records)

e Operations: 3 operation types (read, write, delete)

e Policy Set: 20 diverse access control policies covering different role-resource-operation combi-
nations

4.1.2 Benchmark Policy Examples:

The 20 concurrent evaluations represent realistic access control scenarios such as:
e HR personnel requesting read access to payroll data

e Finance staff attempting write operations on budget documents

e Admin users performing delete operations on company records

e Cross-departmental access attempts (e.g., HR accessing budget data)

Unauthorized operation attempts (e.g., non-Admin users requesting delete permissions)
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Each evaluation in the ”20 concurrent” benchmark represents a simultaneous access control decision,
where multiple users across different departments request various operations on different resources. This
models realistic enterprise scenarios where multiple access requests occur simultaneously during peak
operational periods.

Run1 [ JRun2 ] Run3

1000 ms
900 ms
800 ms
700 ms
600 ms /
500 ms

400 ms

Processing Time (ms)

300 ms
200 ms
100 ms

0ms
5 10 15 20

Concurrent Policy Evaluations
Note: Each line represents a separate performance measurement run on i5-10300H CPU @ 2.5GHz, 128-bit security, using Microsoft SEAL.

Figure 2: Hybrid Performance graph of Fully Homomorphic Encryption and Chameleon Hash
for Dynamic access control system

Figure 2 illustrates the performance characteristics of our FHE4+CH system across multiple bench-
mark runs. The x-axis represents the number of concurrent policy evaluations (1 to 20), while the y-axis
shows processing time in milliseconds. The results demonstrate the scaling behavior and system-level
effects encountered in real-world homomorphic encryption deployments.

4.1.3 Performance Range and Scaling:

Processing times range from approximately 26-33 ms for single policy evaluation to 498-683 ms for
20 concurrent evaluations. The three benchmark runs show consistent scaling patterns with perfor-
mance variations attributable to system-level effects and cryptographic operation complexity.

4.1.4 Performance Variation Analysis:

The non-perfectly-linear scaling observed across runs can be attributed to several factors:
e Thermal effects: Sustained FHE operations generate significant CPU load, leading to ther-

mal throttling in extended benchmarks. This explains the progressive performance degradation
observed in consecutive test runs.

10
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e Cryptographic operation complexity: Different policy combinations require varying com-
putational paths through HomEQ and HomPrefixMatch operations, resulting in non-uniform
processing times even for the same number of concurrent evaluations.

e System resource management: Memory allocation patterns, garbage collection cycles, and
OS scheduling effects introduce performance variability typical of resource-intensive crypto-
graphic applications.

¢ FHE noise management: While noise accumulation occurs within individual evaluations
rather than across runs, the complexity of noise management operations varies based on ci-
phertext characteristics and operation sequences.

Real-World Deployment Implications: The performance characteristics demonstrate several
important considerations for FHE deployment in enterprise environments:

e Thermal management: Production systems require adequate cooling and thermal throttling
considerations for sustained FHE workloads.

e Performance predictability: The 2-3x variation in processing times necessitates conservative
capacity planning and SLA definitions.

e Concurrent evaluation efficiency: The sub-linear scaling for multiple concurrent evaluations
(20 evaluations taking less than 20x single evaluation time) demonstrates reasonable efficiency
for batch processing scenarios.

Despite the computational overhead and performance variability, these processing times remain
acceptable for high-security enterprise environments where privacy preservation through homomorphic
encryption is prioritized over raw performance. The consistent sub-second response times for up to 20
concurrent policy evaluations support practical deployment in access control systems with moderate to
high security requirements.

Benchmark Methodology: All measurements were conducted on a Windows system using
Python 3.x with TenSEAL library. Multiple runs were performed to capture thermal effects and system
variability. The presented data represents realistic operational conditions including system warm-up
effects and thermal considerations typical of production FHE deployments.

4.2 Comparison with Partial Homomorphic Encryption (PHE)

To enable comparison with PHE, we implemented an alternative approach using weighted addition:

P=w -R+ws-O+ws-T

This adaptation was necessary because PHE schemes (such as Paillier cryptosystem) cannot perform
ciphertext-to-ciphertext multiplication required by our original formula P = R O T, unlike FHE
which supports both homomorphic addition and multiplication operations needed for our HomEQ
and HomAND computations. The weighted linear combination provides a computationally feasible
alternative that leverages PHE’s additive homomorphic properties while maintaining meaningful policy
evaluation semantics.

11
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Figure 3: Performance comparison of Partial Homomorphic Encryption and Fully Homomorphic
Encryption

Figure 3 presents a comparison between our FHE approach and a PHE-based implementation
using weights. Contrary to expectations, our FHE + Chameleon Hash approach demonstrates supe-
rior performance, achieving approximately 1.5 to 2 times faster execution than the PHE 4+ Weights
implementation.

The superior performance of FHE over PHE in our implementation occurs because PHE requires
multiple complex computational operations to approximate the Boolean logic that FHE performs na-
tively. Specifically, our Zero Trust access control system demands precise Boolean conjunctions (AND
operations) for policy evaluation, which FHE handles directly through multiplicative homomorphic
operations.

In contrast, the PHE implementation must simulate these Boolean operations through weighted
arithmetic approximations, requiring additional homomorphic addition operations, weight calibration
computations, and threshold determination processes for each policy evaluation.

This computational overhead, combined with the inherent complexity of managing weight param-
eters and decision boundaries in the encrypted domain, results in the counterintuitive performance
outcome where the theoretically more complex FHE system outperforms the simpler PHE approach in
our specific access control application.

4.2.1 PHE with Weighted Addition: Limitations

While this weighted approach allows PHE to approximate policy evaluation, it introduces significant
limitations:

e Loss of semantic meaning: Additive weights cannot fully capture the logical conjunctions
required in access policies, leading to imprecise policy enforcement.

e Threshold ambiguity: Determining secure and meaningful weights and decision thresholds
requires complex calibration and remains vulnerable to edge cases.

12
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4.3

Computational overhead: The weighting mechanism introduces additional computational
complexity, as evidenced by our performance results showing PHE + Weights being 1.5-2 times
slower than FHE + Chameleon Hash.

Scalability challenges: As the number of attributes increases, managing appropriate weights
becomes increasingly complex and error-prone.

Attack vulnerability: The additive model with fixed weights is more susceptible to inference
attacks through pattern analysis of encrypted values.

Policy expressiveness: Complex nested conditions and hierarchical policies cannot be accu-

rately represented through simple weighted sums.

Security Performance vs Tradeoff Analysis

Security vs Performance Trade-off

100

FHE+CH

(Your System)
FHE

80

PKI

60

Security Score (%)

Plaintext
AC

20 @

Optimal Security Region

0 20 0 60 80 100
Processing Time (ms)

Figure 4: Security vs Performance Trade-off Analysis positioning our FHE+CH system relative
to existing access control approaches.

To provide a quantitative assessment of our FHE+CH system’s security performance, we devel-
oped a composite security index based on threat resistance across multiple attack categories. The
methodology consists of three systematic steps:

4.3.1 Step 1: Threat Category Identification

We identified five fundamental threat categories for access control systems based on literature review
and our established threat model. Each category is assigned a weight reflecting its relative importance
in our ZTNA security framework:

1.
2.
3.

Policy Exposure (Weight: 25%) - Protection against unauthorized access to policy content
Attribute Leakage (Weight: 25%) - Prevention of user attribute disclosure during processing

Query Manipulation (Weight: 20%) - Detection and prevention of unauthorized query modi-
fications

Timing Attacks (Weight: 15%) - Resistance to information inference through processing time
analysis

Cryptanalytic Attacks (Weight: 15%) - Protection against cryptographic analysis attempts

13
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5 Discussion and Future Work

5.1 Performance Analysis and Implications

The experimental results reveal several critical insights about FHE and Chameleon Hash functions-
based access control systems. The non-linear scaling of processing times, ranging from 26 ms for single
policy evaluations to upto 700 ms for twenty concurrent evaluations, reflects the inherent computational
complexity of homomorphic operations. This performance characteristic is consistent with theoretical
expectations for FHE systems, where noise accumulation and ciphertext expansion create super-linear
growth patterns.

The comparison with PHE reveals an unexpected outcome that challenges conventional assump-
tions about homomorphic encryption performance trade-offs. Our FHE + Chameleon Hash approach
demonstrates superior performance, achieving approximately 1.5—2 times faster execution than the PHE
+ Weights implementation across all policy set sizes. This finding indicates that the computational
overhead introduced by the weighting mechanism required for policy evaluation in PHE settings can
outweigh PHE’s theoretical advantages in additive-only operations.

More importantly, this comparison validates our architectural decision to prioritize functional com-
pleteness and semantic accuracy over theoretical performance expectations. While PHE requires com-
plex workarounds through weighted addition that compromise policy expressiveness and introduce
additional computational overhead, FHE naturally supports the multiplicative operations essential for
robust access control policies.

5.2 Security and Privacy Implications

Our system achieves end-to-end privacy preservation where the server processes access control de-
cisions without learning user roles, requested resources, or intended operations. This represents a
significant advancement in privacy-preserving access control, particularly relevant for cloud computing
environments and zero-trust architectures. The computational cost of FHE is justified by these un-
precedented privacy guarantees, especially in high-security domains such as healthcare, finance, and
government applications.

The superior performance of our FHE approach compared to the weighted PHE alternative further
strengthens the case for FHE adoption, as it eliminates the traditional performance penalty argument
against FHE while maintaining full semantic accuracy in policy evaluation.

5.3 Practical Deployment Considerations

The processing times observed in our evaluation, with sub-second response times for most practical
policy set sizes, are well within acceptable bounds for enterprise access control applications. For context,
enterprise access control decisions typically occur during user login or resource access initiation, where
even multi-second delays are tolerable given the security benefits provided.

The system’s current capacity of handling twenty concurrent policy evaluations within 700 ms sug-
gests strong suitability for medium to large-scale deployments. The relatively modest computational
requirements make the system deployable in standard enterprise environments without specialized
hardware.

5.4 Performance Optimization Strategies
Several optimization avenues warrant investigation:

e Algorithmic Improvements: Implementing SEAL’s batching capabilities could enable par-
allel evaluation of multiple policies, potentially reducing per-evaluation overhead. Parameter
optimization, including fine-tuning polynomial modulus and coefficient sizes, could yield signifi-
cant performance gains for specific use case requirements.
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e Caching and Precomputation: Common role-resource combinations could be precomputed
and cached, reducing real-time computational overhead. This approach would be particularly
effective for organizations with stable role hierarchies and resource structures.

e Hardware Acceleration: Exploring specialized FHE hardware accelerators or GPU-based
implementations could provide substantial performance improvements. Recent advances in FHE-
optimized hardware suggest potential for order-of-magnitude speedups.

5.5 Scalability Enhancements

e Distributed Architecture: Implementing distributed policy evaluation across multiple nodes
could enable horizontal scaling for large enterprise deployments. This approach would require
careful consideration of load balancing and result aggregation strategies.

e Hierarchical Policy Structures: Developing hierarchical policy evaluation schemes could
reduce the number of required homomorphic operations by eliminating obviously invalid combi-
nations early in the evaluation process.

e Advanced Chameleon Hash Optimizations: Investigating more efficient Chameleon Hash
implementations and batch verification techniques could further improve the performance advan-
tage of our FHE + Chameleon Hash approach.

6 Conclusion

By conducting our research, it was found that the integration and successful implementation of
FHE and Chameleon Hash is possible to achieve under ZTNA principles. The evaluation of our sys-
tem provides comprehensive performance analysis and security validation of our FHE and Chameleon
Hash-based access control system, demonstrating both its capabilities and practical viability. The se-
curity analysis reveals meaningful improvements across multiple threat categories. Our system achieves
complete policy confidentiality protection where traditional systems provide none, along with improved
query manipulation detection and timing attack resistance. These improvements were validated through
both theoretical analysis and experimental testing with our implementation, demonstrating enhanced
security compared to traditional access control approaches.

The experimental results reveal that our approach not only enables privacy-preserving access control
capabilities but also achieves superior performance compared to PHE-based alternatives, challenging
conventional assumptions about homomorphic encryption trade-offs. The comparison with PHE clearly
establishes the advantages of FHE for our system architecture on multiple fronts: functional complete-
ness through native support for multiplicative operations, semantic accuracy in policy evaluation, and
better computational performance compared to weighted PHE approximations. This finding validates
the architectural decisions made in system design.

Our formal security analysis provides theoretical foundations through security proofs demonstrating
policy confidentiality and decision integrity properties. The implementation testing achieved high
accuracy across all twenty defined access control policies, confirming that homomorphic operations
maintain correct functionality while preserving privacy.

Our work contributes to the research in privacy-preserving access control by providing: (1) a
practical integration of FHE with chameleon hash for access control, (2) formal security analysis with
experimental validation, (3) comprehensive performance evaluation, and (4) concrete implementation
demonstrating feasibility for deployment scenarios.

The identified future work directions provide clear pathways for further performance improvements
and system capability extensions, positioning this research as a foundation for continued development
in privacy-preserving access control systems.
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