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Abstract

Existing key management mechanisms stored the user’s biometric information used for
key generation or the generated private keys in external storage or within the device, lead-
ing to issues such as private key manipulation and extraction. To address these issues, this
paper proposes a secure and reliable integrated key management framework. The proposed
framework does not store the user’s biometric information or the generated keys. Further-
more, to prevent unauthorized users from attempting attacks to recover key, the framework
is designed to perform key recovery only after a smart contract-based user authentication
process is completed. Finally, unlike previous studies that individually researched proto-
cols for specific stages, the paper designs an integrated key management mechanism that
encompasses protocols for the main stages of the key lifecycle, including key generation,
regeneration, backup, and recovery.

1 Introduction

Secure management and operation of digital assets require careful private key management.
Blockchain wallets can be categorized into custodial and non-custodial wallets. Custodial wallets
entrust private key management to a trusted third party, presenting issues such as a single point
of failure and concerns about private key security. Non-custodial wallets are managed directly by
the user, posing a significant risk of private key loss due to user mistake. To address these issues,
many researchers have explored managing private keys by splitting them into multiple fragments
and encrypting them. This approach makes private key reconstruction difficult when fewer than
the threshold number of fragments are collected. However, it also introduces the problem that
malicious attackers who colluded beforehand and collected more than the threshold number of
fragments could leak and manipulate the private key. To address this, key generation methods
utilizing the user’s biometric information, which provides uniqueness and immutability, has
been researched [5]. Most studies on biometric-based key generation store the user’s biometric
information for convenience. However, this approach raises issues such as privacy protection and
confidentiality of sensitive user data. Furthermore, existing studies have primarily addressed key
management solely from the perspective of a specific protocol phase, such as key generation or
backup. Key management encompasses the entire process, including not only key generation but
also key backup, recovery, and reconstruction. Therefore, integrating individual protocols, each
focused on a specific stage, into a single key management framework may lead to unexpected
issues or incur significant costs in aspects like computational complexity.
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This paper proposes a key management mechanism encompassing the entire process from key
generation to recovery. It performs key generation is based on the user’s biometric information.
At this time, the user’s biometric information and the generated private key are neither stored
on the device nor in external storage. As a mechanism based on a blockchain environment,
key backup and recovery are performed through interactions with computation nodes randomly
selected by the user. Furthermore, key recovery is performed only when a user’s key loss event
occurs, and a user authentication process is preceded before the recovery process is performed.
The proposed mechanism ensures the following contributions:

e Non-stored: The proposal mechanism must not store the generated private key and the
user’s biometric information on the device or any external storage device.

e Event-based key recovery at an unspecified point in time: In the proposed mechanism,
key recovery only proceeds when the user triggers a key loss event. At this point, the
user authentication process utilizing the user’s biometric information and a homomorphic
commitment technique must be completed in advance via the smart contract.

e Decentralized key backup and recovery: The proposed mechanism requires users to ran-
domly select computational nodes to participate in the process before performing key
backup and recovery. Key backup and recovery must proceed through the execution of a
distributed cryptographic protocol between the selected computation node and the user.

1.1 Related work

Cai et al. [5] proposed a biometric-based private key management framework, which gener-
ates key pairs using the LWE (Learning with Errors) algorithm and then generates a biometric
key based on the user’s biometric information. This biometric key is used to encrypt the user’s
private key. The encrypted private key is split using a CRT (Chinese Remainder Theorem)-
based secret sharing technique and stored on the blockchain. Key recovery involves obtaining
the user’s new biometric information and using it to recovery the session key. The recovered
session key is then used to decrypt the encrypted shares, which are recombined to recovery the
private key. Daudén-Esmel et al. [8] proposed a fully decentralized multi-platform wallet based
on blockchain and IPFS (InterPlanetary File System) technology. In Daudén-Esmel et al. [8],
users receive a personal password and 24 mnemonic words. Additionally, Daudén-Esmel et al.
[8] generates a session key to encrypt the user’s key pair. This session key is encrypted using the
root public key. All encrypted values are stored on IPFS. Key recovery requires the user’s per-
sonal password and 24 mnemonic words. Chase et al. [6] proposed a custodial wallet-based key
management framework that provides audit functions based on distributed trust. During the
registration phase in Chase et al. [6], the user selects a one-time cryptographic key and encrypts
their own key with it. The encrypted key is then split, and the split pieces are distributed to
the guardians selected by the user. Guardians encrypt the received value using their own public
key and stores it on the server. Key recovery proceeds after user authentication. Key recovery
is performed by guardians receiving the encrypted value from the server and decrypting it.
Wang et al. [13] proposed a key generation mechanism based on PUF (Physically Unclonable
Function) and user biometric information. Wang et al. [13] generates private keys based on
user biometric information using PUF to ensure user anonymity. During key generation, helper
data is created, which is encrypted as a secret and stored in a database. When recovering the
key, the secret is recovered using the polynomial f(x) and Lagrange interpolation. Then, the
recovered secret is used to decrypt the encrypted helper data. Subsequently, a fuzzy extractor
is employed to recover the private key.
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The proposed framework does not store keys or user biometric information to prevent issues
such as key leakage or tampering by malicious attackers and protecting user privacy. It also
performs key backup and recovery through a distributed encryption and decryption protocol.
Based on these characteristics, this paper proposes a key management framework that provides
greater security than existing research.

2 Main cryptographic techniques

The framework proposed in this paper applies fuzzy extractors, DPRFs (Distributed Pseudo-
Random Functions), commitments, and zero-knowledge proofs to achieve secure and reliable
key management. The proposed framework utilizes the following cryptographic primitives:

e A cryptographically secure hash function H : {0,1}* — {0,1}* (where ) is the security
parameter) [2].

e An AEAD (Authenticated Encryption with Associated Data) technique with IND-CCA
and INT-CTXT security, composed of (AEADEnc, AEADDec) [4].

e Semantically secure asymmetric cryptosystem against chosen ciphertext attacks composed
of (AsymKGen, AsymFEnc, AsymDec) [12].

e A secure digital signature scheme providing existential unforgeability under chosen mes-
sage attacks (EUF-CMA), composed of polynomial-time algorithms (Sign K Gen, SignVerify)
[7].

2.1 Fuzzy extractor

The proposed framework employs a fuzzy extractor to ensure fault tolerance, enabling key
recovery even when input data contains noise [13]. The fuzzy extractor consists of the following
algorithm:

o FE.Gen(W) = (R, P): This is a generation algorithm that takes data W as input and
generates an [-bit random key R and public helper data P.

e FE.Rec(W’, P) = R: This is a recovery algorithm that recovers a random key R from the
corresponding public helper data P and an input W’ containing some noise.

2.2 DPRF (Distributed Pseudo-Random Function)

The proposed framework employs DPRF, a cryptographic technique where each partici-
pant collaboratively computes a PRF (Pseudo-Random Function) [1]. This technique provides
pseudo-randomness, in which the results are not disclosed to all participants except the eval-
uator, even if participants below the threshold ¢ are compromised. It also ensures consistency,
guaranteeing that the evaluation is independent of the participants. The technique consists of
the following algorithms:

o Setup(1*,n,t) — ((ski,...,sky),pp): This algorithm takes as input the security param-
eter 1™, the number of participants n, and the threshold ¢, and generates n secret keys
ski, ..., sk, and a public parameter pp.
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o Ewal(sk;,x,pp) — z;: This is an algorithm that generates pseudo-random shares for a
given value. Participant i computes z;, the i-th share of x, using sk;, x, and pp as inputs.

o Combine((i, z;)ics,pp) =: z/ L: This is an algorithm that generates z by combining the
shares {z;};cs from the participants of the set S.

2.3 Commitment scheme

The proposed framework employs this technique for integrity verification and user authen-
tication. This cryptographic technique allows users to commit to their confidential data while
hiding it from others, and later disclose the committed value. It guarantees the properties of
hiding and binding [14].

The user authentication process in the proposed framework applies a Pedersen commitment
scheme that provides homomorphic properties [11]. This technique enables arithmetic operations
to be performed on committed messages without revealing the original message. Furthermore,
this technique is defined over a multiplicative cyclic group G with a large prime order p € Z,
where g and h are generators belonging to G. Here, G, p, g, h are public parameters in the
system. The prover computes the commitment value for a message f € Z, as follows:

Comm = Comm(f,r) = g'h" mod p

Here, r is a randomly selected blinding element from Z,, and Comm(-) denotes the Pedersen
commitment operation using the public parameters, generators g and h. Assume that commit-
ment values Comm(?) and Comm(") for each message (¥ and f(!) were generated based on
the same generators g and h. The Pedersen commitment scheme provides the following homo-
morphic properties for addition, subtraction, and multiplication operations on the commitment
values of the original messages f(®) and f(!) (for details on these operations, refer to [11]):

e Addition: In the Pedersen commitment scheme, the commitment for f(©+ f() is computed
as follows.

Comm(f O, ) @ Comm(fO,rM)) = Comm(f© + fO O 4 1)

Here, & denotes addition, and the actual operation involves multiplying the two commit-
ments.

e Subtraction: In the Pedersen commitment scheme, the commitment for f(© — f(1) ig
computed as follows

Comm(f©,r ) & Comm(fO,rM) = Comm(f© — fM) O _ 1))
Here, © denotes subtraction, and the actual operation multiplies the inverse element of
Comm™).

e Multiplication: In the Pedersen commitment scheme, the computation is performed as
follows via an interactive protocol.

Comm® @ Comm™ — Comm/ (Y

Here, ® denotes the multiplicative homomorphic operator, and Comm (%1 is computed
as follows. © (1) o)

Comm(f(o)f(l),r(oﬁl)) =g’ R mod p
At this point, 7(9) and 7(!) are blinding elements selected from Z,, and (> is computed
as (0 @ r1),
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In a blockchain-based proposal framework, incorporating interactive protocol-based multi-
plication operations into the user authentication process is somewhat challenging. Therefore,
this paper applies the non-interactive Pedersen commitment scheme based on the Fiat-Shamir
heuristic technique as proposed in [11].

2.4 Zero-knowledge proof

This technique enables proving the truth of a claim without disclosing additional information
about that claim. Specifically, the prover wishes to demonstrate to the verifier only that they
possess certain secret data, without revealing the secret data itself. This is used in the proposed
framework when generating a user’s authentication proof value during the user authentication
process. The technique must satisfy Completeness, Soundness, Zero-knowledge, Succinctness,
Proof of knowledge (POK) or Argument of knowledge (AOK) [3]. Furthermore, it consists of
the following three algorithms:

o GenKey(1*,C) — (pk.,vk.): This takes the security parameter A\ and the arithmetic
circuit C' as input to generate the proof key pk, and the verification key vk, .

e GenProof(pk.,x,w) — m: This algorithm takes pk,, the public input data z, and the
witness w as input to generate the proof 7. The prover executes this algorithm.

e VerProof(vk,,x,m) — 0/1: This algorithm takes vk,, z, and 7 as input and determines
the validity of the proof. The verifier executes this algorithm.

The proposed framework employs the Grothl6 [9] zk-SNARK algorithm among various
zero-knowledge proof schemes.

3 The Proposed framework

The proposed framework in this paper is designed based on a consortium blockchain en-
vironment and consists of user U, user device Dev, and a set of computation nodes S. Here,
S can consist of entities such as wallet platforms, cryptocurrency exchanges, and other user-
owned devices excluding Dev. Before performing the private key backup and recovery process,
U selects computation nodes cn from S to execute each process’s computations.

3.1 Assumptions

This paper presents a key management framework based on blockchain platform supporting
smart contracts. Smart contracts exhibit stateful ideal functionality, meaning they can expose
their entire internal state to all participants, including attackers [10]. Therefore, the proposed
framework inherits the security properties—such as integrity and tamper-resistance—of the
underlying blockchain platform and smart contracts. Furthermore, in the proposed framework,
Dev is assumed to be a secure trust entity. It is assumed that helper data generated during
the key generation process and user-defined random values are securely stored within a wallet
installed on Dev. Here, the wallet is assumed to be developed and distributed by a wallet
provider, such as a cryptocurrency exchange, and is assumed to be secure. The security of the
wallet itself is beyond the scope of this paper and is not discussed in detail.
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Figure 1: The overview of proposed framework

3.2 Detailed protocols

The proposed framework in this paper is a key management framework that includes pro-
tocols corresponding to the entire key lifecycle, from key generation to key recovery. The key
recovery process in this framework assumes that it is performed when one of the multiple pri-
vate keys owned by U is lost. If U loses its sole private key, it is assumed that U generates a
new private key temporarily and requests the recovery of the lost private key. The proposed
framework consists of key generation and backup, key regeneration, and key recovery proto-
cols. The key recovery protocol proceeds only when a transaction containing U’s key recovery
request event occurs. Additionally, a user authentication process is performed before initiating
key recovery. [Figure 1] shows an overview of the proposed framework.

In the key generation and backup protocol, U provides their biometric information Bio, and
based on this, U’s private key sk is generated. The helper data H D and the user-defined random
values 0,7, p generated during this process are securely stored within the wallet. Subsequently,
the key backup protocol proceeds to prepare for key loss scenarios. Before key backup occurs,
U selects a computation node set Sp from the entire node set S to perform the backup process.
U interacts with Sp based on a distributed encryption and decryption protocol, encrypting
HD and o and publishing them to the blockchain. The key regeneration protocol is executed
when U processes transactions for their digital assets. This protocol regenerates sk’ based on
U’s biometric information Bio and the HD and o securely stored within the wallet. It verifies
whether the regenerated sk matches the sk’ generated during the key generation protocol phase
by using the commit value for the regenerated sk’. The key recovery protocol is initiated when
U triggers a transaction on the blockchain containing an event indicating that they have lost
their private key. At this stage, a smart contract verifies whether the U who generated the
private key is the same entity as the U requesting recovery. Key recovery only proceeds if this
user authentication passes. Upon passing verification, U selects a set of computation nodes Sg
from S to compute the recovery process prior to key recovery. U then recovers their sk based
on a distributed encryption and decryption protocol with Sg.

3.2.1 Key generation protocol

The key generation protocol begins when U provides Dev with their biometric information
Bio. Dev generates o using a PRNG and creates the feature vector V() using the pair-minutiae

6
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feature scheme on the provided Bio. Here, V() consists of V1(0)7 e VJS,O), where NN is the length
of the feature vector. Next, Dev uses a Pedersen commitment scheme to generate commit
vectors Comm (9 and Comm (%9 for V() (refer to [11] for the detailed computation process).
Dev inputs o and V(@ into the feature fusion module to generate feature templates F. It then
uses the F'E.Gen() algorithm of the fuzzy extractor to generate the private key seed skgeeq and
helper data HD. Finally, Dev generates sk using a cryptographically secure hash function.

In this process, Dev defines metag., as a combination of the identifier of sk, denoted as skrp,
the time of key generation Ty, and the description of the asset associated with sk, denoted as
keyges- Algorithm 1 shows the key generation process.

Algorithm 1 Key generation

The input data is U’s Bio, v and the Dev processes the following:

1: 0 < PRNG()

Extracting minutiae feature from Bio — minutiae feature point set M
Generates feature vector V(©) based on M

Comm(®) [C’omm(Vl(O)7 7"50))7 - C’omm(VJS,O), 7‘§8))]

Comm/ %0 [Comm(Vl(O)Vl(O), r%O’O)), e C’omm(VISIO)VIS,O), 7"58’0))]
FeooVO®

(8kseeds HD) + FE.Gen(F)

sk + H(Sksced, o)

skip H(O’, HD,Tsk)

Com_sk < Comm(sk, )

—
=4

3.2.2 Key backup protocol

Before performing the key backup, U randomly selects computation nodes cn;, ¢ = 1,...,1,
from S to handle the computation for the key backup process. Here, [ is the number of selected
cn;. The key backup process proceeds based on the interaction between U and cn;.

U generates «, the commitment value of HD and o, and publishes it to the blockchain
network within the transaction {Back,}. cn; obtains « through {Back,} published on the
blockchain. Then, cn; uses a as input data for the DPRF’s Eval() algorithm to generate the
share z; to be used for encryption and decryption. cn; encrypts z; to generate Ez;, places
it in transaction {Backg., Tz}, and publishes it to the blockchain network. U decrypts Ez;
contained in {Backg., Tz} to obtain z;. Then, the DPRF’s Combine() algorithm generates a
reconstruction value w with a threshold number or more of z; as input data. U generates the
session key tk based on w, encrypts HD and o using tk to produce e. Finally, U publishes
the transaction {Back.Tx} containing e to the blockchain network. Algorithm 2 shows the
operations in key backup.
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Algorithm 2 Key backup

// Performed by U
a« Comm((HD, o), p)
Sends {Back,} to Blockchain

// Performed by cn;,i € {1,...,1}
z; + Eval((sk;, u||a), pp)

Ez; + AsymEnc(PK;, z;)

Sends {Backg., Tz} to Blockchain

-
@

// Performed by U

z; + AsymDec(SK,, Fz;)

: w/ L Combine({(4, 2:) }ie1|» PP)
. tk + H(w)

e < AEADEnc(tk, (HD,o)||p||v)
: Sends {Back.Tz} to Blockchain

e e e
TUs W N

3.2.3 Key regeneration protocol

U provides Bio’ to Dev, and Dev derives the feature vector V() from Bio’. Here, Bio
refers to newly entered biometric information that may contain slightly different information
from the Bio provided by U during the key generation phase. Dev obtains ¢ and H D securely
stored in the wallet. Then, Dev generates F” using the feature fusion module with o and V(2.
Afterwards, Dev recovery sk.,., using the fuzzy extractor’s F'E.Rec(). Dev generates sk’ based
on the recovered sk ;. To verify that sk’ and sk are identical, Dev generates the commit value
Com_sk” for sk'. Dev then compares this Com_sk’” with the Com_sk stored in {Backy}. If
they match, Dev determines that sk’ was regenerated correctly and uses it for transaction

processing. Algorithm 3 shows the key regeneration process.

Algorithm 3 Key regeneration

The input data is U’s Bio’ and the Dev processes the following:

1. Generates feature vector V(@ from Bio’
Fl'—oapV®

skl .4 < FE.Rec(F",HD)

sk’ < H(skl,,4,0)

Com_sk" < Comm(sk',~)
Compare Com_sk and Com_sk”

3.2.4 User authentication and key recovery protocol

U publishes a transaction {lostTz} to the blockchain network. This transaction includes
metaye,—information about the private key to be recovered—the recovery request message
"recovery’, and a function call to a smart contract to perform the user authentication process.
This triggers the smart contract to initiate a user authentication process, verifying that the
user requesting recovery is actually the owner of the corresponding key.

U provides Bio" to Dev, and Dev derives V(1) based on the received Bio”. Then, Dev
generates the Pedersen commitment vector Comm(!) using the technique described in Chapter

8
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2 on V(. Dev generates commit vectors Comm(tY) and Comm (V) to compute the Euclidean

distance d between V() and V(! based on the homomorphic encryption property (see [11] for
detailed computation). U generates a challenge value chal based on the values generated by Dev.
U generates an auxiliary proof element sub_aut to prove the correctness of the homomorphic
encryption based on chal (see [11] for detailed computation step). U computes the commit value
cq for d and the blinding factor r4 between biometric data using the homomorphic encryption
property of the Pedersen commitment scheme. U generates a zero-knowledge proof 7 for ¢4 and
creates an authentication proof I' containing all values generated during this process. Finally, U
distributes the transaction {UserVerifyTx} to the blockchain network, which includes T' and
the user verification function call. Algorithm 4 shows the operations in user authentication.

Algorithm 4 User authentication

The input data is U’s Bio” and the Dev,U processes the following:

1: // Performed by Dev
Generates feature vector V) from Bio”
Generates Comm®, Comm™Y) | Comm/ (01

// Performed by U
chal «— H(Comm||Comm®||Comm ®9||CommD||Comm OV ||Urp||nonce)

N
T T — Z<T§0,0) + 7"51’1) — 27‘50’1))
i=1

N
8 cq Z(Commgo’o) @ Commz(»l’l) e 2Comm§o’1))
i=1
9: w < GenProof(pk,,rq,cq,€)
10: T « (id, nonce, Comm™® , Comm (%% Comm®V)  Comm OV sub_aut, )

The smart contract executes the user verification function called by the user. First, the
smart contract checks the nonce contained in I' generated by U, verifying that it is greater
than the value used in the user’s last authentication process. If the nonce is valid, the smart
contract generates chal’ using the values contained in I'. Next, the smart contract verifies
whether Comm/ (-9, Comm™V, and Comm %Y are correct values based on sub_aut. Passing
verification means the Pedersen commitment for V(1) was computed correctly. If verification
fails, user authentication fails. If verification succeeds, the smart contract generates a Pedersen
commit ¢, for d based on Comm 9 Comm™V) | Comm(®Y . The smart contract performs a
biometric similarity verification using the VerProof() algorithm on ¢, and 7 contained in T'.
If the verification passes, it means the recently acquired biometric data is sufficiently similar to
the biometric data acquired during key generation. That is, user authentication has succeeded.
If the verification fails, it means the two biometric data sets do not match, so the key recovery
process does not proceed. Algorithm 5 shows the user verification process.
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Algorithm 5 User verification
The smart contract processes the following:

1: Compare nonce
2: chal’ < H(Comm||Comm™||Comm(®%||Comm™-D||Comm OV ||Urp||nonce)
3: Verify commit values and sub_auth

N

4 ) Z(Commgo’o) @ Commz(»l’l) o 2Comm§0’1))
i=1

5: Verify the proof m by VerProof(vk,,c, €, m)

If the verification passes, the smart contract publishes a transaction {ResultTz} to the
blockchain network, indicating that user authentication was successful.

U verifies this and randomly selects computation nodes cn;, i = 1,...,1’ from S to perform
the key recovery process computation. Here, I’ is the number of computation nodes randomly
selected for the key recovery process. After confirming that {ResultTx} has been distributed,
cn; verifies whether the information contained in {Back. Tz}, {lostTxz}, and {UserVerifyTxz}
matches. If all information matches, cn; acquires the e contained in {Back.Tx} and generates
the share z; using the DPRF Ewval() algorithm. Then, ¢n; encrypts z; to obtain Ez; and includes
it in the transaction { Recg}, publishing it to the blockchain network.

U decrypts Ez; contained in {Recg} to obtain z;, then generates w using the Combine()
algorithm of the DPRF. Next, U generates tk using a secure hash function. Using the generated
tk, U performs the AEAD algorithm to decrypt e. U generates a commitment value o’ for the
decrypted ((HD,o)||p). Finally, U verifies whether o/ matches an « contained in {Backs}. If
the two values do not match, the entire process is repeated from the beginning. If they match,
U provides Bio” to Dev, and Dev extracts V(3 based on this. Dev generates F’ using the
feature fusion module, taking the decrypted o and V(3 as inputs. Next, Dev generates skgeeq
via the fuzzy extractor’s F'E.Rec(). Dev generates sk based on a cryptographically secure hash
function and creates the corresponding commit value Com_sk’. Finally, Dev verifies whether the
generated Com_sk’ matches the Com_sk contained in {Back, }. If they match, it is determined
that the key backup was performed correctly. Algorithm 6 shows the operations in key recovery.

10
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Algorithm 6 Key recovery

// Performed by cn;,i € {1,...,0'}
Get e through {Back.Tx}

z; + Eval(sk;,ul|a, pp)

Ez; + AsymEnc(PK,, z;)

Sends {Backg,, Tz} to U

// Performed by U

z; + AsymDec(SK,y, Ez;)

w/ L Combine({(i, zi) }ic)r|> PP)
tk < H(w)

((HD,o)|lplly) < AEADDec(tk,e)
: o + Comm((HD,o),p)

: Compare o and o’

e e e

: // Performed by Dev

: if o == o/ then

Get Bio” through U

Generates feature vector V' from Bio”
Fr+—oaV

Skseed < FE.Rec(F', HD)

sk < H(skseed,0)

Com_sk' < Comm(sk,~)

Compare Com_sk and Com _sk’

: end if

NN NN NN ==
E S S S B o

4 Analysis

4.1 Comparative analysis with existing research

This section compares and analyzes relevant research and proposed frameworks based on
the requirements mentioned in the introduction. Table 1 shows the comparative analysis with

existing research.

Table 1: Comparative analysis with existing research

Confiden- Integrity Non- Resistance User Event-

tiality stored to col- authen- based

lusion tication key re-

attack covery
Cai et al. [5] o) 0] X A X X
Daudén-Esmel et al. [8] o) o) X X X X
Chase et al. [0] 0] ) X A A X
Wang et al. [13] 0) 0 (@) A X X
Proposed framework O (@) (@) (@) O O

O: satisfied, X: not satisfied, A: partially satisfied.

11
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Daudén-Esmel et al. [8] generate a session key based on an initial seed value, then encrypt
the user’s key pair using this session key and store it on IPFS. This approach may lead to
problems such as theft or manipulation by malicious attackers. Wang et al. [13] do not store
the user’s biometric information or private key, but it uses a PUF during key generation. That
is, it has high device dependency, meaning key recovery is difficult if the user loses their device.
Unlike these existing studies, the proposed framework does not store either the key material or
the user’s biometric information in any internal or external storage on the device. Through this
approach, the proposed framework ensures the confidentiality of the key.

Chase et al. [6] contains a component called a guardian that holds a share of the encrypted
key. While their paper provides security against collusion attacks by guardians below the thresh-
old, it does not provide security against the worst-case scenario where guardians above the
threshold attempt a collusion attack. Similarly, Cai et al. [5] also does not provide security
against nodes above the threshold performing a collusion attack. Wang et al. [13] guarantee
security against polynomial attacks, but in the worst-case scenario where a malicious attacker
succeeds in a brute-force attack or acquires more than the threshold number of (x,y) pairs,
there remains a possibility that the secret s could be obtained. That is, existing studies provide
only partial resistance to collusion attacks. While the probability is low, they cannot guarantee
security in the worst-case scenario where more than the threshold number of nodes attempt a
collusion attack. The proposed framework ensures resistance to collusion attacks by randomly
selecting computation nodes that actually perform the key backup or recovery computation. In
the worst-case scenario, a number of nodes above the threshold among the randomly selected
computation nodes could carry out a collusion attack. However, without the user’s biometric
information, malicious nodes cannot infer the private key based solely on the helper data and
random values they obtain.

Previous studies have been configured to enable key recovery at any arbitrary point in
time. Therefore, this means an attacker could attempt attacks by performing key backup and
recovery at any time they choose. To counter such attempts, applying research such as [17] and
[18], which enable decryption at a specific future point in time, to key recovery would allow
configuration for decryption at a specific point in time, such as one associated with a timestamp
or a chain. However, since each user’s blockchain environment, chain generation speed, and
timing differ, decryption may not proceed normally at the user’s desired time. Furthermore,
using this approach means key recovery occurs at a specific time pre-set by the user, not when
the user’s private key is actually lost. Finally, most existing studies do not consider the timing
of key recovery. In such cases, a malicious attacker could indiscriminately request and attempt
to recovery the user’s private key. Therefore, the proposed framework is designed such that key
recovery only proceeds when the user generates an event regarding their private key loss in the
form of a transaction and calls the key recovery smart contract. Since a malicious attacker could
impersonate a legitimate user to request key recovery, the proposed framework requires prior
user authentication. User authentication in the proposed framework is based on a homomorphic
commitment value for the user’s non-stored biometric information.

Finally, previous studies have focused only on specific protocols that correspond to certain
stages of the key lifecycle. Integrating individually designed protocols for each stage into a single
key lifecycle may introduce new problems that have not been previously encountered. However,
this paper presents an integrated design that enables protocols for each stage to naturally
interoperate within a single framework encompassing the entire key lifecycle.
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4.2 Security analysis

Lemma 4.1. (Non-stored) The proposed framework does not store the user’s biometric infor-
mation and the private key in Dev’s internal or external storage to ensure non-storage.

Proof. If a malicious attacker can obtain the user’s Bio, they can successfully perform a sk
reconstruction attack. However, the proposed framework provides non-stored by not storing
Bio in either internal within Dewv or external storage, preventing malicious attackers from
acquiring Bio. Furthermore, it provides non-stored by not storing sk, shares of sk, or their
encrypted values. O

Lemma 4.2. (Resistance to collusion attacks) Assuming that Dev is secure and the crypto-
graphic primitives applied in the proposed framework are secure, the proposed framework pro-
vides resistance against collusion attacks between a malicious attacker A and computation nodes
cns.

Proof. In the proposed framework, prior to performing the key backup or recovery process, U
randomly selects a node cn from S to actually execute the computations for that process.

Even if A colluded with fewer than the threshold number of ¢n during the key recovery
process, the security of the DPRF prevents the generation of w based on z;. That is, A cannot
generate the tk required to decrypt e. If A colludes with cn above the threshold during the key
recovery process, A can collect z; above the threshold. A can then generate tk to decrypt e and
subsequently obtain HD and o. However, sk reconstruction requires not only HD and o but
also Bio. Since the proposed framework provides non-stored property, A cannot obtain Bio.
Therefore, A cannot reconstruct sk.

Consequently, the success probability of a collusion attack between A and cn in the proposed
framework is negligible. O

Lemma 4.3. (Confidentiality) Assuming that Dev and the applied cryptographic primitives are
secure, the proposed framework guarantees confidentiality for sk.

Proof. A malicious attacker A may attempt to infer sk from skrp contained within {Back, }.
That is, A may attempt to obtain HD and o via skjp for this purpose. However, since sk;p is
generated based on a cryptographically secure hash function, the probability that A can extract
the desired information from skjp is negligible.

Additionally, A may attempt to infer sk by acquiring HD and o through « or Comgy
contained in {Back,}. Here, commit values such as o and Comygy, are generated based on a
cryptographically secure Pedersen commitment scheme. Therefore, the probability of success-
fully reconstructing sk or inferring related information through o or Comgy is negligible. For this
reason, the confidentiality of sk is guaranteed in the proposed framework. A can attempt to ob-
tain Bio by acquiring Comm(®) and Comm(®% through {Back.T'z}. However, since Comm!©)
and Comm (%9 are also values generated by the Pedersen commitment scheme, Bio cannot be
obtained through them. Therefore, the confidentiality of sk is guaranteed.

A may attempt to infer sk by obtaining HD and o based on the EZz; contained in
{Backg.,Tz}. However, if the public-key cryptographic algorithm used is secure, A cannot
decrypt Ez;, thus ensuring the confidentiality of sk. Furthermore, A may attempt to decrypt
the e contained in { Back. Tz} to obtain HD and o, and use this to infer sk. However, since e is
a value generated using an AEAD encryption algorithm, only the legitimate user can decrypt
it. Thus, if the AEAD algorithm is secure, the confidentiality of sk is also guaranteed.

Finally, A may attempt to obtain Bio by capturing H D, which was acquired through de-
cryption during the key recovery process. HD is a value generated via a fuzzy extractor and
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inherits its security properties of the fuzzy extractor. Thus, A cannot derive Bio from HD.
Thus, in the proposed framework, the confidentiality of sk is guaranteed by non-storing prop-
erties, resistance to collusion attacks, and the security of the applied cryptographic primitives
(hash function, commitment scheme, public-key cryptography scheme, AEAD scheme, fuzzy
extractor technique). O

Lemma 4.4. (Integrity) Assuming the security of Dev, the applied cryptographic primitives,
and the blockchain, the proposed framework guarantees the integrity of sk.

Proof. A malicious attacker A could be assumed to have tampered with the HD and o re-
trieved from the wallet during the key regeneration phase. However, the user verifies whether
the regenerated sk is identical to the one generated during the key generation protocol by using
the commit value. Therefore, if the applied cryptographic primitives are secure, the integrity
of sk is guaranteed. The values required during the key recovery process are obtained through
transactions published on the blockchain network. That is, due to the integrity and immutabil-
ity properties of the underlying blockchain, it is difficult for A to manipulate these values.
Furthermore, the validity of the recovered sk during the key recovery phase is verified using the
commit value, thus ensuring the integrity of sk.

Therefore, if Dev is secure and the applied cryptographic primitives and blockchain are
secure, the proposed framework guarantees the integrity of sk. O

Lemma 4.5. (User authentication) Assuming the applied cryptographic primitives, blockchain,
and smart contracts are secure, the proposed framework provides secure key recovery through
the user authentication process.

Proof. During the user authentication process, the smart contract acts as a verifier. At this
point, the security of the smart contract inherits the security of the blockchain and the smart
contract applied to the proposed framework. Therefore, it is reasonable to assume that the
smart contract is honest and secure, and does not collude with a malicious attacker A.

A can impersonate a legitimate user to request key recovery. To this end, A may attempt to
impersonate a legitimate user by utilizing values contained within I" that were used by the user
during a previous authentication process. However, I' includes a nonce value, and the smart
contract verifies this value, thereby preventing replay attacks. Additionally, A may attempt a
user forgery attack by calculating 7 using values contained in a previously used I'. However,
due to the security of the applied zero-knowledge proof technique, it is difficult for A to forge
and compute 7.

A may attempt to perform a spoofing attack by forging information such as Comm %0,
Comm™Y | and Comm Y. However, since these values are commit values generated based
on Bio, security against forgery attacks is guaranteed by the security of the applied Pedersen
commitment scheme. A may attempt to generate Comm based on forged Bio. It can then
transmit I'; containing this Comm, to the smart contract. However, this results in a mismatch
in “Comm” during the verification process of the smart contract, and thus fails to pass the
user authentication procedure. Finally, A may attempt to pass the user authentication process
by acquiring Bio through Comm(® and Comm (%% contained in {Back.Tx}. However, since
Comm(® and Comm %9 are values generated based on the Pedersen commitment scheme,
they ensure the confidentiality of Bio. Therefore, A cannot obtain Bio using Comm(®) and
Comm! %9 Thus, in the proposed framework, the probability that A succeeds in passing the
user authentication process is negligible. O
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Lemma 4.6. (Event-based key recovery) Assuming the blockchain and smart contracts applied
to the proposed framework are secure, the proposed framework ensures that the key recovery
process is performed only in response to key recovery request events initiated by the user.

Proof. A user requests key recovery by distributing {lostTz} to the blockchain network, sig-
nifying an event indicating the loss of their private key. At this stage, a malicious attacker A
can exploit transactions published during the key backup process to impersonate a legitimate
user and request key recovery. However, Lemma 4.5 ensures the proposed framework’s security
against forgery attacks. During the key recovery process, cn verifies { ResultTx} and {lostTz}
before performing the key recovery. The security against collusion attacks by malicious cns
attempting key recovery is guaranteed by Lemma 4.2. Therefore, the proposed framework en-
sures that the key recovery process is performed only upon a key recovery request from an
authenticated user. O

Theorem 4.7. If the security of the underlying blockchain and smart contracts, along with
the applied cryptographic primitives, is guaranteed, then the proposed framework satisfies non-
stored, resistance to collusion attacks, confidentiality, integrity, user authentication, and event-
based key recovery.

Proof. 1t is guaranteed by Lemmas 4.1, 4.2, 4.3, 4.4, 4.5, and 4.6. O

5 Conclusion

This paper proposed a key management mechanism that encompasses protocols for each
stage of the key lifecycle. The framework provides non-stored by not storing the user’s biometric
information used for private key generation or the private key itself. It also provides resistance to
collusion attacks by randomly selecting nodes to perform computations during the key backup
and recovery process. Furthermore, key recovery is performed only at the user’s request and
is carried out solely by an authenticated user through a smart contract prior to execution.
It is an integrated key management framework that differs from existing research, providing
decentralized key backup and recovery, confidentiality, and integrity as well.
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