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Abstract

As quantum computing advances, many traditional encryption mechanisms will be
vulnerable, making cryptosystems resistant to quantum attacks increasingly important.
Among these, lattice-based cryptography is recognized as an efficient and practical alter-
native. In communication systems, Attribute-Based Encryption (ABE) schemes are more
suitable for environments with a large number of users. ciphertext-policy ABE (CP-ABE)
allows senders to specify which users with particular attributes can decrypt the ciphertext,
making it ideal for real-world applications. Additionally, searchable encryption enables
users to search encrypted data without revealing keywords to the cloud server. To en-
hance user management, dynamic membership management is incorporated, making the
system more flexible and adaptable. Moreover, Multi-Authority (MA) approaches reduce
the risk of a single authority being compromised by an attacker. Building on these proper-
ties, this paper proposes a lattice-based MA-CP-ABE scheme that supports multi-keyword
searches and dynamic membership. The scheme is proven to be secure under the Decision
Learning-With-Errors (D-LWE) assumption, providing both strong security and flexibil-
ity. The proposed scheme outperforms many existing schemes in computation costs and
provides robust functionality, ensuring secure and efficient data sharing and searching in
post-quantum cryptography environments.

1 Introduction

With the growing demand for data storage, a secure, reliable, and flexible system is essential.
Cloud storage can support a large number of users and is increasingly adopted by enterprises.
However, some sensitive data should remain hidden from cloud servers. Functional encryption,
such as attribute-based encryption (ABE) and searchable encryption (SE), addresses this con-
cern. ABE enables fine-grained access control for multi-user environments, while SE allows
searching over encrypted data.

ABE is classified into key-policy ABE (KP-ABE) [2] and ciphertext-policy ABE (CP-ABE)
[18]. KP-ABE embeds the attribute structure into the private key, with the sender defining the
ciphertext attributes. In contrast, CP-ABE allows the sender to set the access structure during
encryption, ensuring only eligible users can decrypt the ciphertext. CP-ABE is generally more
flexible and suited for dynamic access control scenarios.

SE enables users to search encrypted data. The data owner encrypts messages and keywords
before uploading them to the cloud service provider (CSP). While CSP cannot access the
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message content, data users can generate search tokens to retrieve matching ciphertexts, which
they decrypt using private keys.

Dynamic membership enhances system practicality by enabling efficient user management,
such as registration, revocation, and attribute updates. To formalize this concept, Fan et al. [6]
defined four key properties:

1. Expandability: New users can be added.

2. Revocability: An Attribute Authority (AA) can revoke a user’s key to prevent decryp-
tion after revocation.

3. Renewability: AA can update users’ attributes and keys; outdated keys cannot decrypt
new ciphertexts.

4. Independence: Updating or revoking one user’s attributes does not impact others.

To avoid a single point of failure, the multi-authority (MA) model was introduced by
Chase [3], where multiple attribute authorities (AAs) jointly manage attributes. Although
a central authority aggregates key components, this model mitigates risks associated with a
single compromised AA and distributes the computational load.

One of the significant advantages of lattice-based cryptography is its support for functional
encryption, and its quantum resistance has led to wide adoption in post-quantum standards.
In 2011, Agrawal et al. [1] introduced the first fuzzy identity-based encryption scheme based
on lattices, wherein each user’s identity functions as an independent attribute, possessing cor-
responding public and private keys. In the same year, Zhang et al. [18] proposed the first
lattice-based CP-ABE scheme, incorporating a threshold access structure. Subsequently, in
2012, Boyen et al. [2] introduced the first lattice-based KP-ABE scheme, employing a Linear
Secret Sharing Scheme (LSSS) for its access structure.

In 2013, Hou extitet al. [9] developed the first lattice-based searchable encryption (SE)
scheme supporting single-keyword searches. Later, in 2015, Zhang extitet al. [17] proposed
a lattice-based MA-ABE scheme, which, despite incorporating a central authority, utilizes it
solely for generating public parameters that attribute authorities (AAs) leverage to generate
user private keys. More recently, in 2023, Lin [10] proposed a CP-ABE scheme with multi-
keyword search functionality, employing a Bloom filter as the search structure.

1.1 Contributions

As summarized in Table 1, the proposed scheme simultaneously incorporates the following
properties:

o It utilizes second-type (type-2) trapdoor functions [7,11]. Compared to first-type (type-
1) trapdoor functions [8], which offer greater functionality and facilitate scheme design,
type-2 trapdoor functions significantly reduce computation and transmission costs [11].

e As a CP-ABE scheme, the proposed approach provides flexible access control.

o A tree-based multi-keyword search mechanism is employed to support both OR and AND
gates, enhancing the flexibility and accuracy of keyword searches.

e The multi-authority (MA) technique mitigates the key escrow problem, which arises in
cryptosystems where a trusted third party holds all users’ private keys. If compromised,
such a third party poses significant security and privacy risks.
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e Attribute Authorities (AAs) are only involved in key generation, allowing them to remain
offline once keys are issued.

e The proposed scheme supports multi-bit encryption, reducing both computational and
transmission costs in the encryption phase.

e The scheme facilitates dynamic membership management, offering expandability, revoca-
bility, renewability, and independence, enabling flexible modifications to system member-
ships.

e The proposed scheme’s security relies on the decisional learning-with-errors (D-LWE)
assumption. It achieves ciphertext indistinguishability under chosen-plaintext attacks
(IND-CPA) and keyword privacy under chosen-keyword attacks (IND-CKA). Due to the
strict 20-page limit of the MobiSec 2025 submission format (including appendices, Easy-
Chair style), the complete security proofs are omitted in this version but will be made
available upon request.

Table 1: Properties of Various LWE-based ABE Schemes

Reference Trapdoor | ABE Structure Authenticationf | MA | CR | Offline | MBE | DM
Functions | Type | Access Search Access | Search AA
Wang et al. [16] Type-1 KP* | Subset | Single Keyword | YES YES NO | YES | YES NO NO
Chen et al. [4] Type-1 CP | Tree” - YES - NO | NO | YES NO | NO
Zhuang et al. [19] Type-2 CP Tree - YES - YES | YES | YES NO | YES
Varri et al. [14] Type-1 CP | LSSS® | Single Keyword NO YES NO | NO NO NO NO
Chen [5] Type-2%* CP | LSSS® | Single Keyword | YES YES NO | YES | YES NO | YES
Wang [15] Type-2% | CP | LSSS¢ LSSS¢ YES | YES | NO | YES| YES | NO | YES
Shen et al. [13] Type-1 CP | LSSS® | Single Keyword | YES NO YES | NO NO NO | YES
Lin [10] Type-1 CP Tree Bloom Filter YES YES | YES | YES | YES NO | YES
Ours Type-2 CP Tree Tree YES YES | YES | YES | YES YES | YES

*KP stands for key-policy, CP for ciphertext-policy, MA for multi-authority, CR for collusion
resistance, MBE for multi-bit encryption, and DM for dynamic membership.

7.7 indicates that this option is not considered because the search functionality is not pro-
vided by this scheme.

1 Authentication refers to whether a user’s attributes need to be verified. 'No Authenti-
cation” means that all users in the system can access this functionality without requiring
attribute verification.

& Although Wang et al. claim that the data owner can specify an access policy, the access
policy is placed in the user’s secret keys. Therefore, their scheme is KP-ABE.

QO Although Chen et al. claim that their scheme uses an LSSS-based access structure, it is
constructed in tree-based form. So we mark it as tree-based for fairness.

¢ Schemes based on the LSSS structure require Gaussian elimination during decryption.
However, ensuring that the coefficients computed through Gaussian elimination remain suf-
ficiently small is challenging. This may lead to increased noise, potentially causing non-
negligible search or decryption failures.

& Chen’s and Wang’s schemes use type-1 trapdoor functions, but those functions can be
changed to type-2 trapdoor functions. So we mark them as type-2 for fairness.
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2 Related Works

In this section, we review several lattice-based CP-ABE and MA-ABE schemes. Table 1 sum-
marizes and compares the properties of existing LWE-based ABE constructions that support
keyword search, dynamic membership, or multi-authority settings.

Due to the limited number of lattice-based schemes combining ABE and searchable encryp-
tion, some referenced works are unpublished manuscripts or master’s theses. Although not
peer-reviewed in standard cryptography venues, we include them for functional comparison, as
they represent rare efforts integrating similar features within a lattice-based framework. Their
status and limitations are clearly indicated for reference.

Wang et al. [16] proposed an ABE scheme with a subset access structure, where a data user’s
attributes must be a subset of those chosen by the sender. The scheme supports single-keyword
search via search tokens. Although claimed to allow data owner-specified policies, the access
structure is embedded in user secret keys, thus falling under the KP-ABE category.

Chen et al. [4] tackled noise accumulation in LSSS-based decryption by using a structured
matrix limited to 0, 1, -1, multiplied by an all-one vector during decryption to suppress noise.
Although claimed as LSSS-based, the structure is implemented in a tree-like form.

Zhuang et al. [19] presented a collusion-resistant CP-ABE scheme with a tree-based access
structure. AAs generate per-user keys to prevent secret key aggregation among users.

Varri et al. [14] introduced a CP-ABE scheme with an LSSS structure and single-keyword
search, but only verify user permissions during search. Thus, any user can access ciphertexts
regardless of attributes.

Chen [5] proposed an LSSS-based CP-ABE scheme where AAs issue independent public and
secret keys to resist collusion.

Wang [15] extended Chen’s work to support multi-keyword search while preserving the LSSS
search structure.

Shen et al. [13] designed an MA-CP-ABE scheme with an LSSS-based structure and single-
keyword search. While user permission is verified, CSPs do not validate token permissions,
allowing unrestricted ciphertext search.

Lin [10] proposed an MA-CP-ABE scheme based on lattices, supporting dynamic member-
ship updates and per-user key modifications.

3 Preliminaries

In this section, we first introduce some background knowledge about the proposed scheme such
as the definition of the lattice.

3.1 Lattice
The definition of a g-ary lattice A} (A) is shown as follows:

Definition 3.1. n,m are positive integers, Given a matrix A € Zg*™, a prime number g, and
a vector v,

AJ(A):={x€Z™ | Ax =v mod ¢}

3.2 Learning With Errors (LWE)

Given a distribution x, a prime number ¢, and a positive integer n, let O be an unspecified
oracle, where Oy is a truly random sampler and O, is a pseudo-random noise sampler with

4
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random secret vector s € Zg. The definition of (Zy, n, x)-LWE problem [12] is as follow:
e Oy: Outputs truly uniform-random samples (y;,v;) € Zy X Zy.

o O,: Outputs pseudo-random samples (y;,v; = yIs + e;), with a noise value e; € Zq
sampled from y, a uniformly random vector y; € Zg, and a fixed secret vector s € Zj.

Definition 3.2. The Decisional Learning-With-Errors (D-LWE) problem:
"From O, given a polynomial number of samples, determine whether O is Ox or O.”

Definition 3.3. The advantage of an adversary A breaking the D-LWE problem is :
Advp_rwie(A) = |Pr[A% = 1] — Pr[A°Y =1]|

Definition 3.4. D-LWE Assumption: There does not exist a polynomial time algorithm with
a non-negligible Advp_rwe.

3.3 Lattice Trapdoor Functions

The proposed scheme employs the type-2 trapdoor functions [11] [7]. Therefore, we introduce
them here.

Definition 3.5. (A,R) + GenTrap(Ao, H)

Given Ay € ZZX’”/ and any invertible matrix H € Zg*", this function will output a matrix
A = [Ao| - AR+ HG] € Z*™ and its trapdoor R € ZZ"XZ, where G is a gadget matrix,
z =n[log, ¢, and m = z4+m/. Furthermore, the trapdoor quality is assured, guaranteeing that
s(R) < w(yv/mlogq). Here w() denotes asymptotic notation and s() represents the extraction
of the Euclidean length of an input.

Definition 3.6. x + SampleD(R, A = [Ag| — AoR + HGJ, H,t,0) Given a trapdoor R €
ZmXw of Aql (A), a matrix A = [Ag| — AgR +HG] € Z7*™ an invertible matrix H € Z;*",
a target vector t € Zy, and a Gaussian parameter o, this function will output a vector x that
satisfies Ax =t € Zj.

3.4 Tree-Based Access and Search Structures

The proposed scheme adopts a tree-based structure for both access control in encryption/de-
cryption and keyword matching in searchable encryption. In CP-ABE, the data owner defines
an access structure that determines authorized users, while in SE, the data user generates a
search token based on a structure that identifies matching index entries.

Figure 1 illustrates an example of a tree-based access structure. The structure is defined as
7 = (attrl N attr2 N attr3d) N (attrd U attrb), where the i-th attribute is denoted as attr;. The
generation of r; follows several steps. Initially, the root node value is set as » = 5. This root
node represents an AND gate and has two child nodes, rll and rlz. The values of these nodes
(e.g., rll =7 and r; = —2) can be chosen by the user as long as they are logically consistent.
Next, node 7"/1 (also an AND gate) has three leaf nodes (r1,72,r3), and their values (e.g., r; =9,
ro = —4, and r3 = 2) can also be decided by the user. Finally, node 7‘,2, representing an OR
gate, has two leaf nodes 4 and r5, which the user can assign values to (e.g., r'2, r4,T5 = —2).
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r'y =7 r',=-2
AND OR
attr] attrp attr3 attrg attrs
= r, =4 1r3=2 13=-2 r5=-2

Figure 1: Access Structure

3.5 System Model

Figure 2 shows the roles and the algorithms in the system. There are five roles as follows:

e Initializer: A specific attribute authority that initializes the system by generating global
public parameters (such as the attribute universe and keyword domain). It does not access
any master secret keys of other authorities.

e Attribute Authority (AA): Each AA manages a subset of attributes and issues cor-
responding private keys to users. It also supports updates such as attribute addition and
revocation.

e Data Owner (DO): Encrypts a message under an access policy and a set of keywords.
The resulting ciphertext and keyword index are uploaded to the CSP.

e Cloud Service Provider (CSP): Stores encrypted data and performs keyword-based
searches using search tokens submitted by users. It is assumed to be honest-but-curious.

e Data User (DU): Receives attribute-based secret keys from AAs, generates search to-
kens for chosen keywords, and decrypts retrieved ciphertexts if authorized.

The proposed scheme comprises nine algorithms shown as follows:

e PP « Setup(\, U, D): Input a security parameter A, the set of all attributes U, and a
set of all AA D. This algorithm will output the public parameter PP.

o (PKy,MKy) < AASetup(PP,Up): Input PP and attribute set monitored by AAy.
This algorithm will output the public keys PKy and the master private keys M Ky for
each attribute managed by AAg € D.
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Figure 2: The System Model

o (SK'P) «+ Enroll(PP,PK,MK,U'P ID): Input PP, PK, MK, attribute set of ID

U!P and the user’s identity ID. This algorithm will output the user’s private keys SK!P
and updates PP.

e (SK'"'P) « Update(PP,PK,MK,U'"” ID)Input PP, PK, MK, new user attribute
set U''P and ID. This algorithm will output SK’'” and update PP.

o (SK/P) « Extend(PP,PK; MK, t,ID): Input PP, PK;, MK, target attribute t,
and ID. This algorithm will output SK/P.

o (CT,I) + Encrypt(PP,b,7,{PK4}ticp.,Uw): Input PP, a message vector b, an access
structure 7, and {PKi}4ep.. Dc denotes the attribute authority set that monitor the
attributes in 7, and a keyword set associated with the index Uy,. This algorithm will
output the ciphertext CT = (Cip j,C;,7), index I = (I1p ., ;) and sends them to CSP.

o (T'K) + TokenGen(PP,PK,;,SK'? W' '): This algorithm takes PP, PK4, SK'P,
a keyword set W', and a search structure 7’ as input. This algorithm will output the
search token TK = {{TK . }wew’, {TK2,}4,cvrp, 7'}, then sends them to CSP.

e (CT or 1)« Search(CT,TK,I,U'P):

Input CT, TK, I, and U'P. If the search is successful, this algorithm will output the
corresponding ciphertext CT. Otherwise, the algorithm aborts.

e (bor L)« Decrypt(CT,UP SK'P): Tnput CT, SK'P and U'P. If the decrypt is
successful, this algorithm will output b. Otherwise, the algorithm aborts.

3.6 The Security Model

The scheme achieves ciphertext indistinguishability under chosen-plaintext attacks (IND-CPA)
and keyword search security under chosen-keyword attacks (IND-CKA). Owing to the submis-

sion’s space limitations, detailed proofs are not included here but can be made available upon
request.
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4 Construction
This proposed scheme contains nine algorithms defined in section 3.5(Setup, AASetup, En-
roll+Update+Extend, Encrypt, TokenGen, Search, Decrypt). This section presents the details

of these algorithms. Table 2 shows the notations used in the proposed scheme.

Table 2: The Notations

Notation Meaning
AAy The d-th attribute authority

1D The identity of some user

U The set of all attributes

D The set of all AA

m The count of vectors comprising a basis
z z =n[logy q]

n The number of components in a vector
q A prime modulus

L The set of all ID

l The total number of keywords in the system
o A Gaussian parameter

Hy,H;  Hash functions

X A Gaussian distribution

n The length of a message vector

a; The i-th attribute

kuw The w-th keyword

Uqg The attribute set monitored by AA,4

Ulp The attribute set of ID monitored by AAy
U’ ZI b The updated attribute set of I D monitored by AA;
utp The attribute set of ID
u'tp The updated attribute set of I.D

Uc The attribute set associated with the C'T

T An access structure

W A keyword set

Uw The keyword set associated with the index
T A keyword structure

D¢ The attribute authority set monitoring attributes in Ugx
PKy4 The public key of AAg4
SK!P The private key of ID

[ The number of the elements in some set

| The symbol | denotes column-wise concatenation.

4.1 Setup

PP « Setup(\,U, D)

The Initializer inputs the security parameter A, the set of all attributes U, and the set of all
attribute authorities D. Then, the Initializer generates the public parameter PP by performing
the steps below:

8
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1. With )\, select a prime number g, two positive integers n, m, the count of keyword in
the system [, a Gaussian parameter o, a Gaussian distribution y, and length of message
vector 7).

2. Choose two hash functions Hy : {0, 1}* — Zp*" \ GL(n,Z), Hy : {0,1}* — Z,.
3. Set Urp = 0.
4. Set urp = 0.
5. For i =1 ton:
e set urp,; = 0.
6. Set Uy = {usp,1,urp2,....,urpy}, Us = {Usp,urp}.
7. Set the user set L = 0.

8. OutPUt PP = {Qﬂn7m7laJ7HOaHlaD7U7L3X7773U17U2}'

4.2 AASetup

(PKa, MKd) +— AASetup(PP, Ud)
After the Initializer publishes PP, each AA; generates PKy and M K4 by performing the steps
below:

1. For each attribute a; € Uy:

e Choose an invertible matrix H; € Zf;x”.

e Randomly choose two matrices A; ,B; o € ngm/.
o (A;,Ra;) < GenTrap(A; o, H;). (GenTrap is defined in Section 3.3.)
° (BZ', RBL) < GenTrap(Bi70,Hi).

2. Publish PK; = {A;,B;}a,cuv, -

3. Set {RAiaRBi}aiGUd as MKd

4.3 Enroll

(SK!P) « Enroll(PP,PK,MK,U'P ID)
After receiving an enrollment request from a user I D, the Initializer executes the user enrollment
using the following steps.

1. If the user set L contains I D, return L.

2. Update L=LUID.

3. Randomly choose vectors urp,urp 1,urp2,...,Urp,y € Zg‘.
4. Randomly choose a random matrix U;p o € ZZX"‘/.

5. Choose an invertible matrix Hyp € ZZX".
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6. (UIDvRUID) < GGTLTT’ap(U[Dp,HID).

7. Update Uy = U, U {uID,l, ...,u1D7n},U2 =UyU {U[D,UID}.
8. Set SK{P =Ruy,,, € Z™'**.
9. Send SK{P to ID.

Then, each AA, receives from the Initializer a set of attributes UC{D and ID that are
monitored by AAg. The private keys for UP is generated by each AA, by performing the
steps below:

1. Va; € UC{DZ

e Choose an invertible matrix H; € Zy™".
e For j =1ton:
— x;; < SampleD(Ra,,A;,H;,up j,0), such that A; -x; ; =urp ;.
e TK,; < SampleD(Rg,,B;,H;, Hy(ID) - urp, o), such that B, - TKy;, = Hy(ID) -
usp.

2. Set SKQIQ = {ng}aieU§D71§an € Zy"
3. Set SKAL = {TKy},,cur0 € 77
4. Set SKjP = {SK35,SK3{1}.
5. Send SKXP to ID.
Finally, ID sets SK'P = SK{P U {SKéD}adeUéD.

Note: With the Enroll algorithm, the Initializer can add new users to the system without
affecting other users, thereby achieving the expandability and independence properties.
4.4 Update

(SK''P) « Update(PP,PK, MK,U""" ID)
After receiving the update request from a user ID. The initializer executes the user update
using the following steps.

1. Randomly choose vectors u'rp,u'rp1,...,u'1py, € Zy.
. 7

Randomly choose a matrix U'rp o € ngm .

Choose an invertible matrix Hrp € Zy*".

(U/[D,R/UID) — GenTrap(U’IDyo,HID).

ARl R

Update Uy = (U —{usrp1,....,urpy}) U{W'rp1,...0'rpy}, Us = (Us — {Urp,urp}) U
{U'tp,u'1p}.

6. Set SK'{” = R'yr,, € ZI"**.

7. Send SK'” to ID.

10
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AAg updates SK’ §D by performing the steps below:
1. Va; € U'LP:
e Choose an invertible matrix H; € Zy*".
e Forj=1tomn:
— x5 ; < SampleD(Ra,, A;, H;,u'1p j,0), such that A; - x'; ; = u'rp ;.

o TK'y, < SampleD(Rg,,B;,H;, Hy(ID)-u';p, o), such that B;-TK', ; = Hy(ID)-
u/[D.

2. Set SK'5 = {X'; ;Yascvr10 1<j<n € L.
3. Set SK'31y = {TK's i }o,conip € Z11
4. Set SK'}P = {SK'}5, SK'EY.
5. Send SK'}P to ID.
Finally, 1D sets SK''” = SK'[” U{SK'}"},,ep1p and updates SK'P by SK''.

Note:

1. With the Update algorithm, AAs can independently generate new public and private keys
for a user without affecting other users, thereby achieving the independence, revocability,
and renewability properties.

2. Once the public key is updated, search tokens generated under the old public key remain
valid for ciphertexts encrypted before the update but cannot be used to search ciphertexts
created with the new public key. Only tokens generated under the updated key can access
the corresponding new ciphertexts. This design maintains backward compatibility and
forward security without requiring any re-encryption or re-indexing operations.

4.5 Extend

(SK!P) « Extend(PP, PK;, MK,t,1D)

After receiving the extend request from a user I D. The extension of the attribute is executed
by AA, involving an attribute a;. AA, generates a new private key of a; for I D by performing
the steps below:

1. Choose an invertible matrix H, € Z;*".
2. Forj=1ton:
o x;; < SampleD(Ra,, A, Hy,urp j,0), such that Ay - x; ; =urp ;.
3. TKy,; < SampleD(Rg,,B;,H;, Hy(ID) - u;p,o), such that B, - v, = Hy(ID) - usp.
4. Set SKQI,tD = {nghgjgn
5. Set SKiP = TK,
6. Set SK{P = {SK'}7, SK'§7}.

11
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7. Send SK!P to ID.

Finally, ID updates SK'P = SK'P U SK!P.

Note:

1. The Extend algorithm adds a single attribute for a user at a lower cost than the Update
algorithm, as it does not require updating public keys or SK {D .

2. The Enroll and Update algorithms enable dynamic membership support (expandability,
revocability, renewability, and independence) as defined in [6].
4.6 Encrypt

(CT,I,7) + Encrypt(PP,b,7,{PK4}icv.,Uw)
DO encrypts a message vector b = (by,ba,...,b,) € {0,1}" with an access structure 7 by
performing the steps below:

1. Randomly choose a value r € Z,.
2. Generate {r;}q,er € Zq according to 7 (See Section 3.4 for more details).
3. Randomly choose a secret vectors s; € Zj.
4. Randomly choose noises {e1 1,€12,...,€1,;} € Zg,{€21,€222,..., €2} € Z".
5. For each ID € L:

o for (j=1;j <=mn;j++)

— Compute Cip; =r1- u}fD’j -s1+e1;+b;-[q/2] € Z,.

6. For each a; € T:

e Compute C; =r; - AT -1 +eq; € Z7".
7. Set CT = ({Crp,j}iperi<j<n, {Citaier,T)-
8. Randomly choose a secret vector sy € Zg‘.
9. Randomly choose noises {es 1,€32,...,€3,} € Zy, {€s1,€42,...,€4,} € Ly

10. For each ID € L:

e For w=1tol:

— It k, € Uw:
(a) Compute Irp ., =71 Hi(ky) Uty - Hy(ID)T -85+ e3. € Ly
— Else:

(a) Randomly choose Irp ., € Zj'.
11. For each a; € T:
e Compute I; = r; - B} - sy + ey, € Z7".

12. Set I = ({I1p,w}iperi<w<is {Li}aer)-

12
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13. Upload (CT,I) to CSP.

Note: By using a tree-based structure defined in Section 3.4, when a set of attributes

ay,al, ..., a’} exactly satisfy 7, then 7: r; = r. Consequently, the private keys {x; 1}, cyip
1502 j i=1 ASa; €U
can exactly satisfy the equation: 37_, x;ri- Al = I iAo )T =30 el = rul

4.7 TokenGen

(TK) + TokenGen(PP,SKP W' 1)
DU generates a search token with a search structure 7’ by performing the steps:

1. Generate {r,} € Z, according to 7' (See Section 3.4 for more details).
2. For each keyword k], € W":

o TK; , < SampleD(RUID,UID,HID,Hl(k;Uf1 -1l -urp,o), such that
UID . TKl,w = Hl(k};})_l . ’I“/ -usrp.

3. Set TK = {{TKl,w}k{UEW'a {TKgﬂ‘}aieUID,TI}
4. Send TK to CSP.

Note:

1. DU can use its private keys to generate search tokens. Thus, AA does not need to assist
users in token generation.

2. By using a tree-based structure defined in Section 3.4, when a set of keywords {k}, k3, ..., k} }
/

exactly satisfy 7/, then 77 _, 7;, = 1. Consequently, the search tokens {TK1 .}k, v

=1"w

can exactly satisfy the equation: I TKT, - Hy (k) - ut, =7 _ Hi(kl,) (Up-
TK:.)" = Y0, Hi(k,,) - Hi(ky,) " -7, -u® =300 v, -u” = u”

4.8 Search

(CT or 1) « Search(CT,TK,I,UD)

CSP receives a search token TK from DU. If U'P does not exactly satisfy 7, CSP returns L.
Otherwise, CSP can choose a set of attribute U/” that can exactly satisfy 7, and performs the
steps below:

1. For any set of keyword set {k}, k), ..., k!, } satisfy 7'

e Compute z = S, vy TKY - D0 — T cvip TKy, - Ios.

o If |2| < £, send the corresponding ciphertext CT to DU.
2. Otherwise, return L to DU, indicating that T K did not match I.
Note:

1. The CSP, having U!P| can select an attribute set ULP that exactly satisfies 7. In the cur-
rent scheme, CSP thus knows user attributes during searches; protecting these attributes
is an important future research direction.
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2. The CSP cannot access the keywords encrypted in I and must check all keyword com-
binations that satisfy 7. The search cost depends on the structure of 7/, with each OR
gate increasing the number of satisfying keyword combinations the CSP must consider.
Importantly, the CSP does not need to know the value of any r;; it only verifies which
keywords satisfy the search policy.

4.9 Decrypt

(b or L) < Decrypt(CT,U'P SKIP)

DU receives the CT from CSP. If U'P can not exactly satisfy 7, DU returns L. Otherwise,
DU can choose a set of attribute UéD that can exactly satisfy 7, and decrypt the ciphertext by
performing the steps below:

1. Va; € UéD:

e For every bit b; in the message vector:

— Compute C} = Zaq,eUéDle -C}.
— Compute b; = CID,l — Cl*

— If || < 4, set by = 0; otherwise, set b; = 1.

e Return b = {by,bs,...,b;}.

4.10 Correctness

The proposed scheme satisfies correctness if the data user possesses attribute-based private
keys that satisfy the ciphertext’s access structure and submits a search token matching the
keyword index. In this case, the CSP returns the corresponding ciphertexts, and the decryption
algorithm will recover the original plaintext. Otherwise, the decryption fails or the result is
empty.

Assume that an attribute set UL can exactly satisfy 7, indicating that ¥;cprpri = 7.
On the other hand, assume that a keyword set Uy, can exactly satisfy 7/, indicating that
Z:wEUWu)w =1.
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e Search Correctness
z= EkweUWTKlT,w 1D w — EaieUéDTK;F,i I

=%, TK] ,, -7 Hi(kl,) - Ulp - Ho(ID)" - so
+2,TK7, - €30 — 5 TKy,; -7i - Bl -s0
~ 5, TKj, - e

= Sur- Hi(K) - Hi(ky) "7l -urp - Ho(ID)" - s,
+ EwTKEw ce3w — EiTKrzr,i STy B;r 82
~ 2, TKj, - e,

=r-ulp-Ho(ID)" - 83 + S, TK] ., - €3,
~ 5, TKy, -7 - B -s2 — %, TK3, - s

=r-ujp - Ho(ID)" -s2 + L, TKT,, - €3,
— % -ujp - Ho(ID)" -5 — B, TK3 ,; - €

=r-ujp - Ho(ID)" -s2 + X, TK],, - €3,
—7r-ujp-Ho(ID)" - 55 — %, TK3, - eq;

=%, TK] , €30 — 2 TK;, - e,

-1

error term

To ensure the correctness of search results, error terms must hold the following formula:

T T q
Lroetw TKy,, - €30 — ZaieUéDTKZ,i €q,i| < 1

e Decryption Correctness

_ T
bj = Cipj — Eg,cvirXi; - Ci

T u?D,j “s1+bj-[g/2] + e

T T T
— Y, evtp (X5 mi Ay -s1+X;;e2)

reugp s+ by [q/2] + e
— ZaieUéD (r; - u?D’j -81 + XZ]- ~€2)
=7r-upp;-s1+b-[q/2l+er; —(r-ujp ;s

T
EaieUéDXi,j “€2)

by 0/20 €1~ Bucoply o

error term
To ensure the correctness of decrypt results, error terms must hold the following formula:

T q
€15 ~ Ya,eulpXi; €2 < -

5 Security Proof

We formally demonstrate that the proposed scheme achieves ciphertext indistinguishability
under chosen-plaintext attacks (IND-CPA) and keyword privacy against chosen-keyword attacks
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(IND-CKA), both relying on the computational hardness of the decisional learning with errors
(D-LWE) problem. For clarity, Fig. 3 illustrates the IND-CPA security game that underpins
our proof framework. Due to space constraints, the complete formal proofs are deferred to a
full version, which can be made available upon request.

* *
l)“”,r“p,, z,ID samples

o <
dsdeD
. = ,‘ ” AASetup
{MK 4} qe Dcorropt
Phase 1
Queries/Response Enroll
h - Update
Extend

mg, my
ﬂ < > Challenge D-LWE
(‘/)

Phase 2
Queries/Response Enroll

Update
Extend

b'=0o0rb"=1 Oy or Oy,

> Guess >

S

Figure 3: The IND-CPA Game

6 Comparisons

This section analyzes the communication and computation costs of the proposed scheme and
compares them with related works. Schemes that do not support searchable encryption are
excluded from the comparisons involving index length, token length, index encryption, and
search operations. The properties of various LWE-based ABE schemes are summarized in
Section 2.

As shown in Table 3, under the same security level, the parameter sizes required by the Type-
2 trapdoor are significantly smaller than those of the Type-1 trapdoor [11]. Thus, adopting
the Type-2 trapdoor can notably reduce computational and transmission overhead. However,
it supports fewer functions than the Type-1 variant, increasing the challenge in scheme con-
struction. Table 4 presents parameter selections aligned with real-world scenarios to ensure the
practicality and representativeness of the performance evaluation.

Table 3: Parameters Setting for Trapdoor Types

Type-1 Type-2
Description Notation | Value | Notation | Value
Modulo Q1 232 Q2 224
The number of components in a vector ni 436 no 284
The count of vectors comprising a basis my 446644 mo 13812

Reference: [11].
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Table 4: Parameters Setting

Description Notation | Value
The count of a user’s attributes l 10
The count of users in the system U 50
The count of keywords in the ciphertext w 5
The count of keywords in the system w' 50
The size of the array in a bloom filter k 32
6.1 Transmission Cost
o Ciphertext (bit) Index
10000000000 4287.782,45% 14630402 100,000,000,000 62315771200
1000:000.000 157‘718.770785859‘157165‘71‘5‘176 165,744,024 165,744,024 14,292,609,024
100,000,000 10,000,000,000
(KP-ABE) Proposed Wang etal. Varri etal. Chen Wang Shen et al. Lin The Proposed
(a) Ciphertext transmission cost (b) Index transmission cost

(bit) Token

500,000,000,000 125,060,320,000

50,000,000,000
5,000,000,000

285,852,160
500,000,000 142,926,080 142,926,080

50,000,000
5,000,000 3,314,880 3,315,120 4,972,320
50,000

Wang etal.  Varrietal Chen Wang Shen etal Lin The Proposed
(KP-ABE) Scheme

(c) Token transmission cost

Figure 4: Transmission cost comparison for ciphertext, index, and token (lower values indicate
better performance).

In Figure 4a, Varri et al’s scheme [14] achieves the lowest ciphertext transmission cost.
However, since their ciphertexts do not embed an access structure and decryption lacks access
control, all users can decrypt them. Excluding this scheme, the proposed scheme achieves the
best ciphertext transmission efficiency among the remaining works.

In Figure 4b, although the proposed scheme incurs higher index transmission costs compared
to LSSS-based schemes [5,13,15], the use of a tree-based structure mitigates noise, reducing
search errors. Moreover, the proposed scheme reduces index size by a factor of 17 compared
to Lin’s scheme [10]. Shen et al.’s scheme achieves the smallest index cost due to skipping
attribute verification during search.

In Figure 4c, the proposed scheme maintains a comparable search token transmission cost
while providing a flexible search structure. Although Chen’s [5] and Wang’s [15] schemes
have smaller token sizes, they rely on LSSS-based structures, which may suffer from noise
accumulation and search failures.
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6.2 Computation Cost

We compare the computation costs of the Encrypt, Search, and Decrypt algorithms. The
evaluation was conducted on a VMware virtual machine running Kali Linux 2024.1, equipped
with a 4-core AMD Ryzen 5 5600 CPU @ 3.5GHz, 10GB RAM, and Python 3.11.9 with NumPy
1.24.2.

To ensure fairness, we simulated the time required for various operations under the param-
eters defined in Table 3 and Table 4. As shown in Table 5, matrix-matrix operations involving
m introduce significant computation overhead due to the large size of m. In contrast, vector
operations are comparatively lightweight. Benefiting from smaller parameter sizes, computa-
tions under the Type-2 trapdoor configuration require substantially less time than those under
Type-1.

Table 5: The Operations Cost

Under Type-1 Trapdoor Under Type-2 Trapdoor
Multiplication Cost Multiplication Cost
Operation (Milliseconds) Operation (Milliseconds)
Lg, X Lg, 0.002 Lgy X Lg, 0.002
Zéf"l X Zg;“ 0.237 Z;;”Q X Zg;“ 0.214
Ly ™™ x ng“ 90, 488.355 L2 X Z;‘;Xl 2,351.266
L "™ X Lg, 81,138.582 LZy2""2 X Lg, 1,616.059
L™ x Ly <! 207.145 Ly X L2 ™! 5.095
Lgy X L 186.404 Lgy X L 3.949
Zom <t x Zp<t | 178,536.294 | 22 x Zpe <! 4,798.257
Zg:’“xnl X L, 167,260.665 Zﬁ;ﬂzxn? X Lig, 3,205.449
Ly x gt 401.815 Ly*m> x g2t 10.257
ZLg, % Zg:’“ 360.881 ZLg, X Zzg@? 7.782
Zh XL 0.013 Zt, x L, 0.013
Ly} XA Z?II’“ X1 207,941.511

Figure 5a presents the computation cost of ciphertext encryption. Schemes such as Zhuang
et al. [19], Chen [5], Wang [15], and Lin [10] generate independent ciphertexts per user to
prevent collusion, which significantly increases computation. In contrast, the proposed scheme
maintains collusion resistance with much lower encryption overhead.

Figure 5b shows that the proposed scheme outperforms others in index encryption efficiency
while supporting both OR and AND gate queries. In contrast, schemes such as Chen et al. [4]
and Zhuang et al. [19] do not provide searchable encryption features.

Figure 5c illustrates that the proposed scheme supports both AND and OR logic for multi-
keyword search, unlike Lin [10] which supports only OR gates, and also achieves lower compu-
tation costs, highlighting its enhanced expressiveness and efficiency.

Figure 5d compares decryption costs. The proposed scheme performs on par with the most
efficient schemes. In contrast, schemes using Type-1 trapdoor functions [4, 10,13, 14, 16] suffer
higher decryption overhead due to larger parameter sizes required for equivalent security levels.

In summary, the proposed scheme achieves multi-authority and multi-keyword search with
dynamic membership. It maintains low computation cost, supports flexible access and keyword
policies, and prevents collusion attacks. Moreover, it demonstrates how multi-bit message
encryption can be realized without significantly increasing the computation cost.

18



Multi-Authority Attribute-Based Multi-Keyword Searchable

Encryption with Dynamic Membership from Lattices Zhuang et al.
Ciphertext Encryption Index Encryption
) (ms) -
oo — 200,000,000
10,000,000 T oo 14y 178536294 117761830 1,983,662.72 1,983,662.72
o L9590 s P— -
0 100,000
) -
.
‘‘‘‘‘ P 10000
wang etat, v v
(KP-ABE)
(a) Computation cost of Ciphertext encryption (b) Computation cost of Index encryption
(ms) Search (ms) Decrypt
. o000 -
sossacat
o000
sorsas
10,000.00 2,009.08 2009.075 “4,018.18. 00000 207145
1000.00 | o
100.00 50.95 50.965 76.425
“Almm
l l
Weng et va
(KP-ABE) i
(c) Computation cost of Search (d) Computation cost of Decryption

Figure 5: Computation cost comparison for ciphertext encryption, index encryption, search,
and decryption (lower values indicate better performance).

7 Conclusion

We propose a novel lattice-based Attribute-Based Encryption (ABE) scheme, summarized in
Table 1, which is the first tree-based CP-ABE from lattices supporting multi-keyword searches
with both AND and OR gates. To mitigate key escrow, the scheme decentralizes authority and
ensures each user has a unique public key component, preventing user collusion. Access control
is enforced during the Search and Decrypt phases, enhancing both security and functionality.

The scheme supports offline attribute authorities, dynamic membership, and multi-bit mes-
sage encryption, offering flexibility, scalability, and practical applicability. In terms of perfor-
mance, it improves computational efficiency while maintaining competitive transmission costs
and introduces functionalities beyond existing approaches. Security is guaranteed under IND-
CPA and IND-CKA, relying on the hardness of the D-LWE problem. Due to space constraints,
complete proofs are deferred to the full version and are available upon request.

In conclusion, our lattice-based ABE scheme provides an efficient, secure, and scalable
framework for attribute-based encryption with multi-keyword search, suitable for a wide range
of secure data-sharing applications.
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