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Abstract

The rapid advancement of science and technology has led to the emergence of quantum
computers, posing a significant threat to traditional encryption schemes. As a result, there
is a pressing need to develop encryption methods that can withstand quantum attacks.
This thesis proposes an IBE scheme with a time-invalidation mechanism to revoke expired
ciphertext. What sets this scheme apart is its support for multi-keyword search, AND/OR
operations and proxy encryption to delegate encryption workload to a proxy server, re-
ducing the computing load on the user side. This IBE scheme eliminates the need for
certificates, reducing computation and transmission costs. The proposed scheme’s secu-
rity is based on the D-RLWE assumption. We also validate the proposed scheme through
implementation.

1 Introduction

The rise of cloud computing has heightened concerns regarding the privacy and security of
sensitive data stored in third-party environments. While cloud services offer scalability and
flexibility in data management, they also introduce risks such as unauthorized access, data
breaches, and privacy violations. Traditional encryption techniques are inadequate for handling
the complex access control demands inherent in collaborative data sharing. As a result, more
advanced cryptographic solutions are required.

Functional encryption addresses this need by enabling fine-grained access control, allowing
users to decrypt only specific data elements based on predefined privileges. This is particularly
valuable in collaborative scenarios, such as cloud environments, where multiple users require
access to different subsets of encrypted data. Functional encryption thereby enhances data
confidentiality and minimizes unnecessary exposure.

To simplify key management, Shamir introduced identity-based encryption (IBE) in 1984
[10], allowing encryption keys to be derived directly from user identities. This approach elim-
inates the need for certificates and streamlines key distribution. Later, Blaze et al. proposed
proxy re-encryption (PRE) [4], which addresses the inefficiencies of traditional encryption in
data sharing. PRE enables ciphertexts to be re-encrypted for a new recipient without decrypt-
ing the original content, reducing the risk of data leakage and improving efficiency. Building
upon this, Green and Ateniese introduced identity-based proxy re-encryption (IB-PRE) [6],
combining the benefits of IBE and PRE to further enhance secure data sharing.
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Searchable encryption (SE) addresses the challenge of querying encrypted data without
requiring decryption. Traditional methods often necessitate downloading and decrypting entire
datasets for local search, leading to high communication and computation overhead. Song,
Wagner, and Perrig introduced the first SE scheme [11] to perform keyword searches over
encrypted data securely. Subsequently, Boneh et al. proposed a public-key SE scheme [5],
allowing a cloud server (CS) to search ciphertexts using trapdoors without learning the plaintext
or the search query.

Data validity control further strengthens SE by enforcing temporal access policies. By
restricting access to a predefined validity period, the system ensures that expired ciphertext
becomes inaccessible or is automatically deleted. This not only reduces the risk of unautho-
rized access but also improves operational efficiency by minimizing the overhead of managing
outdated information.

Lattice-based cryptography has emerged as a leading candidate for post-quantum crypto-
graphic security, as it relies on hard problems believed to be resistant to quantum attacks. Its
foundation includes the closest vector problem (CVP) and the shortest vector problem (SVP).
The learning with errors (LWE) problem [9], which involves decoding noisy linear equations,
underpins many lattice-based schemes and increases in difficulty with problem dimension. The
ring-LWE (RLWE) problem [7], a variant of LWE that utilizes ring structures, offers improved
efficiency in computation and storage.

This thesis proposes a novel scheme that embeds data validity periods directly into ci-
phertexts. By incorporating expiration times, data owners can control the lifecycle of their
encrypted content, ensuring that outdated ciphertexts are automatically invalidated and access
is restricted beyond their valid duration.

1.1 Contributions

We improve upon the scheme proposed by Zhuang and Fan [16] by replacing the underlying
hardness assumption with ring learning with errors (RLWE), resulting in more efficient storage
and computation. The proposed scheme has the following key features:

e Unlike Zhuang and Fan’s work, our scheme adopts a polynomial representation based
on RLWE. Although RLWE is relatively recent (introduced in 2010) and has limited
literature, it offers several advantages:

— The polynomial structure enables encryption of multiple bits simultaneously, reduc-
ing transmission overhead.

— It allows the search algorithm to perform multiple verifications efficiently during the
search phase.

— Polynomial arithmetic accelerates computation; incorporating Montgomery reduc-
tion further improves the efficiency of polynomial multiplication.

e To the best of our knowledge, this is the first RLWE-based multi-keyword searchable
encryption scheme that supports both AND and OR logic operations.

e The scheme integrates data validity control by embedding expiration timestamps into
ciphertexts. This ensures automatic invalidation of expired data, allowing data owners
(DOs) to manage the lifecycle of encrypted content more effectively.

e This work follows a parallel track of theoretical design and practical implementation. We
validate the theoretical constructs through real-world implementation results, bridging
the gap between algorithm design and deployment.
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e The scheme introduces an operational procedure for Type-2 trapdoor functions, which
offer superior performance compared to Type-1 trapdoors.

e The key generation center (KGC) is only involved during the user registration phase and
does not participate in subsequent processes, thereby reducing communication and com-
putation overhead as well as minimizing the KGC’s exposure to network-based attacks.

e Proxy re-encryption (PRE) is employed to enable outsourced computation. Encryption
and re-encryption operations can be delegated to the proxy server (PS), alleviating the
computational load on DOs and lowering the hardware requirements for client devices.

e The security of the proposed scheme relies on the decisional RLWE (D-RLWE) assump-
tion. We prove that it achieves both indistinguishability under chosen-plaintext attacks
(IND-CPA) and indistinguishability under chosen-keyword attacks (IND-CKA). Due to
the strict 20-page limit of the MobiSec 2025 submission format (EasyChair style), which
includes appendices, the detailed security proofs are omitted in this version. The complete
proofs are available upon request.

2 Related Works

This section reviews recent advancements in SE, PRE, and validity period control mechanisms.
Yang et al. proposed a conjunctive time-validity searchable encryption scheme tailored for
e-healthcare cloud environments [13]. Their scheme enables data owners (DOs) to revoke a
user’s access rights through time validity controls. It also allows DOs to define specific access
periods for different users, enabling fine-grained access control over sensitive medical data.

Zhang et al. introduced an identity-based searchable encryption scheme with a time validity
feature embedded via a validity period searchable encryption (VPSE) mechanism [15]. Each
encrypted document is tagged with a specific validity period, allowing searches only within the
designated time window and preventing access outside that period. This approach enhances
data freshness and access relevance. Furthermore, the proxy search server remains oblivious to
the searched keywords, preserving user privacy and ensuring search confidentiality.

Yu et al. proposed a lattice-based public-key encryption with keyword search for e-Office
systems [14]. Their scheme incorporates PRE with validity period control and supports dynamic
revocation of user access. Time information is embedded directly into user keys, enabling time-
bound delegation without relying on an external time server. This design reduces both overhead
and potential security risks.

Zhuang and Fan presented a multi-keyword searchable identity-based PRE scheme from
lattices using a tree-based access structure [16]. They highlighted potential vulnerabilities in
prior schemes based on linear secret sharing (LSSS). Their approach employs PRE to reduce
file-sharing overhead for DOs and leverages outsourcing to scale the system without increasing
the burden on DOs. As the number of data users (DUs) grows, the proxy server absorbs the
additional workload, keeping the DO’s cost constant.

3 Preliminaries
This section introduces the preliminaries used in the proposed scheme. Lowercase symbols

denote vectors, e.g., a, while uppercase symbols denote matrices, e.g., A. The notations a™ and
AT represent the transposes of vectors and matrices, respectively. The notation [a; | az] denotes

3
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the concatenation of two vectors or two matrices. Let R = Z[z]/{z™ + 1) be the polynomial
ring. Each element in R is a polynomial of degree at most n — 1, where n is a power of 2. R,
denotes the set of polynomials modulo ¢, and Z, denotes the set of integers modulo g.

3.1 Lattice
A lattice is formed by a set of linearly independent vectors. Its formal definition is as follows:

Definition 3.1. Given n linearly independent vectors ai,as,as,...,a, € Z™, a lattice A of
dimension m is generated through the linear combinations of these vectors.

A =((a1,az,a3,...,a,) = {Z ziai|r; € Z}
m=1

where n signifies its rank. The set of vectors {ai,as,as,...,a,} constitutes the basis of the
lattice A.
Definition 3.2. Given a prime number ¢, a basis A = {a1,a9,0a3,...,a,} € Z™*", and a

random vector u € Zy, the following are three common types of g-ary lattices:

Af(A):={seZ™|ATe=5s mod ¢ ecZ"}

Aj(A):={s€Z™| As=u mod ¢}

A;‘(A) ={s€Z™| As=0 mod ¢}

3.2 The Ring Decisional Learning-With-Errors Problem
Given a polynomial ring R, and two samplers Oy and Oy defined as follows:

e O;: A noisy pseudo-random sampler that outputs pairs (a;,a;s+e¢;) € Rg, where a; € R,
is a uniformly random polynomial, s € R, is a fixed secret polynomial, and e; € R, is a
noise polynomial drawn from an error distribution y.

e Oyg: A truly random sampler that outputs independent and uniformly random pairs
(ah Ui) € Rg

Definition 3.3. Ring Decisional Learning-With-Errors (R-DLWE) Problem
Given access to a set of samples generated by an oracle O, that is either O, or Oy, the goal
is to determine whether O, = O, or O, = Oy.

3.3 Lattice Trapdoors

Possessing a trapdoor for a particular lattice enables the efficient solution of certain otherwise
hard problems. Two primary approaches for generating such trapdoors are based on the short
integer solution (SIS) problem [1] and the learning with errors (LWE) problem [9], respectively.
Micciancio and Peikert [8] proposed a more efficient construction of trapdoor functions for both
LWE and RLWE. The scheme presented in this work adopts trapdoor functions based on the
RLWE assumption.

For clarity, we focus on describing the lattice trapdoor functions in terms of their inputs
and outputs. The detailed algorithms and internal computations of these trapdoor functions
are omitted in this version. The complete algorithmic descriptions are available upon request.
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Definition 3.4. Gadget vector g
A gadget vector g = (1,2,4,...,2v )T ¢ Ry, where w = [log, q].

Definition 3.5. (a, R) < GenTrap(ag, h)
Input: A tag h € Zy, and a vector ag € R}" .
Output: (a, R), where R is a trapdoor of a.

Definition 3.6. (z) «+ SampleD(R,a,h,t, o)

Input: Given a vector a € R, a trapdoor R of a, a tag h, a target ¢ € R, and a Gaussian
parameter o.

Output: z, such that ax = t.

Definition 3.7. (R’) < DelTrap(da’, R, h, )
Input: Given a’ = [ala;] € R)* x RY; a tag h, a trapdoor R of a.
Output: R/, where R’ is a trapdoor of a’.

3.4 Tree-Based Access Structure

The proposed scheme requires the data owner (DO) to embed keywords into the ciphertext
during the encryption phase. Users subsequently generate search tokens according to a specified
search policy. The cloud server (CS) transmits the ciphertext only when the user’s search token
matches the embedded keywords.

The proposed scheme employs a tree-based structure to define complex access control poli-
cies. In this structure, the leaf nodes represent the values of the attributes (or the keywords),
while the non-leaf nodes correspond to logical gates such as AND and OR. By combining these
logical operations, the structure enables the construction of fine-grained access rules, ensuring
that access to protected resources is granted only to authorized users.

Root_Value: 1
Type: AND gate
/

C1_Value: 29
Type: OR gate
\ y,

s N
[ L1_Value: 29 J L2_Value: 29 { L3_Value: 29 J [ L4_Value: 30 } L5_Value: 9
N Wy,

Figure 1: An Example for Tree-Based Structure

C2_Value: 39
Type: AND gate

Figure 1 illustrates an example of a search policy defined as 7 = (L1UL2U L3) N (L4NL5).
Let ¢ = 67. The root node is assigned the value 1 and has two child nodes, denoted as C1 and
C2. Since the root node represents an AND gate, the sum of the values of C1 and C2 must
equal that of the root node modulo g.
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C1 corresponds to an OR gate, implying that each of its child nodes must carry the same
value as C1. On the other hand, C2 represents an AND gate, and therefore the sum of its child
nodes must equal C2 modulo gq.

For a user’s search to succeed (i.e., the keywords match), the following equation must be
satisfied:

3.5

(LIUL2UL3)+ L4+ L5=1 (mod g).

System Model

Figure 2 illustrates the proposed system model, which involves five distinct roles:

Key Generation Center (KGC): The KGC is responsible for initializing the system
by generating public parameters and distributing cryptographic keys. It is assumed to be
a fully trusted entity.

Cloud Server (CS): The CS stores ciphertexts and indexes, and performs search opera-
tions upon receiving search tokens. It is considered an honest-but-curious entity, meaning
it follows protocols correctly but may attempt to infer sensitive information.

Proxy Server (PS): The PS handles the re-encryption phase. Upon receiving the re-
encryption keys, ciphertexts, indexes, and data user identities from the data owner (DO),
the PS re-encrypts the ciphertext and index accordingly. The re-encrypted data is then
sent to the CS. The PS is regarded as a fully trusted entity.

Data Owner (DO): The DO possesses the original plaintext data and is responsible for
generating re-encryption keys for authorized data users.

Data User (DU): The DU can generate search tokens based on their access rights and
decrypt ciphertexts that match their authorized search queries.

The proposed scheme consists of the following nine algorithms:

(PP,MSK) + Setup()\): Given a security parameter \, the KGC generates the public
parameters PP and the master secret key MSK.

(SKip) + KeyGen(MSK, ID): Given a user identity ID and the master secret key
MSK, the KGC generates the private key SK;p corresponding to ID.

(RKip,~1D,) < Re-KeyGen(ID,,ID,, SKp,): Given the data owner’s identity 1D,
the data user’s identity ID,, and the data owner’s private key SKrp_, the data owner
computes the re-encryption key RKp, »1p, -

(Crp,,Irp,) < Encrypt(p, ID,, KW;p_): Given a message 1, the data owner’s identity
ID,, and a set of keywords KWpp,_, the data owner outputs the ciphertext C;p, and the
corresponding index I7p,_ .

(CIDy, I[Dy, IDy) — Re-Enc(C’IDm s IID,, s IDy, RKIDI—MDy): Given the ciphertext
Crp,, index Irp,, data user’s identity ID,, and the re-encryption key RKIDm_gDy, the
proxy server computes the re-encrypted ciphertext Crp, and index I7p, .

(TK) «+ TokenGen(r,SKp,ID): Given a keyword search policy 7, identity I D, and
private key SKp, the data user generates a search token TK.
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KGC
2.KeyGen
4. Re-KeyGen 6.TokenGen
B L)
Data Owner Data User
8.Dec
3.Enc 'y
_— >

Proxy Server Clould Server

Figure 2: The System Model

e (Cip or 1) <« Search(TK,r,ID,Cip,I;p): Given the search token TK, identity 1D,
ciphertext Crp, and index I;p, the cloud server checks whether T'K matches I7p and
is within the valid time period. If both conditions hold, the ciphertext C;p is returned;
otherwise, the output is L.

. (IéD“',IQID“’) — UpdateTime(I{D“',IQID””,pO,pl): Given index components I{Dw and
1-21 = and time-related parameters py and p;, the cloud server updates the index to

IIIDz ID, ).

produce new values ( 1

e (1) + Decrypt(SK;p,Cip): Given the ciphertext Crp and the private key SKp, the
data user decrypts Crp to recover the original message p.

3.6 Security Model

The proposed scheme achieves ciphertext indistinguishability under chosen plaintext attacks
(IND-CPA) and keyword search security under chosen keyword attacks (IND-CKA). Due to
submission format constraints, detailed security proofs are omitted in this version; the complete
proofs are available upon request.
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4 Construction

The proposed scheme can be divided into nine algorithms, which are Setup, KeyGen, Re-
KeyGen, Encrypt, Re-Enc, TokenGen, Search, Decrypt, and UpdateTime. Table 1
lists the parameters used in the proposed scheme.

Table 1: The Notations

Notation = Meaning

PP Public parameters
A A security parameter
k; The ith keyword

ID User’s identity

KW System keyword set
l Number of keywords
a A vector

aT The transpose of a

Hy, Hi, H, Hash functions
SKip The private key of ID

q A prime number
w  w=[logyq]
TK A search token
T An access policy
Tk, A search keyword in 7
1 Plaintext
Py Start Time
P End Time
Do Modified Start Time
P1 Modified End Time

4.1 Setup

(PP,MSK) < Setup()\): Given a security parameter A\, KGC performs the following steps
to generate the master secret key M SK and PP.

1. Select a Gaussian distribution y, a Gaussian parameter o, a prime g, three values n,m/’, [,
a keyword set KW = {k; }1<i<;, a random vector ag € R;”/, an integer h € Z,, a random
polynomial u € R,. All computations work over a polynomial ring R, = Z4[z]/(2™ + 1).
Note that n should be a power of 2.

2. Set w = [logy q], m = m’ + w and a gadget vector g = (1,2,4,...,2* )T e RY.
3. Select three hash functions Ho : {0,1}* — Ry, Hy : {0,1}* — Zg, and Hj : {0,1}* — Z.

4. Generate a vector a = [ag| —at R+hgT]|T € Ry and a trapdoor R by GenTrap function
defined in 3.5.

5. Publish the public parameters PP = (x,0,q,n,m,l,w, KW = {k; }1<i<i, a,
H(),Hl,HQ,u) and set MSK = R.
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4.2

KeyGen

(SKip) « KeyGen(MSK, ID): KGC performs the following steps to compute the user’s
private key SK;p.

1.
2.

4.3

Compute a;p = Ho(ID) € Ry.

Set ap = [alarp].

. Compute hyp = H1(ID) € Z,.

Generate Ryp using DelTrap(R,a) ), hip,o) as defined in definition 3.7, such that
a®Rip = hipg® — a¥p, where R;p is the trapdoor for Afz-(a’ID).

. Generate x;p using SampleD(R;p,a;p,hip,u,0) as defined in definition 3.6, where

l
arpTrp = u.

. Return SK1p = {Rrp,x1p} as user’s private key.

Re-KeyGen

(RKip,-1D,) < Re-KeyGen(ID,,ID,,SKp,): DO can compute re-encryption keys by
using its SKip.

1.

2.

4.4

Compute arp, = Ho(ID,) € Ry

Set a}p, = lalarp,] € Ry,

. Compute arp, = Ho(ID,) € Ry .

Set ajp, = [alarp,] € RyT.

. Compute hyp, = Hi(ID,) € Z,.

. Generate R;p, 1p, using

SampleD(R;p,, a’IDw ,hip, a’IDy ,0) as defined in definition 3.6, where a’IDx Rip,—~1D, =
i
arp,-

_ T
Return RK;p,—~ip, = Rip, rp,-

Encrypt

(Cip,,I1p,) + Encrypt(u,ID,, KWrp.): DO encrypt a message ju = poz® + pyot + ... +
pn—12"" ! € R, with a keyword set KW;p, C KW = {ki}1§i§l and its ID.

1.

2.

Set two secret polynomials Py and P;.

Compute arp, = Ho (ID.) € Ry.

. Set afp =[alarp,] € R,

Sample noises e, e3 € R,.

. Sample noises ez, €41,€42,...€4; € R;”*“’.
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6. Choose two secret polynomials s,v € R,.

7. Compute C{7* = us + || + €1 € Ry.

8. Compute C1P+ = aip, s+ ey € RPHY,

9. Set the ciphertext Crp, = {CIID”, gDT}.
10. Compute IllD“” =uwv+e3+ Py 1R,
11. Compute I;7* = P - 4 € R,

12. Fori=1tol,
13. if k; € KW]DIZ

14. Compute hy, = Hy (k;) € Z,.

15. Compute I?{gj = afp he,v+eq; € RV,
16. else:

17. Generate a random vector IglgT € R;’H‘w.

. ID, 7ID, [ 7ID,
18. Set the index Irp, = {I1 e 1 7{137,% }1<i<l}.
19. Return (Cip,,Irp,) and send it to PS.

4.5 Re-Enc

(CIDy y IIDy y IDy) < Re-Enc(C’IDI 3 IIDT, , IDy, RKIDm—>IDy)5 PS re—encrypts CIDm and IIDT,
with DU’s ID,, and the re-encryption key RK;p, ip,-

L. Sample noises €5, €] 1, €] o,... €}, € RPHY.
2. Set C{Pv = CIP=.

3. Compute CQIDy = R}“DIHIDy CyPr 4 eh.

1. et Cpp, = {1, c5P .

5. Set I}V = 1P

6. Set 1100 — [1-

7. Fori=1tol,

ID?J _ T 1D, /
8. Compute 13),% = RIDz—ﬂDyISJc: + ey

ID, ;ID, ID,
9. Set Irp, = {11 R by }KM}.
10. Return (C’IDy,IIDy) ,ID, and send it to CS.

10
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(TK) + TokenGen(r, SKip, ID): DU can compute a search token with a keyword-search
policy 7, and its SK;p.

1

2

3

W

10.

11

4.7

. Compute arp = Ho(ID) € Ry.
. Set a}p = [alarp] € RPHY.

. Compute hip = H1(ID) € Z,.

. According to 7, generate values {7y x, € Zg}, ., (the method is defined in section 2.7).

.fori=1tol,
if k; € 7:
Compute hy, = Ha(k;) € Zy.
Compute the inverse of hy, to get h,;l.
Compute T}, = h,;_lTT’kiu.

/ _ /
where a7pwy, =T, .

Generate wy, using SampleD(R;p,darp, hip, T,;,J) as defined in definition 3.6,

. Set the search token TK = (7, {wg, }x,e-) and send (TK, ID) to CS.

Search

(Crp or 1) + Search(TK, T, ID, Cip, Irp): CS can check whether T'K matches I;p within
a validity period between pg and p;.

1.

2.

10.

Set z = 0.
Fori=1tol,

if k; € {k}, kb, ... kL }:

compute z = z + w,l[éﬁ%.

. Compute fi =|z—I{P + P-4+ |z — (I{P + 1§P)
. Compute fo = I1P.
Compute f = | f1 — f2 |
. For j=0ton—1,
if f; > b, return L.

Return Cyp.

+ Pt

11
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4.8 UpdateTime

(IfD”, IQID”) + Update Tz'me(IlID”JQID“, po,p1): If DO wants to update the validity period
of the index, DO sends two values (pg,p1) to CS. Then, CS can update the validity period of
the index.

1. Update I{ P = I}P» — py -

Rl S}

2. Update I3+ = 2P+ 4 p; -

+I

3. Return (I{P=, I3P).

4.9 Decrypt

(n) « Decrypt(SKrp, Crp): DU can decrypt the ciphertext Crp with its SK;p.

1. Compute p/ = |CIP — CIP" 31 p].
2. Forj=0ton—1,
3. if pj < ¢, set p; = 0; otherwise, set u; = 1.

4. Return p.

4.10 Decryption Correctness

po= ’CfD - CzIDTfo‘
= ’(ueru gJ +61) — (zrparps +x1D€2)‘
= ’ueru {%J +e1 *US*(E[DGQ‘
= [ [QJ +e1—xrpes|.
9| T AP

error term
To ensure the accuracy of the decryption results, the absolute value of each coefficient of the

error term must be less than £.

12
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4.11 Search Correctness
—y_gip_p. 4 _IID_IID)_P..Q|
h=lz—1 i t‘+|z 5 2 iy
n q n
S TR LR IR S
i=1 i=1
q
P -p. Y|

n
’ ’ q
= |Z(waaﬁghkj{v + wgée“/) —(ww+e3—Py- 2)

i=1

n
R | o+ e
i=1

q q q
—(w+es—F--—P--)—F-=
(uv +e3 03 1 t) iy
n n
T
:|§ uTTngh,;él h%}v—f—g wg;€4’i/—u’l)—63
im1 i=1

n
q q Z 1T, T
+¥P0—B¥‘+ . 1UT7—7]€£hk; hk;U|
1=

n
q q q
+|Zw;§€4,i'—UU—€3+;P0—;P1—P1"¥|

=1

n n
fl:|ZUTT,I€£U+ZME£€4J/—’LLU—eg—f—%PO
=1 i=1
n n
,H-%\+|Zqu,kgv+Zwae4,i,7m;7@3
i=1 i=1
q q q
iPy—-=P—-P--
+t ¢! ¢ t‘
n 7 .
:|uv+z;w;£§e4,i/—uv—e;ﬁ—;PO_Pi.%|+
1=

n
T q q q
uv—i—g Wireq 0 —UV —€3+ Py — =P — P, - =
| i=1 R STt Zt'

n
T q q
= |Zwk;€4,i' —e3+ ;Po - b ¥|

i=1

n
q q q
+|ng§€4m —e3+ ;Po - ;Pl - B n
i=1

fo=1f?
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f=1fi—f2l
= q q
= ||ng;€4,i' —est - B Z|
i=1
= q q q q
T e — J— —
+|;wk:e4,’b’_e3+¥P —g.Pl—.PZ t| |tP1||

n
= | Z ng/ €4, — 263 |
K3

i=1

error term
To ensure the accuracy of the search results, the absolute value of each coefficient of the

error term must be less than %.

5 Security Proof

We provide security proofs for both ciphertext indistinguishability under chosen-plaintext at-
tacks (IND-CPA) and keyword privacy under chosen-keyword attacks (IND-CKA).

In the IND-CPA game, the adversary is allowed to adaptively query encryption oracles
before submitting two challenge messages. The proof proceeds through a series of hybrid games,
each replacing portions of the ciphertext with random values. Any non-negligible advantage
in distinguishing between these hybrids can be reduced to solving the decisional ring-LWE (D-
RLWE) problem. The overall structure of the IND-CPA proof is illustrated in Fig. 5, which
outlines the transition between hybrid games and the reduction process.

v samples
r
Phase 1
Queries/Response KeyGen
Re — KeyGen
HO,H1
Mo, M1
Cip* Challenge D-RLWE
Phase 2
Queries/Response KeyGen
Re — KeyGen
HO,H1
b=0orb=1 0, or Os

C

Figure 3: The IND-CPA Game
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For IND-CKA security, the reduction constructs a simulator that replaces keyword cipher-
texts with uniformly random elements while maintaining consistency across queries. Under the
D-RLWE assumption, no efficient adversary can distinguish these simulated tokens from real
ones, ensuring keyword privacy.

To comply with the submission format, the full formal proofs are omitted in this version; a
complete version containing all details will be made available upon request.

6 Comparison

This section shows the comparisons between the proposed scheme and other schemes in several
aspects: features, transmission cost, and computation cost. For fairness, we set the message
of each scheme as one single bit. The feature comparison is shown in Table 2. The proposed
scheme covers all the evaluated functions, including SE, multi-keyword search, PRE, validity
period control, and quantum resistance. Table 3 shows the notations used for comparison.

6.1 Properties Comparison

Table 2 compares the functionalities of the proposed scheme with those of existing schemes.
The PKE scheme proposed by Yu et al. [14] combines SE and validity period control based
on the LWE problem and provides IND-CKA security. The IBE scheme proposed by Zhang
et al. [15] supports multi-keyword search, validity period control, and quantum resistance but
lacks a formal security proof. In contrast, our proposed scheme covers all evaluated functions,
including SE, multi-keyword search, PRE, validity period control, and quantum resistance,
demonstrating significant advantages in both functionality and security.

Moreover, the proposed scheme utilizes the RLWE problem, which offers an advantage in
storage cost compared to Zhuang and Fan’s scheme [16]. Wang et al. [12] and the proposed
scheme both rely on RLWE; however, Wang et al.’s scheme does not support multi-keyword
search.

Table 2: Feature Comparison

F1F2F3 F4 F5|F6|F7|E'S F9 10| F11
[12]|Y|Y|N| None |N|N|N|Y|CPA, CKA|Y RLWE
(14 [N|[Y[N|] None |Y|Y[N|Y| CKA |Y|LWE
[15]|Y|Y|N| None |[N|Y|N|Y|Not Given|Y | LWE
[16] |Y|Y|Y|AND, OR|Y|N|N|Y [CPA, CKA|Y | LWE
Ours|Y|Y|Y|AND, OR|Y|Y|Y|Y|CPA, CKA| Y |RLWE

F1: Certificatelessness, F2: Searchable Encryption, F3: Multi-Keyword, F4: Operater, F5: PRE,
F6: Validity Period Control, F7: Time Update Able, F8: Quantum Resistance, F9: Security Proof,
F10: Offline KGC, F11: Underlying Hard Problem.

6.2 Transmission Cost

Table 4 presents the parameter settings used for the RLWE and LWE comparisons. The
parameter settings for RLWE and LWE are based on Bert et al. [3] and Albrecht et al. [2],
respectively. For fairness, we compare the average transmission cost of a single-bit message in
each scheme. The results are summarized in Table 5.
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Table 3: Comparison Parameters
A security level

The number of components in a vector

The count of vectors comprising a basis

A prime number

A Gaussian parameter

Total keywords in the system

Z|=|a|= 33>

Number of keywords in a search token

Table 4: Parameter Settings

Hard Problem | A n m q |o| W | N
RLWE 40 [ 512 | 50 [ 231 |3 4 | 4
LWE 40 [ 128 [ 3202 [ 222 | 3

W
e

e Ciphertext size: Our proposed scheme is better than other schemes in terms of size.
Specifically, based on RLWE, the proposed scheme has a much smaller ciphertext size of
1581 bits compared to the LWE schemes.

e Token size: Similarly, our proposed scheme also excels in token size, with 466.596 bits. In
contrast, the LWE schemes require over 76000 bits.

6.3 Computation Cost

The proposed scheme is based on RLWE, which relies on polynomial operations. In contrast,
three LWE-based schemes [14—16] use matrix operations. Because the underlying operations
differ, it is challenging to compare the computational costs of these schemes directly based
on parameters. Moreover, although Wang et al.’s scheme [12] is RLWE-based, it only sup-
ports single-keyword search. The proposed scheme employs a more complex architecture to
enable multi-keyword search with AND and OR operations. Therefore, compared with Wang
et al.’s scheme, the proposed scheme naturally incurs higher computational costs across various
algorithmic components.

We implemented both the proposed scheme and Zhuang and Fan’s scheme [16] to compare
their computation and storage costs. Both schemes were executed on Kali Linux version 2024.1,
using a 13th Gen Intel(R) Core(TM) i5-13500 processor with 32GB DDR5 RAM.

The proposed scheme incurs higher computational cost during the Setup phase compared
to Zhuang and Fan’s scheme [16]. In contrast, the KeyGen phase exhibits lower computational
cost. Given the non-recurring nature of the Setup phase, its impact on overall performance is
expected to be minimal.

Table 6 and Figure 4 show that the proposed scheme achieves faster total encryption time
(0.00703 + 0.02830 s) compared to Zhuang and Fan’s scheme (0.02978 + 0.0887 s). The
difference in message size results in a notable advantage in encryption cost per unit message.

6.4 Storage Cost

Table 7 and Figure 5 show that the proposed scheme reduces storage costs, particularly in key
management. Compared with Zhuang and Fan’s scheme [16], the proposed scheme reduces the
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Table 5: Transmission Cost Comparison

Scheme Hard Problem|Ciphertext size|Token size
Wang et al. [12] RLWE 1612 1550
Yu et al. [14] LWE 76872 76848
Zhang et al. [15] LWE 76992 76848
Zhuang and Fan [16] LWE 76872 76848
Ours RLWE 1581 1550
Unit: bit.

Table 6: Computation Cost Comparison - CPU Time

[16] Ours factor
Setup 0.0777 20.72869 | 0.00375
KeyGen 1883.73133 | 908.55589 2.07
ReKeyGen | 4821.86115 | 5710.31802 0.84
Encrypt 0.02978 0.00703125 4.23
Index 0.0887 0.02830 3.14
Re-Encrypt 1.30846 1597.12162 | 0.00082
TokenGen 2.93950 210.73126 | 0.0139
Search 0.00069 0.02304 0.03
Decrypt 0.00024 0.00756 0.032

Unit: second.

storage cost of private keys by a factor of 26.35. Similarly, the storage cost for re-encryption
keys is reduced by a factor of 4.52.

Regarding ciphertext storage, the proposed scheme achieves a more efficient size, reducing
the required storage by a factor of 9.67. Additionally, the storage cost for the index is lowered by
a factor of 27.85. Overall, the proposed scheme provides a more efficient and scalable solution
for storage compared to Zhuang and Fan’s scheme [16].

Table 7: Storage Cost Comparison

[16] Ours | Factor

MPK 8089.6 442.5 18.28

MSK 56.9 2867.2 | 0.0198
Private Key 250982.4 | 9523.2 | 26.35
Re-Encryption Key | 220160 | 48742.4 4.52
Ciphertext 104.4 10.8 9.67
Index 629.6 22.6 27.85

Unit: kilobyte (KB).

7 Conclusion

Although lattice-based schemes offer strong security, LWE-based constructions often suffer from
large key and ciphertext sizes, limiting their suitability for resource-constrained environments.
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Computation Cost Comparison - CPU Time
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Figure 4: Computation Cost Comparison - CPU Time

RLWE-based approaches address this limitation by leveraging ring structures to reduce cipher-
text size while preserving security.

Building upon Zhuang and Fan’s scheme [16], we propose MKS-IBPRE, which achieves
reduced key and cipertext sizes, improved encryption efficiency, and integrates a time-validity
control mechanism for enhanced practicality.

The proposed scheme was implemented and evaluated through comprehensive comparisons
with [16]. Results demonstrate notable improvements in storage and computational efficiency.
Moreover, the inherent structure of RLWE enables batch encryption of multiple bits, signifi-
cantly enhancing performance for large-scale data processing.

While the scheme performs well, its computational cost remains substantial due to oper-
ations such as modular exponentiation. Future work will explore hardware acceleration tech-
niques, including the use of field-programmable gate arrays (FPGAs), to further improve ef-
ficiency. Additionally, we aim to refine the granularity of time control and improve search
efficiency by simplifying the underlying algorithm or employing more effective data structures.
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