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Abstract

Anomaly detection performance in sensor data is highly sensitive to model hyperpa-
rameters, which is central to reliable monitoring in mobile Internet security and industrial
IoT (IIoT) scenarios. We propose an IWOA-LightGBM based anomaly detection method
for sensor data. For machine learning-based anomaly detection methods, hyperparam-
eter selection often determines model performance, so we propose an Improved Whale
Optimization Algorithm (IWOA) and further use it to optimize the hyperparameters of
the LightGBM algorithm. To avoid falling into local optima and accelerate algorithm
convergence, the WOA is improved by integrating nonlinear convergence factor, adaptive
inertia weight factor and stochastic differential mutation strategy. Experimental results
show that during hyperparameter optimization for LightGBM model training, the IWOA
achieves faster convergence and higher computational efficiency compared to the Whale
Optimization Algorithm (WOA), with anomaly detection accuracy exceeding 90%.
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1 Introduction

Modern industrial systems contain numerous interconnected devices and sensors that gener-
ate vast amounts of sensor data. Monitoring this data is essential to ensure facility safety
and stable production operations. At the same time, as industrial systems expand in scale,
industrial processes have become increasingly complex, with sensor data exhibiting charac-
teristics such as high dimensionality, temporal continuity, and parameter correlations [1]. In
mobile Internet and IIoT deployments, sensor telemetry is transported over wireless links and
processed on resource-constrained edge nodes. Ensuring the integrity of these streams is a
core security requirement. Consequently, how to extract meaningful information from complex
high-dimensional sensor data and detect anomalies that reflect abnormalities in sensor-equipped
physical entities presents a challenging problem [2]. Currently, researchers have proposed vari-
ous anomaly detection methods for industrial sensor data.

Due to the continuity characteristics of sensor data, anomaly detection methods based on
time series features are usually divided into reconstruction-based and prediction-based ones
[3][4]. Prediction-based methods mainly discriminate anomalies based on the prediction error
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of the algorithm [5][6][7]. They characterize sequence data as node information and predict
the value of the sequence data at the next moment through the combination of graph structure
learning and graph neural network. However, the sequence association in the paper is limited by
the cosine similarity of the original sequence [5]. The reconstruction-based anomaly detection
algorithm learns the feature representation of the data by reconstructing the input data and
discriminates the anomalies based on the error value between the reconstructed data and the
original data[8][9][10]. By combining Transformer and GANs [11], where GANs are used for
original data reconstruction while Transformer extracts the contextual features of time series
data, experiments illustrate that the detection performance can be improved. However, the
anomaly detection performance in the paper is very sensitive to the sliding window length.

In practical industrial settings, datasets often contain labeled data. Effectively incorporating
label information into anomaly detection often improves the accuracy of the algorithm [12].
Moreover, in unsupervised anomaly detection algorithms, such as iForest, OCSVM and LSTM,
the model is affected by noise and anomalies, and the accuracy and robustness are weaker than
those of other algorithms [13]. Similarly, in the field of intrusion detection in industrial control
systems, the learning efficiency of supervised learning is better than of unsupervised learning
algorithms among traditional machine learning algorithms such as LightGBM (Light Gradient
Boosting Machine), SVM and HMM [14].

While numerous scholars have conducted extensive research on anomaly detection for in-
dustrial data from diverse perspectives and achieved significant results, challenges persist in
hyperparameter selection processes. Due to algorithm sensitivity to parameters such as learn-
ing rates and time windows, random selection fails to yield optimal analytical outcomes or
support accurate decision-making. Therefore, further research on the hyperparameter opti-
mization method of the model is needed.

To address the above problems, we propose a LightGBM-based anomaly detection method
for sensor data using an Improved Whale Optimization Algorithm (IWOA). In the data process-
ing stage, statistical features (e.g., mean, maximum, and minimum values) within time windows
are calculated as temporal contextual features, while Kaiser Window smoothing is applied for
data preprocessing. For hyperparameter optimization, in order to speed up the training of the
model, the optimization algorithm is improved by combining the nonlinear convergence factor,
adaptive inertia weight factor and stochastic differential mutation strategy to reduce the time
spent on manual hyperparameter selection. This work focuses on hyperparameter optimization
of LightGBM via IWOA, rather than proposing a new anomaly detector. The aim is practical:
accelerate convergence and stabilize accuracy for mobile/IIoT sensor integrity checking. The
main contributions of this work are as follows:

1. An anomaly detection model based on IWOA-LightGBM is proposed, which leverages
the IWOA to optimize the hyperparameters of LightGBM, thereby enhancing detection
accuracy and efficiency.

2. The IWOA is developed by integrating nonlinear convergence factor, adaptive inertia
weight strategy, and stochastic differential mutation strategy. These improvements aim
to strengthen the global search capability, accelerate convergence, and prevent premature
trapping in local optima.

3. Hyperparameters of the LightGBM algorithm are optimized using the IWOA, resulting
in faster convergence during model training and a balanced computational speed and
detection performance. Experimental results demonstrate that IWOA outperforms the
original WOA in terms of convergence speed and robustness for hyperparameter tuning.
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2 Background

2.1 Whale Optimization Algorithm

The Whale Optimization Algorithm (WOA) is an intelligent population optimization algorithm
based on natural animal behavior, proposed by Professor Mirjalili in 2016 [15]. Based on the
group behavior of whales during feeding and migration, the WOA searches for the optimal
solution in the parameter space by simulating the searching and chasing behavior of whale
groups. The specific process is shown below:

• Encircling prey: In the d-dimensional feature space, the position of the whale is a solution
in the parameter space. Assume the location of individual whale is Xi = (Xi

1, X
i
2, . . . , X

i
d)

and the current location of the best individual whale isX∗ = (X∗
1 , X

∗
2 , . . . , X

∗
d ). Individual

whales move toward the optimal individual, and during this process, their position at the
next moment is updated using the following equation:

Xi+1
k = X∗

k −A1 ·Dk (1)

Dk = |C1 ·X∗
k −Xi

k| (2)

C1 = 2 · r2 (3)

A1 = 2a · r1 − a, a = 2− 2t

Tmax
(4)

a is a convergence factor that decreases linearly from 2 to 0. t denotes the current iteration
number, and Tmax denotes the maximum number of iterations.r1, r2 are random numbers
within [0, 1]. A1 and C1 are coefficient factors that guide the movement direction and
distance.

• Bubble-net attacking: Bubble-net attacking includes contraction encirclement and spiral
updating, where the behavior of contraction encirclement is similar to that in encircling
prey, but the range of A1 is adjusted from [−a, a] to [−1, 1]. Spiral positional updating
mainly simulates individual whales approaching the current best whale individual in a
spiral fashion. The updated formula is shown below:

Xi+1
k = X∗

k +Dk · ebl · cos 2πl (5)

Dk = |X∗
k −Xi

k| (6)

b is the spiral shape constant and l is a random number in the range [−1, 1]. At the
same time, whales need to swim toward their prey in a spiral form while shrinking their
encirclement; thus, each behavior has a 50% probability, and the individual position
update formula is as follows:

Xi+1
k =

{
X∗

k −A1 ·Dk p < 0.5

X∗
k +Dk · ebl · cos 2πl p ≥ 0.5

(7)

p is a random number uniformly sampled in [0, 1].

• Search for prey: In the process of searching for prey, the whale individual is not in the
contraction envelope when the coefficient A ≥ 1. At this point, the whale seeks other
prey, and thus does not move toward the current optimal individual, it moves randomly
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in the direction of one of the whale partners in the group, and with the potential to find
a better solution than the current individual, thereby endowing the group with a certain
global search capability. The search for predation process is similar to Eq.1, but the
update target is a random individual whale XT = (XT

1 , X
T
2 , . . . , X

T
d ).

Xi+1
k = XT

k −A1 ·Dk (8)

2.2 Light Gradient Boosting Machine

LightGBM is a framework proposed to implement the Gradient Boosting Decision Tree (GBDT)
algorithm, designed to avoid memory constraints when training data [16]. When applied,
LightGBM handles large-scale and high-dimensional data better than other machine learning
methods through Gradient-based One-Side Sampling (GOSS) and Exclusive Feature Bundling
(EFB).

GOSS is a down-sampling technique, and its core idea is to prioritize training samples with
large gradients, which typically contribute more to information gain, and to down-sample those
with small gradients in a controlled manner.

Specifically, given a dataset of size N , the absolute gradient values of all training instances
are computed and sorted in descending order. A proportion a of the instances with the largest
gradients is retained entirely. From the remaining instances, a random subset is selected with a
sampling ratio b. To maintain the overall data distribution and unbiased estimation of informa-
tion gain, a compensation weight is applied to each selected instance from the small-gradient
subset. The weight is computed as:

w =
1− a

b
(9)

a ∈ (0, 1) denotes the retention ratio of large-gradient samples,b ∈ (0, 1) denotes the sam-
pling ratio for small-gradient samples, and w is the amplification coefficient assigned to each
sampled small-gradient instance. This approach ensures that important data points are pre-
served for accurate split gain calculation, while redundant information from low-gradient in-
stances is efficiently reduced, achieving both training speed and generalization performance.

The core idea of EFB is to reduce the total number of features by bundling mutually
exclusive features together. In high-dimensional data, features are often mutually exclusive,
i.e., it is rare for certain features to appear at the same time. Taking advantage of this property,
EFB bundles these mutually exclusive features together to form a new feature, and uses the
bundled new feature as an input during model training, thus reducing the dimensionality of
the features. In addition, LightGBM allows multi-threaded parallel execution, which greatly
improves model efficiency. Due to its high performance and efficiency, LightGBM has been
applied to many IoT data analytics tasks, such as cyber-attack and malware detection in IoT
systems [17][18]. The hyperparameters of machine learning methods directly affect the training
speed and prediction accuracy of the model[19]. In the LightGBM algorithm, there are a wide
variety of hyperparameters, constituting a large parameter space. This often face the dilemma
of excessive time consumption and inefficiency in practical applications when relying only on
manual selection or random picking alone. Therefore, intelligent optimization algorithms are
needed to solve the optimal hyperparameters of the model.

3 Our Method

We propose an anomaly detection model based on IWOA-LightGBM, which uses IWOA to
optimize the hyperparameter selection problem of LightGBM. The structure of our anomaly
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detection framework is shown in Fig.1.
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Figure 1: Anomaly Detection Framework

The proposed anomaly framework contains three parts: data preprocessing, the LightGBM
classification model and the IWOA. In data preprocessing, this paper mainly focuses on the
processing of residuals and temporal context information in the sensing data. After data pro-
cessing, the LightGBM model is trained to distinguish abnormal samples from normal samples.
The IWOA is used to optimize the hyperparameters of the LightGBM model. In this paper,
the WOA is improved by the nonlinear convergence factor, the adaptive inertia weight factor
and the stochastic differential mutation strategy, and the corresponding fitness function is em-
ployed to continuously optimize the model’s hyperparameters until the termination conditions
are satisfied.

3.1 Data Preprocessing

The data preprocessing stage mainly includes feature selection, smoothing and data normaliza-
tion. [20] In the feature processing stage, given the temporal correlation in sensor data samples,
a time window parameter is set. For each data sample, a window is formed with the current
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sample and a specified number of previous samples, and statistics such as the window mean
and extreme values are calculated as contextually relevant features. To avoid random selection
from destroying the data’s contextual information, feature extraction and fusion are performed
on data with known anomaly categories, which are then divided into the training set, validation
set, and test set in a 7:2:1 ratio.

Residual error exists in industrial sensing data, and if this error is large, it is difficult to
capture meaningful patterns from raw time series data. Therefore, the data is smoothed using
the Kaiser window function with a window length of 11 and a β parameter of 2 to eliminate
residual errors. [21]

Finally, to ensure the processed data conforms to a standard normal distribution, the data
is normalized, and the normalization process is defined as:

X∗ =
X − µ

σ
(10)

µ is the mean of all samples and σ is the standard deviation.

3.2 Improved Whale Optimization Algorithm

3.2.1 Nonlinear Convergence Factor

In the iterative process of the original WOA algorithm, the update speed of the individual
whale position is often affected by the convergence factor a, and the unreasonable convergence
factor may cause the algorithm to prematurely fall into a local optimal solution, leading to
slow convergence in the late iteration stage[22]. In the original whale optimization algorithm,
the linear decrease of the convergence factor fails to ensure effective global search in the early
stage and accurate local optimization in the late stage, which may result in slow algorithm
convergence. Therefore, we adopt a nonlinear convergence strategy, as shown in Eq.11:

a = a0 · e−(tan(1.2× t
Tmax

)2) (11)

a0 denotes the initial convergence factor, t denotes the current iteration number, and Tmax

is the maximum number of iterations. This nonlinear function allows the convergence factor
a to decrease slowly in the early stage of the search process, thereby enhancing the global
exploration capability. As the number of iterations increases, the factor decreases rapidly and
approaches zero, which promotes local exploitation in the later stage. This ensures algorithm’s
convergence speed while enhancing its search accuracy and global search capability.

3.2.2 Adaptive Inertia Weight Factor

In the optimization process of intelligent algorithms, it is necessary to balance the algorithm’s
global search ability and local search ability to avoid falling into local optimal solutions while
improving the algorithm’s efficiency [23]. To enhance the algorithm’s global search capability
and improve its convergence performance, we propose an adaptive inertia weight factor. When
updating its position, an individual calculates the corresponding inertia factor ω , and the
calculation formulas are shown in Eq.12:

ω =


rand(0.8, 1.2) f(i) < favg1

1 favg1 ≤ f(i) < favg2

rand(0.6, 0.8) or rand(1.2, 1.4) f(i) ≥ favg2

(12)
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Specifically, in the iterative process, individual whales are first sorted in ascending order by
their fitness, then divided into two parts. The average fitness of these two parts is calculated
as favg1 and favg2 respectively, where favg1 < favg2. By comparing the fitness of the current
whale individuals f(i) with favg1 and favg2, the corresponding inertia factor classification and
value for the individual can be determined.

After adopting the whale optimization algorithm with an adaptive inertia weight factor, the
process of individual roundup prey and spiral updating is shown in Eq.13:

Xi+1
k =

{
ω ·X∗

k −A1 ·Dk p < 0.5

ω ·X∗
k +Dk · ebl · cos 2πl p ≥ 0.5

(13)

3.2.3 Stochastic Differential Mutation Strategy

Since the traditional WOA can only rely on random individuals in the population to guide
updates during global search, its global search ability is limited [24]. Further, to enhance the
algorithm’s global search capability in finding the optimal solution, we employ the stochastic
differential mutation to optimize the position update strategy for whale individuals. Specifically,
this is shown in Eq.14:

Xt+1 = r1 × (X∗ −Xt) + r2 × (X ′t −Xt) (14)

r1 and r2 are random numbers in [0, 1], and X ′ is a random individual.

3.2.4 Algorithmic Process

During the encircling predation or spiral updating process of the IWOA, the algorithm calculates
the inertia factor using the adaptive factor strategy, and then updates the individual position.
Further, during search predation, individuals combine random and optimal individuals in the
population to select a new moving target via the stochastic differential mutation strategy. This
strategy not only accelerates population convergence, enabling the algorithm to find the optimal
solution faster, but also effectively prevents the population from falling into local optimization
and enhances the algorithm’s global search capability. The specific workflow of our IWOA is
shown in Fig.2, which can be divided into the following main steps:

Initialization: Set the parameters of the algorithm, such as the initial population, number
of iterations and parameter bounds.

Update individual position: Update the position of the selected whale individual. The
update rule involves two behaviors: encircling prey and bubble-net attacking. As shown in
Fig.2, when p ≥ 0.5, spiral updating is performed as in Eq.13; when p < 0.5 further selection
is made by the value of A. When |A| < 1, prey rounding-up is performed, and the individual’s
position is updated according to Eq.13 when p < 0.5. When |A| ≥ 1, a random search is
performed, where individuals select a random individual XT and update their position. This
is shown in Eq.15:

Xi+1
k = ω ·XT

k −A1 ·Dk (15)

Finally, the individual position is updated according to the stochastic differential mutation
strategy, following Eq.14.

Calculate the degree of adaptation: To distinguish the goodness of individual whales, their
fitness needs to be defined. To optimize the classification prediction network, classification
accuracy is used as the basis for the fitness function; specifically, we select the average of the
training set accuracy and validation set accuracy as the fitness function. A larger fitness function
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Figure 2: Flowchart of IWOA

value indicates higher model classification accuracy and better anomaly detection performance,
as shown in Eq.16:

Fitness =
Acctrain +Accvalid

2
(16)

Individuals are sorted by their calculated fitness values in ascending order. Adaptive weights
of individuals are updated according to Eq.12, and the individual with the largest fitness value
is considered the optimal individual.

Finally, determine whether the termination conditions are reached, such as the number of
iterations reaches the preset upper limit, or find the optimal solution that meets the preset
accuracy requirements. If the termination condition is reached, output the optimal solution;
otherwise, return to continue iteration.
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3.2.5 Distinction from Other WOA Improvements

IWOA exhibits distinct characteristics compared to other recent WOA improvements, primarily
in the design of key optimization mechanisms:

1. The IWOA incorporates a nonlinear convergence factor (Eq.11) that adjusts dynamically
based on iteration progress. This factor decreases slowly in early iterations to enhance
global exploration and rapidly in later stages to focus on local exploitation. This differs
from the Lévy flight mutation-based improvement in [25], which emphasizes random jumps
for diversity but does not adjust convergence dynamics in a nonlinear manner.

2. Our algorithm introduces an adaptive inertia weight factor (Eq.12) that varies with in-
dividual fitness, enabling differentiated search behavior for suboptimal and optimal solu-
tions. This adaptive strategy is distinct from the hybrid genetic mechanism in [26], which
integrates genetic algorithm operators (crossover, mutation) for optimization.

3. The IWOA employs a stochastic differential mutation strategy (Eq.14) that combines
random individuals and the current optimal solution to introduce controlled perturba-
tions. This differs from the bat algorithm-local search integration in [27], which uses
random interference on local optima, and the chaos theory-based mutation in [28], which
relies on chaotic maps for diversity. Our mutation strategy directly links perturbations
to population dynamics, enhancing relevance to the current search state.

These mechanisms collectively define the unique approach of IWOA, focusing on dynamic
balance between exploration and targeted perturbation, distinct from the improvement paths
of other works.

3.3 LightGBM Hyperparameter Optimization

In this section, the hyperparameters of the LightGBM model are optimized using the IWOA to
solve for the optimal parameters. In the LightGBM model, there are many hyperparameters
that affect the training of the model, and the hyperparameters that need to be adjusted include
Learning Rate, Max Depth of the tree, and Min Data in Leaf. The selection of these hyper-
parameters is crucial to model performance. For example, the Learning Rate controls the step
size during model training, affecting the convergence speed of the model and the stability of the
algorithm; the Max Depth of the decision tree, where a tree with too large a depth may lead to
overfitting, while a tree with too small a depth may not be able to learn the data adequately;
and Min Data in Leaf, which is the minimum number of samples required in the leaf nodes.
Smaller values may lead to a more complex model, but may also increase the risk of overfit-
ting the model; Lambda (L1 regularization) is a parameter that controls model complexity and
avoids overfitting by penalizing such complexity. The purpose of the IWOA is to optimize these
hyper-parameters to help the model fit the data better and to improve the performance of the
model.

The overall anomaly detection process is shown in Algorithm 1, where the IWOA is used
to select hyperparameters to optimize the training of the LightGBM network during the Light-
GBM training process. The hyperparameters optimized by the algorithm improve the model’s
predictive accuracy and shorten its training time. Specifically, data preprocessing is needed
first, including calculation of window features, smoothing processing and data normalization.
Then, the IWOA and LightGBM method need to be initialized and enter the iterative process.
In the iterative process, the corresponding population solutions and datasets are fed into the
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LightGBM classification framework. Classification results of the samples are obtained to com-
pute fitness and select the optimal individuals, and individual positions are updated based on
adaptive weights and differential variances. Finally, the LightGBM classification model with
optimal hyperparameters is output.

Algorithm 1 Anomaly detection algorithm based on IWOA-LightGBM

Input: Dataset D.
Output: The trained Model
1: Processing D
2: Initialize the population, Number of Iterations max iter, Boundaries of the solution space
3: for i in range(max iter) do
4: if the individual is out of bounds then change the out of bounds value to upper and

lower bounds
5: end if
6: Train the LightGBM model with the corresponding parameters
7: use Eq.(11) to update the convergence factor
8: use Eq.(14) to update individual position
9: use Eq.(12) to update adaptive weights for individuals:

10: use Eq.(13) to choose encircling prey or spiraling update
11: end for
12: Output optimal model

4 Experiments and Results

4.1 Dataset

The Skoltech Anomaly Benchmark (SKAB) dataset is a benchmark test set designed to evaluate
the performance of anomaly detection algorithms [29]. The benchmark currently contains over
30 different datasets and associated Python modules for algorithm evaluation. Each dataset
contains multivariate time-series data collected by sensors installed on the testbed, validated for
algorithm performance across various scenarios, and labeled for evaluating outlier and change-
point detection problems. The valve1 data is used as the experimental data, specifically a
dataset of abnormal waveforms generated when the valve is closed. The valve1 data set consists
of 18,162 data points, including 11,853 normal data points and 6,309 abnormal data points.
All instances in the dataset are labeled with supervisory data for each time point (normal: 0,
abnormal: 1), which are used to evaluate and verify the accuracy of anomaly detection.

The data are 8-dimensional time series data obtained from sensors characterized by param-
eters: acceleration 1RMS, acceleration 2RMS, current, pressure, temperature, thermocouple,
voltage and volume flowrate. Fig.3 [29] illustrates the structural layout of the water circulation
system used in the SKAB dataset. The system simulates an industrial environment consisting
of multiple interconnected components: Water is drawn from a storage tank (3) via a pump (4)
and circulated through pipes controlled by solenoid valves (1,2). A motor (6) controlled by a fre-
quency converter (7) drives the circulation process. Various sensors are installed throughout the
system to measure vibration, electrical parameters, fluid dynamics, and temperature. Control
and data collection are managed via a Compact RIO module (8), while safety mechanisms–such
as the emergency stop (5) and the shaft deviation level (9)–ensure operational reliability.
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Figure 3: The Water Circulation, Control and Monitoring System

4.2 Evolution Curve

In this section, the superiority of IWOA is verified by comparing the evolutionary curves of
IWOA and WOA. In the anomaly detection model, the initial experimental settings are a
population size of 30 and a maximum iteration count of 50. The search range for LightGBM
hyperparameters [16] is set as follows: learning rate [0.001, 0.2], maximum tree depth [2, 30],
minimum data in leaf [3, 2000], and number of leaves [1, 400].

The evolution curves of the experimental results are shown in Fig.4. During the solving
process of IWOA and WOA, the fitness value remains unchanged on multiple occasions, leading
to local optimal solutions. However, IWOA can escape local optima more quickly, enabling
faster algorithm convergence. In Fig.4, the WOA falls into a local optimum around the 20th
round iteration, and struggles to find other valid solutions in the subsequent 20 iterations,
indicating a need for further optimization. The IWOA algorithm also finds this local optimum
at the 15th round, and jumps out of the optimum at around the 25th round. Meanwhile, it
can be observed that in the early stage of the optimization process, the fitness function value
of IWOA improves more significantly. This indicates that, with the same population size and
number of iterations, the algorithm achieves efficient searching and accelerates the optimal
solution finding process due to the stochastic differential mutation strategy.

To avoid the influence of randomness on the experimental results. We conducted 15 in-
dependent repeated experiments for both IWOA and WOA. The algorithm parameters were

11



IWOA-LightGBM: Hyperparameter Optimization for Sensor

Data Anomaly Detection Huan et. al

Figure 4: Comparison of Evolutionary Curves for IWOA and WOA

set the same as in the single experiment, with the maximum number of iterations was set to
100, and the mean value of the 15 results was calculated. As shown in Fig.5, IWOA exhibits
a more significant improvement in the fitness function value in the early stage, with a faster
convergence speed, and also converges rapidly in the later stage of the algorithm.

4.3 Anomaly Detection

In the above experiment, the optimal hyperparameters optimized by the IWOA algorithm are
as follows: learning rate = 0.1, minimum data in leaf = 20, maximum depth = 25, and number
of leaves = 30. In order to validate the detection performance of the proposed model, we
validate it on a test set, with the following results: the test set contains 1,750 samples, and the
algorithm achieves a accuracy = 92.17%, precision = 98.67%, F1-score = 90.20% and recall =
83.06%. The sample distribution and algorithm labeling results are shown in Fig.6. Samples in
the intervals 250 and 1500 are abnormal, while the rest are normal. The detection algorithm
in this paper can cover most actual abnormal intervals, verifying the validity of the anomaly
detection model.

To further validate the superiority of the proposed IWOA-LightGBM model, we compared
its performance with several baseline models, including traditional machine learning algorithms
and deep learning-based methods. All baselines in Table 1 are evaluated under the same
dataset split and preprocessing pipeline described in Section 3.1. For XGBoost and CatBoost,
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Figure 5: Comparison of Evolutionary Curves after averaging 15 independent experiments

Table 1: Performance Comparison of Anomaly Detection Models
Model Accuracy F1-score

IWOA-LightGBM( ours ) 0.92 0.90
MEST 0.58 0.78

T-squared 0.79 0.66
T-squared+Q 0.71 0.76
Conv AE 0.83 0.78
LSTM AE 0.70 0.74

Vanilla LSTM 0.85 0.53
XGBoost 0.92 0.90
CatBoost 0.88 0.83

hyperparameters are selected by random search using the identical validation protocol; the best
validation configuration is then applied to the test set. The evaluation metrics include accuracy
and the F1-score, both of which are widely adopted in anomaly detection tasks[30]. The results
are summarized in Table 1.

As shown in Table 1, the proposed IWOA-LightGBM model achieves the highest accu-
racy (0.92) and a competitive F1-score (0.90) among all the methods compared, matching the
scores of the XGBoost baseline. However, in mobile/IIoT settings with constrained compute,
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Figure 6: Label Comparison of Test Set

anomaly detectors must be updated and executed promptly to ensure timely detection. The
histogram-based, leaf-wise growth used by LightGBM is typically advantageous for shortening
wall-clock training time while maintaining comparable detection quality[16]. These results con-
firm that the IWOA-LightGBM model effectively uses the improved optimization strategy to
adjust LightGBM hyperparameters. This enables the model to better adapt to the temporal
continuity and high dimensionality of sensor data, thereby achieving more reliable anomaly
detection.

5 Conclusion

In this paper, we construct an IWOA-LightGBM anomaly detection model with the IWOA
reducing hyperparameter optimization time. IWOA enhances convergence speed via nonlinear
convergence factor, adaptive inertia weight factor and stochastic differential mutation, while
time-window-related features added in preprocessing improve data quality. Verified on public
sensor data, the model quickly finds optimal hyperparameters and effectively detects anomalies.

In the data collected by the industrial system, more rich and relevant information can be
further extracted. Different from the traditional sensor process measurements, such as flow,
temperature, pressure, etc., there are also some different data types, such as images, vibra-
tion signals, and acoustic data, in real industrial scenarios, which make the industrial datasets
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present multimodal and heterogeneous characteristics. In mobile Internet security and indus-
trial IoT (IIoT) deployments, where resources are constrained and timely detection is required,
these multimodal characteristics are particularly salient for on-device/edge monitoring. There-
fore, there is a need to study the integrated multi-modal anomaly detection framework to make
full use of various data, further information extraction and feature fusion of different types of
data, and to develop detection strategies based on these features. Future work will explore inte-
grated multi-modal anomaly detection frameworks to utilize diverse data types, conduct further
information extraction and feature fusion, and develop corresponding detection strategies.
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