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Abstract

Mobile network technology not only provides cloud-side technical support for 6G net-
works, but also brings a large number of complex and changeable tasks. In the face of
frequent node switching and task updates, it is necessary to relieve the pressure of comput-
ing, storage and communication through task offloading and cache enablement. However,
due to the untrustworthiness of mobile access nodes, the task data privacy and geographic
location privacy at the edge are in danger. How to achieve high-performance offloading
while protecting edge privacy has become an urgent need to find a solution. To this end,
this paper proposes a task and geographic privacy protection offloading algorithm (TG-
POA) for 6G network scenarios. By classifying tasks and selecting the offloaded server
location, TGPOA calculates the privacy entropy of location and task respectively. The
experimental results of constrained Markov decision process (CMDP) show that TGPOA
has significant advantages in resource utilization, time overhead and privacy regardless of
how the task volume and cache hit rate change.

Keywords: 6G network, offloading, cache, privacy-preserving, mobile network, constrained
Markov decision process (CMDP).

1 Introduction

The development of mobile network technology provides rich network scenarios and task pro-
cessing capabilities for 6G networks [1], and also brings variable access nodes and devices [2].
These changeable scenarios, complex tasks and diverse and frequently switched nodes put for-
ward higher requirements for the computing power and processing time of 6G networks [3]. By
deploying cloud edge nodes to offload the tasks of accessing devices, the computing and delay
load of the network can be effectively alleviated [4]. In this process, it is necessary to prevent
the random unloading of too many or too few tasks to edge nodes for processing, because this
will lead to high time costs and inefficient use of edge node resources [5]. This violates the
expected purpose of placing cloud edge nodes.

In recent research, the design of offloading algorithm based on network performance index
can efficiently realize the efficient utilization of 6G network resources [6]. Taking network
performance such as delay and resource utilization as optimization indicators [7], a certain
amount of workload is offloaded to the edge nodes, and the remaining tasks are still processed
by the cloud, which can effectively improve the network’s ability to deal with the changeable
tasks brought by mobile nodes. In addition, considering the frequent node switching brought
by mobile network technology, it is inefficient to re-analyze each new access task and load
resources [8], because a large number of new access nodes request tasks with high similarity. By
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leveraging cached results of prior executions, the processing time of each task can be significantly
reduced [9]. Furthermore, enabling caching throughout the entire offloading pipeline further
accelerates execution and lowers latency [10].

However, when offloading tasks in cache-enabled 6G networks, task data privacy and device
location privacy will be violated because the deployed or randomly accessed edge nodes are
untrusted [11]. If the entire task is offloaded, all data will be exposed to the edge nodes,
increasing the risk of data leakage. If the nearest edge node is always selected for offloading
to reduce the transmission cost, it is easier for the adversary to determine the location of the
device. Privacy protection issues cannot be ignored [12], especially considering the frequency
of use of mobile nodes in public [13] and shared [14] scenarios in 6G networks. To this end, two
problems need to be solved: 1. Design an appropriate offloading strategy to maximize the use
of network resources and improve network performance; 2. Protect task privacy and geographic
location privacy during offloading.

In this paper, we propose a task and geographic location privacy protection offloading al-
gorithm (TGPOA) to solve the privacy protection problem in the offloading process of cache-
supported 6G cloud-side networks. Firstly, three unloading paths are designed and the unload-
ing model is given. Then, a resource utilization model is constructed based on task and cache
hit rate. Based on the time cost model of transmission between cloud, edge and equipment,
the time cost model is constructed to optimize the joint goal of network resources and network
performance. Based on the probability of geographical location and task type being leaked, a
privacy entropy model is constructed, and the task and geographical location privacy entropy
values are introduced into the optimization process as constraints to achieve the goal of privacy-
preserving offloading. Finally, the constrained Markov decision process (CMDP) is used to solve
the problem with privacy entropy as the constraint condition, and the final offloading strategy
is obtained. The contributions of this paper are as follows :

• Aiming at the problem of frequent node switching and task update caused by mobile
network technology in 6G network, an offloading algorithm combining resource utilization
and transmission delay is proposed. Three offloading paths are designed, and a resource
utilization model and a time cost model are constructed for the cache-enabled scenario.

• According to the leakage probability of node location and task type under different of-
floading paths, the privacy entropy model is constructed, and the privacy entropy is solved
by CMDP as a constraint, and the final offloading strategy model is obtained.

• The proposed algorithm is simulated, and the performance comparison with other un-
loading methods and unloading path selection is analyzed in detail. The experimental
results show that the proposed method can efficiently utilize network resources and has
excellent time cost, and can effectively guarantee task and geographical location privacy.

The subsequent structure of this article is as follows. Chapter 2 reviews the recent work
on privacy-preserving offloading. In Chapter 3, the detailed construction method of the system
model is introduced. Chapter 4 gives a privacy-preserving offloading algorithm based on the
constructed model. Chapter 5 has carried on the simulation experiment. Finally, in Chapter 6,
the full text is summarized.

2 Related Work

This summary reviews the recent work on offloading strategies and privacy protection. With
the development of AI technology, more and more work uses AI technology to design offloading
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strategies. In order to support the use of generative AI meta-universe applications in the IoT,
W. Zeng et al. [15] proposed a multi-modal parallel offloading framework that distributes
multi-modal content to multiple servers to adapt to the limitations of communication and
computing resources in IoT. H. Li et al. [16] transformed the offloading process into a Markov
decision process through deep learning method in the dual dynamic scenarios of task generation
and vehicle movement, and realized the offloading strategy model in the multi-access vehicle
networking scenario.

However, in the above work, the cache demand problem caused by the change of mobile
nodes is not discussed. L. Liu et al. [17] constructed a multi-user computing offloading and
wireless cache resource allocation problem for this problem. In order to minimize the delay, the
deep deterministic policy gradient is used to solve the problem, and the reasonable allocation of
cache resources is realized. Taking into account the different timeliness of caching and offloading
in the joint optimization process. J. Zhang et al. [18] constructed a two-time scale resource
allocation problem, and proposed a computing strategy including a service caching strategy
and a hierarchical action value function, which realized that the edge cached service provides
computing resources to the request task immediately.

Although this part of the work adds the consideration of caching, it does not consider the
privacy security problem caused by the frequent switching of mobile nodes in the 6G network
scenario. D. Han et al. [19] proposed a swarm intelligence model in the 6G IoT scenario.
Based on blockchain technology, through intelligent collaboration and expansion of terminal,
edge and cloud resources, the privacy security in the 6G IoT interaction process is guaranteed.
Z. Wang et al. [20] proposed a task offloading framework suitable for multi-server access for
geographical location privacy, and designed a location perturbation mechanism to ensure the
optimal offloading strategy in the perturbation area. It is worth noting that there is no common
consideration of offloading, caching, task privacy and geographic location privacy in the above
work. Compared with the above work, this paper considers four aspects at the same time. The
joint optimization of delay and resource utilization machine also adds the consideration of task
and geographical location privacy security as a constraint.

3 System Model

As shown in Fig. 1, the system model consists of a central cloud, edge nodes, and edge devices.
For the central cloud and edge nodes, there is memory and a server composed of virtual machines
(VMs). The central cloud is represented by a set C. Denote the edge nodes collection as
F = {F1, · · · , Fs}, where s is the total amount of edge nodes in F . For edge node Fi, its VMs
set is expressed as V = {v1i , · · · , vmi}, where mi is the number of VMs in edge node Fi. edge
devices are represented by set D = {D1, · · · , DN}, where N is the number of edge devices.
Assume that each device has only one task, represented by a set T = {T1, · · · , TN}. Denote
deployment strategy for each task as S = {S1, · · · , SN}, where Sn ∈ F ∪ C ∪ ∅ indicates that
the task is offloaded to the edge node or the central cloud or does not need to be offloaded.

3.1 Privacy-preserving Offloading Model

The offloading path is segregated into three types (i.e., P1, P2 and P3) to preserve the device’s
geographic location’s privacy. P1: The device chooses the closest edge node to send an offload
request to, and the edge node checks its cache. If it does not hit, the edge node asks the
device for input from the device, which then sends the task to the edge node for processing and
provides the result to the device. Instead, the device receives the result straight from the edge
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Figure 1: Three-layer system architecture: Tasks are offloaded from the device layer to the edge
and cloud. Caching provides task caching, and servers provide computing resources.

node after processing it. P2: The device chooses edge nodes at random, and the next steps
are identical to P1. P3: The device directly offloads the task to the cloud for processing and
receives the returning result (assuming a hit rate of 1 in the cloud).

3.2 Resource Utility Model

The resource utility is reflected by the VM utilization rate in the edge node. In edge node Fi,
it can be expressed as

ηFi
=

N∑
n=1

αn
i

mi
, (1)

where αn
i denotes the number of VMs required to process task n in the i-th edge node. For the

entire network, the number of VMs used in the edge node is expressed as

NVM =

s∑
i=1

N∑
n=1

αn
i δ

n
i , (2)

where δni indicates whether the task n is processed in the i-th edge node.

δni =

{
1, if Si = Fi,
0, otherwise.

(3)

The average utilization rate of VMs in all edge nodes is expressed as

ηF =
1

s

s∑
i=1

N∑
n=1

αn
i δ

n
i

mi
. (4)

For the central cloud, it is considered that its computing resources are sufficient, regardless of
its VMs utilization.
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3.3 Privacy Entropy Model

For the edge device n, if the nearest edge node is selected, the geographic area of the device
can be inferred, so the entropy is 0. Instead, if the cloud or random edge node is selected, the
entropy is 1. Therefore, the geographical location privacy entropy model of device n can be
expressed as

HL(n) =

{
0, select nearest edge node,
1, otherwise.

(5)

The average geographic location privacy entropy of all devices can be expressed as

HL =
1

N

N∑
n=1

HL(n). (6)

For the task Tn in the device n, it is divided into K types, and the transmission probability of
each type obeys the Poisson distribution with

P (Tn,k) =
λTn,k

Tn,k!
e−λ. (7)

Therefore, the privacy entropy of task Tn can be calculated as

HTn
= −

K∑
k=1

P (Tn,k) logP (Tn,k). (8)

The average privacy entropy of all tasks can be expressed as

HT =
1

N

N∑
n=1

HTn
. (9)

3.4 Time Cost Model

The offloading method is P1 or P2: Assume that r1 and r2, the request’s transmission time and
cache check time, are both fixed numbers. For device Dn with strategy Sn selected, the time
taken for task Tn to be transmitted to the edge node Fi is expressed as

ψDF
n (Sn) =

K∑
k=1

dn,k
CD2F

P (Tn,k), (10)

where dn,k is the size of task Tn of type k and CD2F is the transmission rate from edge device
to edge node. The processing time of the task Tn in the edge node is expressed as

ψedge
n (Sn) =

K∑
k=1

|dn,k|
βn,k
i ω

P (Tn,k), (11)

where |dn,k| denotes the size of data to be processed by task Tn, β
n,k
i denotes the number of

VMs required to process the k-th type of task Tn, and ω denotes the computing power of each
VM. The duration required to return the device n with the processed results is

ψFD
n (Sn) =

φn

CF2D
, (12)
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where φn is the size of the data that the task Tn returns to the device n after processing and
CF2D is the transmission rate from edge node to edge device. Therefore, the time cost of
offloading task Tn to edge node Fi is expressed as

ψF
n (Sn) = r1 + r2 + ψedge

n (Sn) + ψFD
n (Sn)

+(1− εni )(r1 + ψDF
n (Sn)),

(13)

where εni indicates whether the offloaded task Tn is hit by the caching in the edge node Fi. 1
indicates hit and 0 indicates no hit.

For the offloading method P3, assuming that the cache hit rate in the cloud is 1, the task
can be transmitted directly to the cloud for processing. Meanwhile, the computing resources of
the central cloud are sufficient, so the task processing time is set to a fixed value r3. The time
cost of transferring task n to the cloud and returning devices after processing can be expressed
as

ψDC
n (Sn) =

K∑
k=1

dn,k
CD2C

P (Tn,k), ψ
CD
n (Sn) =

φn

CC2D
, (14)

where CD2C is the transmission rate from edge device to cloud and CC2D is the transmission
rate from cloud to edge device. Therefore, the time cost required for task Tn to select the cloud
as the offloading destination is expressed as

ψC
n (Sn) = ψDC

n (Sn) + r3 + ψCD
n (Sn). (15)

The time cost of task n is expressed as

ψn(Sn) =

{
ψF
n (Sn), if Sn ∈ F ∪ ∅,

ψC
n (Sn), if Sn ∈ C. (16)

The total time cost is expressed as

ψ(S) =
N∑

n=1

ψn(Sn). (17)

4 Privacy-preserving Offloading Algorithm

4.1 State Space and Action Space

The state space is defined as

M = I×Q, (18)

where I = {0, 1, 2} denotes the selection of the nearest edge node, the random edge node and
the central cloud as the offloading destination, and Q = {0, 1} denotes whether the device needs
to perform task input. The action space is defined as A = {0, 1, 2}, which means to offload the
task to the nearest edge node, random edge node and central cloud. For sets M, I, Q and A,
exist M ∈ M, Q ∈ Q, I ∈ I and A ∈ A indicates that M , I, Q, and A are the corresponding
elements in sets M, I, Q and A, respectively.
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4.2 Transition Probability

The I of the next stage is determined by the A of the previous stage. The cache hit rate is
different in different servers, and Q is also affected by A. Therefore, the transition probability
from the current M to the next stage M ′ is expressed as

P [M ′|M,A] = P [I ′|I, A]× P [Q′|Q,A], (19)

where P [I ′|I, A] denotes the effect of the current A on the next state I ′, which can be expressed
as

P [I ′|I, A] =
{

1, if I ′ = A,
0, otherwise.

(20)

It is assumed that the cache hit rate in the edge node is pf , and the cache hit rate in the cloud
is 1. The transition probability from the current Q to the next stage Q′ is expressed as

P [Q′|Q,A ∈ {0, 1}] =
{

pf , if Q′ = 1,
1− pf , if Q′ = 0.

(21)

P [Q′|Q,A = 2] = 1. (22)

Considering the state space and action space, the resource utilization of edge node Fi can be
expressed as

ηFi
=


N∑

n=1

αn
i

mi
, if C ∈ {0, 1}.

0, if C = 2.
(23)

The average utilization rate can be expressed as

ηF (S) =
1

s

s∑
i=1

ηFi
. (24)

Similarly, the time cost can be expressed as

ψn(Sn) =



r1 + r2 + ψedge
n (Sn) + ψFD

n (Sn),
if C ∈ {0, 1}, Q = 1, A ∈ {0, 1},

2r1 + r2 + ψedge
n (Sn) + ψFD

n (Sn) + ψDF
n (Sn),

if C ∈ {0, 1}, Q = 0, A ∈ {0, 1},
ψDC
n (Sn) + ψCD

n (Sn) + r3,
if C = 2, Q = 1, A = 2.

(25)

For geographic location privacy entropy, (5) is expressed as

HL(n) =

{
0, if I = 0,
1, if I ∈ {1, 2}. (26)

4.3 CMDP-Based Solution

Based on CMDP, the model is constructed to maximize resource utilization and minimize time
cost under the premise of following constraints.

max ηF (S),minψ(S). (27)
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s.t. HT ≤ ωT ,
HL ≤ ωT .

(28)

Where HT and HL denote for the corresponding lower bounds of data privacy entropy and
location privacy entropy. Strategy S can represent a set of state space and action space of all
edge nodes in a time slot. As P(S,A) stands for the stationary probability of state S and action
A, The equivalent LP model of CMDP model is defined as

max
∑
S

∑
A

P(S,A)ηF (S), (29)

min
∑
S

∑
A

P(S,A)ψ(S). (30)

The constraint is ∑
S

∑
A

P(S,A)HT ≥ ωT , (31a)

∑
S

∑
A

P(S,A)HL ≥ ωL, (31b)

∑
A

P(S′, A) =
∑
S

∑
A

P(S,A)P [S′|S,A], (31c)

∑
S

∑
A

P(S,A) = 1, (31d)

K∑
k=1

Pn,k = 1, (31e)

P(S,A), Pn,k ≥ 0, (31f)

0 ≤
K∑

k=1

βn,k
i ≤ mi. (31g)

The (29) and (30) represent the maximum resource utilization and the minimum time cost.
Constraints (31a) and (31b) represent the minimum lower bounds of geographic location privacy
entropy and task data privacy entropy. Formula (31c) is the constraint condition to satisfy
the transition probability. With the constraints in (31d), (31e) and (31f), the probability
characteristics are preserved. Formula (31g) guarantees that the number of VMs requested
does not exceed the total amount. A universal stochastic policy [21] is used to solve the CMDP
model. The optimal strategy π∗(S,A) is obtained by the stationary probability P ∗(S,A), which
is the solution of the equivalent LP model.

π∗(S,A) = P∗(S,A)∑
A′ P∗(S,A′) , forS ∈ S

∑
A′ P ∗(S,A′) > 0. (32)

In the above process, the construction process of the whole model and the LP solution
process are combined as the strategy solution stage. After the optimal strategy solution is
obtained in the solution stage, the strategy execution stage is entered. The tasks of each access
device are executed in the order of device state acquisition, action execution and state update,
and finally the privacy-preserving offloading strategy of all tasks is obtained.
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4.4 Complexity Analysis

The complexity analysis mainly includes two parts: the complexity of the CMDP equivalence
and LP solving process in the strategy solving stage and the decision complexity in the strategy
execution stage.

For the complexity of the policy solving phase, the resource utilization, time cost and privacy
entropy under each state-action are calculated. A simple algebraic operation of N devices, E
nodes, and T task types is designed, so the overhead of the model construction process can be
expressed as O(N ×E × T ). For the complexity of the constructed LP solution, the number of
variables of LP can be expressed as S̃ × |A|, where S̃ = N × S represents the total number of
states. The interior point method is used to solve the polynomial time. In the process of solving

the interior point method, it is necessary to carry out sub-iteration O(
√
S̃ |A|) times, and the

calculation amount of each iteration is O((S̃ |A|)2S̃). Therefore, the complexity of solving the

worst case can be expressed as O(
√
S̃ |A|(S̃ |A|)2S̃) = O((S̃ |A|)

5/2S̃). In the actual processing,

S̃ × |A| and S̃ are of the same order, so they can be regarded as the same order of magnitude

merged into O((S̃ |A|)
7/2), and the remaining 1

2 is omitted as a low-order, so the final complexity

can be approximated as O((S̃ × |A|)3), representing the cubic polynomial solution time.

For the strategy execution phase, after obtaining the optimal decision strategy, each decision
needs to collect the state of the current device, and its complexity is O(1); the optimal action is
selected according to the strategy, and the complexity of the process is O(1); finally, the state
is updated, and the complexity is still O(1). Therefore, the complexity of the complete policy
execution phase is fixed to O(1 + 1 + 1) = O(1).

5 Performance Evaluation

5.1 Experimental Setting

In this section, by comparing with the three schemes, it is proved that TGPOA is excellent.
ACloud: All tasks are processed in the cloud. ACFG: All tasks are processed in the closed edge
node. ARFG: All tasks are processed in random edge nodes. The default parameter settings
of the experiment are as follows: The number of tasks is 500, the hit rate of edge nodes is
0.5, the number of edge nodes is 15, the number of VMs per edge node is 10, the transmission
rate from the task to the edge node is inversely proportional to the distance between them, the
transmission rate from the task to the cloud is a fixed constant, and the size of the transmission
task is within interval [0.5GB, 3GB].

5.2 Experimental Results

Fig. (2) shows the trend of resource utilization and the number of tasks. The TGPOA scheme
can always maintain the resource utilization at a high level and is positively correlated with the
number of tasks. This is because the more tasks there are, the more computing resources are
required. The computing resources in scheme TGPOA are provided by edge nodes and cloud
servers, so the resource utilization rate of edge nodes slowly increases with the number of tasks.
Due to the fact that all tasks in ACFG and ARFG schemes are processed by edge nodes, when
the number of tasks reaches a certain level, the resource utilization rate is 1. This situation
usually represents insufficient computing resources in the edge node, so the TGPOA scheme
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Figure 2: Comparison of resource utilization rates among four schemes with 100-500 tasks

Figure 3: Comparison of time cost among four schemes with 100-500 tasks.

Figure 4: Comparison of resource utilization rates and time cost among four schemes with a
hit rate of 0.1-0.9.

has more advantages. All tasks in Scheme ACloud are processed by the cloud, so the resource
utilization rate of the edge node is 0.

Fig. (3) shows the trend of time cost under different task numbers. Compared with others,
TGPOA scheme has a great advantage in time cost, and the growth rate of time cost with
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Figure 5: Comparison of privacy entropy HT and HL among four schemes with 100-500 tasks.

Figure 6: Comparison of privacy entropy HT and HL among four schemes with a hit rate of
0.1-0.9.

task number is also lower than that of the three schemes. Since of the fact that the number of
tasks dealt with in edge nodes and clouds can be reasonably allocated based on the necessary
computing resources and time costs for different task numbers. When there are few tasks,
processing in the cloud results in higher transmission costs than it saves in processing time at
the cloud center. The processing time advantage provided by the cloud center is more noticeable
as the number of tasks rises. As a result, the curve of ACFG and ARFG initially lower than
the curve of ACloud but becoming higher as the number of tasks rises.

Fig. (4) shows the trend of resource utilization and time cost under different hit rate. As
the hit rate increases, the processing time of edge nodes decreases, and the speed advantage
of cloud center processing is indirectly weakened. More tasks are offloaded to edge nodes for
processing, so resource utilization increases with an increase in hit rate. For schemes ACFG and
ARFG, the resource utilization rate is always 1. For scheme ACloud, the resource utilization
rate is always 0. For the time cost, processing more tasks by edge nodes reduces the number of
tasks offloaded to the cloud, resulting in a decrease in both processing time and transmission
time. Therefore, for schemes TGPOA, ACFG, and ARFG, time cost is negatively correlated
with hit rate. For scheme ACloud, its time cost is not affected by the hit rate of edge nodes.

Fig. (5) shows the trend of privacy entropy HT and HL under different task numbers.
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Obviously, the HT of all four schemes is positively correlated with the number of tasks. When
the number of tasks is 100 and 200, it does not reach the minimum privacy entropy lower
limit, so it is a fixed value. Regardless of the number of tasks, the HL values for both scheme
ANFG and ARFG are 1, and the HL values for scheme ACloud are 0. The HL of TGPOA
is positively correlated with the number of tasks and is remained at a high level. Fig. (6)
represents that the change in hit rate does not affect privacy entropy HT and HL. Because
privacy entropy is related to the distribution probability of task types, and is independent of
whether the offloading destination is cloud or edge. Scheme TGPOA always maintains the
value of HL close to 1, indicating that it can provide a high level of geographic location privacy
protection.

6 Conclusion

In this paper, we propose an offloading algorithm called TGPOA, which is used to offload
tasks and geographic location privacy protection in cache-enabled 6G networks. Based on the
minimum threshold of task privacy entropy and geographic location privacy entropy, the access
device makes an offloading decision to maximize the resource utilization of the edge node and
optimize the time cost. Finally, the problem of policy selection is solved by establishing a
constrained Markov decision process. The simulation results show that compared with all-
cloud and all-edge processing, the proposed scheme has obvious advantages in time cost and
resource utilization, and can maintain a high level of task data and location privacy entropy.
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