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Abstract—In this paper, we extract hardware signatures from
numerous static random access memory (SRAM) and analyze
the feasibility as a signature for Internet of Things (IoT)
decentralized identifier (DID). Due to uncontrollable variations in
the manufacturing process, SRAM contains inherent randomness
that can serve as a physical unclonable function (PUF) to identify
the device uniquely. In particular, with the massive deployment
of IoT devices, research on SRAM-PUF based distributed device
identification is being actively investigated. However, conventional
SRAM-PUF research has mainly focused on application to a
small-scale IoT environment, so a limited number of SRAM
have been analyzed. To generalize the signature utilization, we
investigate uniqueness of the PUF from a number of SRAMs.
We employed commercial SRAMs and off-the-shelf development
boards to extract SRAM-PUFs. Evaluation results demonstrate
that SRAM-PUFs are suitable for DIDs even in large-scale
IoT networks, considering both chip-by-chip and block-by-block
uniqueness.

Index Terms—Physical unclonable function, decentralized
identifier, internet of things

I. INTRODUCTION

Recently, decentralized networks have gained much interest
due to their ability to support large-scale data streams in a
distributed manner and mitigate single-point-failure attacks.
Moreover, the employment of these networks in communica-
tion systems has been accelerated by the emerging Internet
of Things (IoT). For example, in medical IoT [1], wearable
devices and sensors sending data to a hospital server can be
authenticated by using their decentralized identifiers (DIDs),
and [2] suggests a privacy-preserving decentralized chain for
IoT in smart home, office and factory. In other works, many
researchers take advantage of decentralized IoT in various
applications [3]-[6].

Meanwhile, extracting unique identifier from hardware has
been utilized by using the physical unclonable function (PUF)
[7]1-[10]. PUF exploits hardware variation in the manufactur-
ing process, not allowing attackers to mimic a certain PUF.
Static random access memory (SRAM) based PUF is one of
the popular PUF since it contains randomness information, and
is easily implemented with no additional hardware utility. For
this reason, SRAM-PUF is considered as a promising signature
scheme for decentralized and resource-constrained IoT.

Despite of the prospect, however, existing SRAM-PUF
based identification approaches are established on either as-
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Fig. 1. Static random access memory (SRAM) architecture: word-line (WL)
and bit-line (BL).

sumption where the SRAM-PUFs have sufficient uniqueness
and are distinguishable from each other, or demonstrations to
a few SRAM. Even if the results can be applied to small-
scale networks, it should be generalized in more practical
implementation such as large-scale decentralized IoT.

Thus, we evaluate the uniqueness of numerous SRAM for
PUF utilization as a signature in large-scale networks. To
this end, we customize the test-bed for SRAM-PUF extrac-
tion using the off-the-shelf development board and SRAMs.
Experimental evaluations of PUFs are conducted on chip-by-
chip uniqueness between SRAMs, block-by-block uniqueness
within SRAMSs, and their randomness.

II. PRELIMINARIES AND RELATED WORKS

In this section, we provide a brief introduction to the basic
SRAM architecture, including the PUF generation mechanism.
Fig. 1 illustrates an SRAM cell array consisting of word-line
(WL) and bit-line (BL), as well as the output voltage (Vo).
Each cell can store one bit of information using six comple-
mentary metal-oxide semiconductor (CMOS) transistors that
manipulate WL and BL. To write a bit into a cell, we set the
state of BL to either "high’ or low’ while WL is "high’. This
information remains stored as long as the power remains on.
However, if the power is switched off, the stored information
in the cell is lost.

The generation of SRAM-PUF occurs when the power is
switched from the off-state to the on-state. When the SRAM
is in the off-state, the output voltage (V) is at a low level.
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Fig. 2. Experiment setup for testing 50 SRAMs with the test-bed customized
from the Raspberry Pi 4 Model B board.

However, upon supplying power to a cell, the state of V is
determined by the activation order of the CMOS gates. If the
L gate is activated before the R gate, V5 assumes a low-level,
indicating a "0’ bit. Conversely, if the R gate is activated before
the L gate, Vo becomes high-level, representing a ’1’ bit.
Consequently, the initial value of a cell is categorized based on
the probability of the cell being identified as a specific state,
namely, 0-skewed, 1-skewed, and unstable cells, respectively.
This random occurrence is a result of imperfections in the
manufacturing process, which is the reason it is referred to as
‘unclonable’.

Since its initial proposal by [11], the SRAM-PUF has
been widely utilized for device authentication [7]-[10] and
as a random number generator [12] in resource-constrained
IoT systems. However, most existing approaches have been
demonstrated using only a limited number of SRAMs. For
instance, implementations described in [7]-[10] involve less
than 15 SRAMs. Although [12] conducted tests on 16 SRAMs,
it still falls short in representing large-scale decentralized IoT
environments.

Thus, we customize a test-bed with multiple SRAMSs and
evaluated the performance of the signatures, taking into ac-
count large-scale decentralized IoT, in the following sections.
To ensure reproducible results, we provided detailed descrip-
tions of the specifications used in the test-bed.

III. EXPERIMENT ENVIRONMENT

Fig. 2 illustrates the test-bed comprising 50 SRAMs
and Raspberry Pi 4 Model B. The utilized SRAM is the
LY62256PL-55LL, a low-power CMOS SRAM manufactured
by Lyontek, with a capacity of 32768 x 8 cells. Each SRAM
has BL pins (DO to D7), WL pins (AO to Al4), control
pins (OE, CE, WE), as well as Vss and Vcc connections
(representing power and GND). Data is written to or read
from the SRAM in word units. The WL is decoded to activate
one of the 2! WL lines. During write operations, the data
is transmitted to the cells through the BL, while during read
operations, the data is transferred from the cells to the BL. In
this way, we perform data read and write operations on the
SRAM cell array structure.

The experiments is conducted for three main metrics: chip-
by-chip uniqueness between SRAMs, block-by-block unique-
ness and randomness. The experiment involved repeatedly
powering the SRAM on and off to collect the corresponding
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Fig. 4. Empirical probability mass function of z-skewed cell.

PUF readings. In the block-by-block testing, we assume a
memory block in a SRAM with 64 bits.

IV. EXPERIMENTAL EVALUATION
A. Chip-by-chip uniqueness test

This subsection aims to verify the extent of varia-
tion observed in different SRAMs. Let denote x; =
[(1,), (2,475 - - - T(n,5)] T as the PUFs in i'» SRAM where N
denotes the number of cells in an SRAM (N = 32768 x 8).
In this context, uniqueness is represented by the normalized
Hamming distance, defined as follows:

N
_ 1
AD00x) = & Sl sl O

n=1

Fig. 3 shows the histogram of HD(x;,x;) (i # j) among
50 SRAMs, which is aggregated from 300 iterations. As
demonstrated in Fig. 4, the probability mass function of a z-
skewed cell tend to be biased as 0-bit or 1-bit, resulting in the
average p = 0.55 rather . = 0.5 precisely in Fig. 3. Though,
the PUF has still sufficient uniqueness for device signature,
which is consistent with the conventional works [7]-[9].

B. Block-by-block uniqueness test in a chip

In decentralized networks, multiple sub-nodes are controlled
by a semi-trusted node. Therefore, we examine the level of
variation observed in different divided PUF blocks and the
degree of randomness within each block. This verification
is conducted to assess the capability of the semi-trusted
node in managing multiple DIDs. Let denote z(y i)y
[ ((w—1)N/W1,1)» (= 1)N/W42,)s - - » L(wN/W,i)] | as the
wt? block in the 7" SRAM, where W denotes the total number
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of blocks. We investigate the normalized Hamming distance
among the divided W blocks and the entropy H ,,,;), defined
as follows:

H(w,i) = P(w,i)logQ(P(w,i)) + (1 - P(w,i))10g2(1 - P(w,i))'
2)
Here, P, ;) is the 1-bit probability in z(,, ;)|,, as follows:

N/W

P(w,i) = W Z T(w=1)N/W +k,i)- 3
k=1

Fig. 5 shows the histogram of HD(Z(u, 1)] 006> Z(ws,1)|1006)
(wy # woy) assuming that the first SRAM represents a semi-
trusted node and manages 4,096 DIDs of sub-nodes. The
average is centered around 0.5, indicating that the blocks are
generally different even if numerous sub-nodes are under the
control of a single semi-trusted node. Additionally, Fig. 6 dis-
plays the histogram of entropy across entire blocks, indicating
that the majority of blocks have a balanced occurrence of bits.
As a result, SRAM-PUF is a desirable choice for a unique

signature and can be utilized in large-scale networks.

V. CONCLUSION

In this paper, the feasibility of utilizing SRAM-PUF as a
DID of IoT in large-scale networks was analyzed. To this
end, we jointly evaluated 50 off-the-shelf SRAMs on the
customized test-bed. Here, we considered two metrics: chip-
by-chip uniqueness and block-by-block uniqueness. The ex-
perimental results demonstrate that SRAM-PUF has sufficient
randomness even in numerous SRAMs, and blocks. This
results indicate that SRAM-PUF has potential for authenti-
cating a device identity in various applications, especially in

large-scale IoT networks. Further research in this area could
contribute to the advancement of secure and trust decentralized
networks.
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