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Abstract—The Home IoT device market is expanding rapidly,
which has led to the increasing adoption of these devices in
the home. However, IoT devices have long been challenged
by various vulnerabilities and pose unique security challenges
compared to other devices. This paper aims to redefine the
process of entering the Home IoT environment by leveraging
Decentralized Identifier(DID) authentication, and proposes a
comprehensive approach to using Verifiable Credential(VC) and
Verifiable Presentation(VP) to control access from outsiders like
visitors. Through security analysis, this paper also highlights how
these authentication and permission controls address traditional
vulnerabilities and provide improved security over traditional
IoT authentication methods. The results of this study shed light
on the significant impact this methodology can have on the
security of the Home IoT environment.

Index Terms—Home IoT, DID, VC·VP, Blockchain, Security,
Authentication

I. INTRODUCTION

There are many Home IoT devices at home these days, and
the number of households that have them will increase in the
future. According to the survey, the global smart home market
size will reach $222.9 billion by 2027 and the number of active
households will approach approximately 672.6 million [1].

Home IoT systems are getting closer to human life, but there
are some security vulnerabilities. IoT devices often use simple
patterns or default passwords, and they are lightweight devices
or are subject to various attacks such as impersonation and
DoS attacks [2] [3]. In addition, the device enables a variety of
services, but transmits sensitive information, which can allow
an attacker to maliciously access the device, compromising
the system or forging information [4].

These vulnerabilities are more likely to occur if a stranger
enters the house and accesses a Home IoT device. Excluding
intruders, visitors from outside, such as cleaners, babysitters,
and caregivers, have become more common than ever. The
average housekeeping service expenditure in U.S. was about
$160 in 2021, an increase of as much as %35 over 2020 [5].

Visitors may have to use Home IoT devices when doing their
works, and most of them will use the devices without any
restrictions from homeowners. However, if the homeowner is
outside, it is hard to notice whether the visitor is using an IoT
device. In other words, if a visitor accesses an IoT device with
malicious intent, personal information or data inside the device
may be leaked and even damage the entire home. Therefore,
in this paper, we present a user’s authentication process for
Home IoT using DID Auth. And we also proposes a method
with VC·VP to prevent indiscriminate access to Home IoT by
visitor at home.

The next sections are structured as follows. In Section 2,
we describe the relevant techniques needed to control visitors’
Home IoT access, and the Section 3 contains a detailed picture
and description of the method proposed in the paper. And
the Section 4 explains how the method has advantages in
protecting vulnerabilities over conventional methods. In the
last Section 5, the results and significance of the study are
mainly described.

II. RELATIVE WORKS

A. Home IoT

Smart Home, which enables the connection and use of
various Home IoT devices such as TVs and refrigerators in
apartments and houses, is on the rise. The main goal of Home
IoT devices on the market is to improve the quality of life and
maximize convenience at home. With the recent development
of information and communication technology and IoT, the
role of Home IoT environment continues to be important, and
smart Home IoT and network environment are emerging as
key elements [6].

Unlike the existing method in which users operate each
device separately, the network method of Home IoT can
manage devices through gateways inside and outside the home.
However, since several devices are centrally configured, they
cause serious security vulnerabilities such as malicious access,

94979-8-3503-3538-5/23/$31.00 ©2023 IEEE ICUFN 2023



data forgery, and tampering [7]. While the demand for Home
IoT devices is increasing, there are weaknesses related to user
data and privacy, so improving the infrastructure of smart
homes is essential.

To solve these problems, we propose a more secure smart
home mechanism by taking advantage of the integrity and
confidentiality of DID Auth and blockchain.

B. Vulnerabilities in IoT Devices

The proliferation of IoT devices has brought about un-
precedented connectivity and convenience. However, these
devices also introduce vulnerabilities that pose significant
security risks. Even they are low-level devices with limited
resources and can perform only a small number of actions,
making it difficult to apply advanced security, and they have
a wide variety of devices, making it difficult to develop and
apply security mechanisms [8]. The following are five typical
vulnerabilities that can occur in IoT devices.

1) Dictionary Attack: A Dictionary Attack is a indiscrim-
inate attack in which an intruder attempts to access an IoT
system/device by attempting any combination of characters for
password authentication. This attack may cause other serious
attacks such as DDoS [9].

2) Unauthorized Access: Attackers can gain unauthorized
access to IoT systems/devices in a variety of ways, from
exploiting hardware/software vulnerabilities to illegal login
attempts [10]. This can cause problems with data forgery and
system abuse. To prevent such access, a secure credential
management system must be implemented. IoT devices are
still weak or have basic credentials. There are also fewer
attempts to change existing credentials [9].

3) Malicious Code Injection: Malicious Code Injection is a
type of physical attack that imparts malicious code to a device
through an exposed and unsafe software/hardware interface
that exists on the IoT device, thereby damaging the IoT device.
This could be a starting point for an attacker to take control of
other devices on the same network if one IoT device is hacked
[10].

4) DoS(Denial of Service), DDoS(Distributed Denial of
Service): IoT devices are becoming targets of attacks that run
DoS and DDos. IoT devices targeted by the attack increase the
amplification rate of the traffic generated, which overloads the
network. IoT devices are particularly vulnerable to this attack
because they have low-performance hardware [2] [9] .

5) Social Engineering Attack: Attackers can profile users
of IoT devices using their personal information. Attackers can
find out the user’s password, etc., thereby accessing sensitive
data and controlling IoT devices. To prevent this, a stronger
authentication system is needed to protect the personal data of
users using IoT devices [10].

C. OAuth(Open Authorization) 2.0

The concept of OAuth 2.0 emerged to solve various security
vulnerabilities related to existing authentication methods and
password management. OAuth is an open protocol that allows
clients registered with web services or applications to log in

or access data more quickly and securely using authentication
information, and that allows them to obtain API rights for
applications with a single authentication. OAuth defines a
total of four roles: resource owner, resource server, client,
and authorization server [11]. These actors establish end-to-
end Transport Layer Security(TLS) channels and interact with
each other during resource access procedures.

The procedure is summarized as follows: 1⃝The client
contacts the resource owner of the resource. 2⃝The resource
owner transmits the code to grant access to the client. 3⃝The
client delivers the received code to the authorization server.
4⃝The authorization server checks the authorization code and

provides a token containing the content provided to the client.
5⃝The client passes the token to the resource server. 6⃝The

resource server provides a protected resource after validating
the received token [12].

If OAuth is applied to IoT, it is possible to provide safer
services to users who are allowed access, but there is a
limitation that requires strong trust in third parties, that is,
authentication servers [13].

In order to overcome these limitations, This paper proposes
to use the DID Auth method, a peer to peer(P2P) method
that excludes third-party intervention, for access to Home IoT
devices.

D. Decentralized Identifier(DID), DID Document
1) DID: DID is an identity authentication certification tech-

nology that uses decentralized identifiers, and is a technology
that is directly issued and managed by individuals, not by
institutions or central systems. Since it is used based on
the distributed ledger system, it is easy to validate and has
advantages in protecting personal information.

As shown in Fig. 1, the format of DID is largely divided
into three parts: Scheme, DID Method, DID Method-Specific
Identifier. Scheme proves that this address is DID schema.
DID Method is a mechanism for managing DID Document
related to DID in a distributed ledger or network. And DID
Method-Specific Identification is a unique ID used in the DID
method [14].

Fig. 1. An Example of DID Structure

2) DID AUTH: The relevant information of the DID is
stored in a place called DID Document. As you can see in
Fig. 2, The DID Document includes authentication methods
for performing DID Auth, and mainly includes ’@context’,
’id’, ’verificationMethod’, ’authentication’.

@context defines the basic grammar of DID Document. It
contains the url of the predefined context or the context set by
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administrator. The id inclueds the DID of the aforementioned
subject. The verificationMethon is an authentication informa-
tion that can prove ownership. Several ownership authentica-
tion methods, such as RSA and biometric authentication, are
defined along with key values. The authentication item shows
a list of verification methods, of which the verification process
can be carried out in the way that the user wants or the other
party requires [14].

Fig. 2. An Example of DID Document

E. Verifiable Credential(VC), Verifiable Present(VP)

1) VC: Data models of VC are defined as Credential
Metadata, Claim(s), and Proof(s), as shown in Table 1.

Credential Metadata defines who issued the VC, the expi-
ration period of the VC, and the method of discarding the
VC. In Claim(s), information on the Subject is stored in the
order of Subject-Property-Value like a tree structure. Claims
can be specified in multiple subjects if necessary. Proof(s)
includes values necessary to verify the authenticity of VC,
and various encryption techniques such as RSA and biometric
authentication are used. The verifier verifies the Proof part to
ascertain whether the VC was issued by the issuer specified
in the VC [15].

TABLE I
COMPONENTS OF VC

Credential Metadata

Issuer
Issuance Date of VC

Expiration Date of VC
. . .

Claim(s) Information about Property of Subject
Save as “Subject – Property – Value”

Proof(s)

Signature of Issuer
Generation Date

Signature Algorithms
...

2) VP: Data models of VP are composed of Presentation
Metadata, Verifiable Credentials(s), and Proof(s).

Presentation Metadata includes data that can be used for VP
verification, such as the subject of VP, the type that specifies
that it is VP, and the terms of use. The Verifiable Credential(s)
includes VC(s). The Subject can select and insert the VC(s)
and properties required by the verifier and such selective
disclosure can protect personal information. The verifier who
receives the VP can clarify the authenticity of the VC by

verifying the Issuer through the Proof part included in the
VC. The proof is signed by the Subject. The verifier can verify
whether the VP is submitted by the subject by ascertaining the
signature of the subject submitting the VP. Like VC, various
encryption techniques are used [15].

TABLE II
COMPONENTS OF VP

Presentation Metadata

Issuer
Issuance Date of VC

Expiration Date of VC
...

Verifiable Credential(VC) | VC 1 |, | VC2 |, | VC 3 |, . . .

Proof(s)

Signature of Subject
Generation Date

Signature Algorithms
...

F. Blockchain

Blockchain first emerged in 2008 based on Bitcoin’s ledger
and evolved into a computing platform that enables anony-
mously monitored transaction records on the network [16].
Blockchain cannot be falsified or changed because data is
connected to each block in the form of a chain, and it can
also prove the integrity of the data. In addition, we are building
a reliable network by utilizing blockchain technology jointly
managed by network participants [17]. Each block is chained
using hash values from the previous block to implement a
reliable network form. Each block in the blockchain consists
of a header part and a body part. The header portion contains
information for connecting to the previous block, and the body
portion includes transactions.

III. ACCESS CONTROL METHOD FOR HOME IOT DEVICES

This section provides detailed methods for controlling ac-
cess to DID Auth-based Home IoT devices.

Before that, we will define the key actors and terms that will
appear in this section. The Homeowner is the administrator
of the Home IoT device and the resident of the home. The
Manufacturer sells Home IoT devices and manage DApp and
blockchain. DApp is a platform that allows users to connect
with Home IoT and other users to issue and submit credentials
called VC and VP. A Visitor is a housekeeper, a repairman,
or a relative of the Homeowner, who enters the Homeowner’s
house when visiting. It is assumed that the Homeowner and
the Visitor have agreed to enter in advance.

The first subsection describes the authentication process
when Homeowners purchase devices from manufacturers and
configure their Home IoT environment for the first time. The
second section includes the process of obtaining access to
the Home IoT device when a Visitor visits the Homeowner’s
home.

A. Initial Authentication Method for Homeowner

Fig. 3 shows the process of the Homeowner entering the
Home IoT environment for the first time.
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1⃝After purchasing a device manufactured by Manufacturer,
Homeowner requests registration through DApp managed by
Manufacturer. 2⃝The Manufacturer performs conventional au-
thentication to the Homeowner, and Connection takes place
when it is completed normally. 3⃝The Manufacturer stores
DID Documents of Homeowner, Smart Hub, and other IoT
devices in the blockchain ledger. 4⃝The Manufacturer con-
ducts DID Auth with the Home Owner, and at this time,
the Manufacture completes authentication by inquiring the
DID Document of the Homeowner. 5⃝Manufacture delivers
the VC to Homeowner, and the transaction of VC issuance are
stored in the blockchain ledger. In VC, Credential Metadata,
Claim, and Proof are defined as described in Section II. The
credentialSubject in the Claim part should include the DID of
all devices purchased by Homeowner, including Smart Hub.
6⃝Homeowner creates VP, a form that is readable by the Smart
Hub. 7⃝Homeowner performs DID Auth with one’s Smart
Hub. At this time, the Smart Hub verifies the DID Document
of the Homeowner on the blockchain. 8⃝If it is determined
to be a normal user, the Smart Hub receives a VP from the
Homeowner and Transactions related to VP are stored in the
ledger. the Smart Hub inquires the DID Document of the
Manufacturer in the blockchain ledger to verify whether it
is the right credentials. 9⃝When all verification is completed,
Smart Hub approves access to Homeowner and Homeowner
can communicate with IoT devices using DApp.

Fig. 3. Initial Authentication Method for Homeowner

B. Method of Controlling Home IoT Access of Visitors

Fig. 4 and 5 show how to control Visitors’ Home IoT access.
Fig. 4 includes the process by which the Homeowner sets

up Visitor’s permission for the Home IoT.
The Visitor’s user registration procedure is omitted because

it is similar to the Homeowner’s procedure described above,
except that Visitor does not register DID documents of IoT
devices. 1⃝Homeowner and Visitor proceed to the intercon-
nection through DID Auth. At this time, the Homeowner
verifies the Visitor’s DID Document. 2⃝The visitor asks the
Homeowner for credentials to access the home network.
3⃝Upon receiving the request, the Homeowner creates a VC
and delivers it to the Visitor. The structure of the VC is similar
to that of the VC manufactured by the manufacturer in Fig. 2

However, the VC’s credentialSubject created by Homeowner
defines only Homeowner’s Home IoT devices that Visitor can
access. Devices that the Homeowner does not want to allow
can be set up for access by not including the DID in the
credentialSubject. In addition, the VC contains an expiration
date set by the Homeowner, so Visitor cannot use the VC again
after the expiration date. VC issuance information is stored in
the blockchain.

Fig. 4. Visitor’s Home IoT Access Acquisition Process

Fig. 5 shows the authentication procedure for the Visitor
who received the VC to use the Home IoT devices. 1⃝The
Visitor generates a VP with the VC received from the Home-
owner. 2⃝The Vistitor conducts DID Auth with the Smart
Hub to submit the VP, and the Smart Hub queries the DID
Document of the Visitor. 3⃝When the DID of the Visitor is
confirmed, the Visitor submits the VP to the Smart Hub, and
the Smart Hub verifies the validity of the VP by inquiring
the Visitor and Homeowner’s DID Document. Transactions
about VP are stored in the blockchain. 4⃝After completing the
verification process, Smart Hub finally grants Visitor access to
Home IoT. However, the Visitor is granted limited authority
to control only the devices defined by the Homeowner in the
credentialSubject.

Fig. 5. Visitor’s Home IoT Access Authorization Process
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IV. ANALYSIS OF VULNERABILITIES

The DID Auth for Home IoT control proposed in this paper
not only provides a higher level of security and protection than
traditional authentication methods, but is also more efficient
than security response or attack detection technologies that are
difficult to apply within IoT devices. The method can mitigate
vulnerabilities described in Section 2.

Fig. 6. Comparison of Conventional and DID Auth Methods in Home IoT

a) Dictionary Attack: The Method allows you to use
a variety of validation methods within a DID Document,
significantly reducing the vulnerability to proactive attacks
from conventional password authentication. This approach
leverages several verification factors, such as asymmetric keys
and biometric recognition, to ensure a higher level of security
in the authentication process.

b) Unauthorized Access: By eliminating reliance on cen-
tralized authentication systems, this can significantly reduce
the risk of hackers stealing user credentials and accessing them
without permission. VC·VP also makes it difficult for unau-
thorized individuals to enter Home IoT systems or devices.

c) Malicious Code Injection: Peer-to-peer authentication
with DID and VC·VP can prevent intruders from injecting
code into devices without permission and ensure the integrity
and reliability of devices and data within Home IoT.

d) DoS, DDoS: The Authentication mechanisms protect
the device from unauthorized control or malicious operations,
preventing it from being used as part of a network attack.

e) Social Engineering Attack: The method reduces the
risk by minimizing reliance on centralized identity stores. and
it also decreases the likelihood of attackers exploiting personal
data obtained through social engineering tactics through the
ability to individually control their identity and selectively
share information. Users can share only the information they
need, reducing the risk of manipulation or impersonation.

Home IoT permission control methods based on DID Auth
can provide strong and secure authentication and permission
control, including all of these security advantages.

V. CONCLUSION

In conclusion, we presents a novel access control method
for Home IoT devices using DID authentication. By leveraging

DID authentication and VC·VP, this approach enables secure
authentication and permission management for external access
to Home IoT devices. It offers the ability to set limited
authorities for visitors, such as housekeepers, who enter the
home.

Compared to existing authentication methods, The utiliza-
tion of DID authentication and VC·VP enhances security and
prevents various cyber attacks, including password theft and
forgery and the decentralized ledger provides a safer and more
robust authentication key management system.

By allowing homeowners to define customized access priv-
ileges for visitors, this access control method offers granular
control over the interactions with Home IoT devices. And It
ensures that visitors, have access only to the necessary devices
while protecting sensitive data from unauthorized access.

The implementation of this method has the potential to
significantly improve the security of smart home environments
and It is expected to contribute to the advancement of secure
and trustworthy smart home environments.
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