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Abstract—Proof of Work (PoW) is the most widely adopted
consensus mechanism on public blockchains. The PoW
blockchain network achieves consensus by solving computational
problems. If a network participant owns more than 50% of the
total computational power in the network, they can forge the
blockchain. Hence, initial PoW blockchain networks with low
computing power are vulnerable to block forgery attacks. We
propose a smart contract-based checkpoint method to improve
security vulnerabilities in the initial blockchain networks. In our
method, participants periodically record block headers in an
Ethereum smart contract. The recorded checkpoint block header
validates the blockchain. Participants reject blocks with blocks
that differ from the recorded checkpoints. Qur method ensures
the integrity of blocks until the height of the most recently created
checkpoint, reducing the risk of double-spending. We optimize
checkpoint costs by overlapping multiple checkpoint processes
in a single transaction. The interval of our checkpoint method
grows with the growth of the network, making the network
less dependent on checkpoints. We analyze the performance of
checkpoints in mitigating attacks and demonstrate that they
significantly decrease the success probability of attacks in the
network.

Index Terms—Checkpoint, PoW blockchain, smart contract,
double spending attack

I. INTRODUCTION

Blockchain is a decentralized ledger that maintains the
integrity of data through consensus. Blockchain uses a consen-
sus mechanism to select decision-makers in each block. [1].
The decision-makers in the blockchain record the validated
transactions in block and broadcast block to the network.
The consensus mechanism is critical to blockchain decision-
making and therefore has a major impact on the security and
scalability of a blockchain [2]. Innumerable consensus mecha-
nisms have been studied to increase the security and scalability
of blockchains [3]-[6]. Proof of Work(PoW), introduced in
Bitcoin, is the most popular consensus mechanism [7]. PoW
is a consensus mechanism that involves solving mathemati-
cal problems to select decision-makers. The participant who
solves the problem first gets the authority to create a block.
The computational works involved in decision-making make it
difficult for attackers to engage in malicious behavior. Proof of
Work is still the most typical consensus mechanism, although
Ethereum transitioned to Proof of Stake(PoS). [8].

In a PoW network, participants with more than 50% of the
total computing power have majority decision-making power.
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This truth means they can monopolize the network’s decision-
making process and manipulate the data on the blockchain [9].
It is problematic that one participant possesses more than 50%
of the network’s computing power in a mature PoW network.
One participant possessing more than 50% of the network’s
computing power in a blockchain network is complicated and
becomes increasingly difficult as the number of participants
increases. However, in early blockchain networks, where the
network size is small, possessing more than 50% is relatively
easy.

Checkpoints are state values recorded at regular intervals
in a blockchain network. Blockchain networks regularly store
state values as checkpoints. Network participants recognize
blockchains that contain checkpoints as legitimate chains. This
new regulation increases the network’s security by making it
harder for attackers to forge blockchains. Checkpoints also
serve as reference points for new network participants. The
new participant connects to the blockchain network and at-
tempts to synchronize blocks. There are many forked chains in
the network, which can cause new participants to synchronize
the wrong chains. New participants can use checkpoints to
validate forked chains and prevent incorrect synchronization.

Related Work. There have been various implementations
that have applied checkpoints and numerous research studies
proposing checkpoint mechanisms. Bitcoin Core, a client soft-
ware for Bitcoin, utilizes hard-coded checkpoints internally to
protect the initial network from potential attack vulnerabilities
[10]. Hard-coded checkpoints are inflexible and centralized
to the developers. Polygon [11] executes the Proof of Stake
(PoS) consensus process in Ethereum smart contracts and
stores the outcomes as checkpoints. Polygon does not have
its inherent proof-of-work mechanism and relies on Ethereum
for network security. In [12], Wang and Kim propose an
additionally distributed ledger for external validators and a
method for recording checkpoints in the ledger. Their record-
ing checkpoints to a distributed ledger incur a high network
cost. [13] proposes to create a minority committee for each
checkpoint, which decides and records the checkpoint. Their
work assumes a synchronous network, unlike asynchronous
blockchain networks.

Contributions. We propose a smart contract-based check-
point method to improve the security of initial proof-of-
work networks. The core idea of our proposed method is
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to record checkpoints in the smart contracts of the Ethereum
network. The Ethereum blockchain network’s enormous size
guarantees our checkpoints’ security against tampering efforts.
We design the checkpoint generation process to consider the
asynchronous nature of blockchain networks. The checkpoint
creation process consists of three timelines for each checkpoint
generation interval. We overlap multiple checkpoint processes
in a single transaction to reduce the cost of checkpoint
generation. The checkpoint interval gradually increases with
the total computing power of the network. As the interval
between checkpoints recorded on Ethereum increases, the net-
work becomes independent of Ethereum. We assume a selfish
mining attack scenario and analyze the attack probabilities for
checkpoints and typical networks. According to our analysis,
our proposed method effectively reduces the attack probability
compared to regular PoW networks.

Organization. The rest of this paper is structured as follows.
In section II, we describe an overview of the research and
background concepts related to checkpoints. Section III ex-
plains the checkpoint protocol and smart contracts. In section
IV, we consider a scenario involving selfish mining attacks
and compare the performance of checkpoints with a typical
network. In section V, we conclude and discuss future work.

II. BACKGROUND AND OVERVIEW
A. PoW blockchain network attack

Attacks on proof-of-work (PoW) blockchain networks
largely stem from the probabilistic nature of the PoW mech-
anism. PoW network follows the Longest Chain rule, which
adopts the longest chain, i.e., the chain with the most accu-
mulated work, as the legitimate chain of the network [14].
Whenever the PoW network finds a longer chain, it replaces
the existing chain with the new one.

Double-spending attacks exploit the Longest Chain rule
[15]. In a double-spend attack, the attacker pays through a
legitimate transaction and receives a reward for the transaction.
The attacker uses their computational power to create the
longest blockchain that contains the forged transaction. The
network recognizes the longest block, the forged blockchain,
as legitimate and invalidates the legitimate transaction. The
attacker obtains the forged transaction reward and reuses the
currency used in the transaction. Selfish mining attack is
another form of attack that exploits the Longest Chain rule
[16]. In a selfish mining attack, the attacker intentionally with-
holds generated blocks instead of immediately broadcasting
them. The attacker continues to increase the height of their
private blockchain without revealing the blocks. The attacker
announces the blocks after the attacker’s blockchain surpasses
the network’s height. The transaction and block rewards on
the network’s chain become insignificant since the attacker’s
chain becomes the longest.

The attacker must catch up to the network’s longest chain
to execute such an attack. The attack has a probability of
success of 1 if the attacker’s computational power is over
half of the network’s total computing power since the attacker
can catch up to the blockchain. However, even though the
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attacker’s computational power does not exceed 50%, there
is a possibility that they can succeed in executing the attack
probabilistically [17].

B. Confirmation distance

Confirmation distance is a mechanism introduced in
blockchain networks to mitigate double-spending attacks [18].
Confirmation distance refers to the number of blocks a user
has to wait for a transaction to be sent and confirmed. A
participant sends a transaction to the blockchain but does not
immediately supply the transaction reward and waits for the
confirmation distance. The participant sends the transaction
reward after all the confirmation distance blocks have been
generated. A double-spending attacker must forge blocks after
the confirmation distance to invalidate transactions. The con-
firmation distance is effective against double-spending attacks
employing less than 50% of the total computational power.
The probability of the attacker catching up with the blocks
decreases as block height increases, assuming the attacker
has less than 50% computing power. To receive a transaction
reward, an attacker must attempt a double-spend attack after
the confirmation distance. Confirmation distance increases the
difficulty of an attack by requiring the attacker to catch up to
the block after the confirmation distance.

The confirmation distance in a blockchain network can
vary depending on the network conditions. The confirmation
distance increases with a higher rate of total computational
power for an attacker and decreases with a lower rate. A longer
confirmation distance means a longer transaction processing
time, which can cause inconvenience for participants who
require fast transaction confirmations. Furthermore, attacks
with more than 50% computational power always generate
longer blocks, ignoring confirmation distance. As a result,
additional security protocols are necessary when the attacker
can launch an attack with substantial computational power.

C. Smart contract

A smart contract is a self-executing contract where the
terms and conditions are directly written into code, enabling
automatic execution without the need for intermediaries [19].
These contracts operate based on predefined conditions and
rules built on a blockchain platform. The smart contract
code automatically executes the contract conditions, ensuring
transparency and accuracy throughout the contractual process.
Smart contracts are recorded and verified on the blockchain,
providing high security and resistance to tampering. They
reduce the need for intermediaries, streamline processes, and
automate transactions, potentially saving time and cost. The
self-executing nature of smart contracts is widely utilized and
researched in many fields that rely on data-driven transactions
[20]. Increasingly, developers and researchers are actively
involved in the development and exploration of smart contracts
[21]-[23].
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Fig. 1. The architecture of our method

III. PROPOSED METHOD

In this section, we first present an architecture of our
proposed checkpoint method, then introduce the details of the
method.

A. Architecture

Fig. 1 depicts the architecture of our proposed method.
The proposed method consists of two layers: the Ethereum
network layer, which includes the checkpoint contract, and the
PoW network layer, which the checkpoint aims to protect. Our
method combines the Ethereum network layer with the PoW
network layer to ensure the security of the PoW network. The
checkpoint contract runs on the Ethereum network and serves
as the administrator overseeing the management and execution
of the checkpoint. The checkpoint contract defines the rules
and conditions necessary to verify and record checkpoints
on the Ethereum blockchain securely. The PoW network
works similarly to a typical blockchain network but includes
functionalities for generating, transmitting, and requesting
checkpoints.

The PoW network validator generates a checkpoint when it
reaches the checkpoint generation interval, which serves as a
reference for the network’s state. Checkpoint is nearly identical
to the block header of the same block height, but they include
additional data that marks them as a checkpoint. Checkpoints
are generated every interval and sent to the Ethereum check-
point contract. Participants in the network request the contract
for a checkpoint when a block modification occurs such that
the new block can be validated. Since checkpoint requests
do not affect the state of the contract, they can be pro-
vided directly without submitting a transaction. The network
client communicates with the checkpoint contract through the
checkpoint reporter. The checkpoint reporter consists of an
Ethereum light client that can communicate with Ethereum
and is compatible with the same private key used by the PoW
client.

Ethereum smart contract-based architecture provides the
following advantages for the checkpoint. First, it mitigates
the risk of checkpoint tampering. Ethereum is a network
with many participants, and the likelihood of tampering is
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extremely low. Second, checkpoints operate transparently and
according to predetermined rules, ensuring that checkpoint
development remains decentralized and not centralized in the
hands of checkpoint developers.

B. Checkpoint generation process

One of the things to consider when creating checkpoints
is that Proof of Work networks operate as asynchronous
distributed networks, which means that block propagation
can be delayed or uncertain. We consider the asynchronous
characteristics of the network during the checkpoint generation
process. Despite a checkpoint created by one participant, other
participants may need to be made aware of it and may still
attempt to generate a checkpoint. We separate the checkpoint
generation process into three timelines to reflect the network’s
asynchronous characteristics. Fig. 2 shows the checkpoint
process timelines.

In Fig. 2, The first timeline occurs when the block height is
at checkpoint time, defined as k. The decision maker creates
block k& but waits without creating a checkpoint. It is risky to
trust a block that has just been created on an asynchronous
network. Other blocks can easily replace blocks. Participants
must wait until the network has transmitted block £ to all
participants.

The second timeline occurs at block height k + i, where
1 represents the checkpoint interval. We assume that ¢ blocks
have been generated from height k, so the propagation of block
k is almost complete. The participant generates a checkpoint
for block k and transmits it to the contract when the height
k + 1 has been achieved. The contract does not immediately
complete the checkpoint operation for height £ but instead
stores the received checkpoints in a checkpoint pending pool
and waits. The participant also performs the first timeline
process at checkpoint % + i.

The third stage similarly occurs, following the completion of
the second stage at height k4. The second and third timelines
1 could differ according to the checkpoint interval adjustments
described in the checkpoint interval section. However, we
represent it as k + 2¢ for ease of expression. The contract
stores the checkpoints for height £ in the checkpoint pending
pool and waits. The first timeline for height k£ + 2¢ and the
second timeline for height k& + I execute when the network
reaches height k+-2i. During this process, participants transmit
the checkpoints to contract for height & + i. The contract uses
the checkpoint for height £ + ¢ to recognize the block height,
as it cannot identify the network’s current block height. The
contract finishes the vote for checkpoint £ and decides the final
checkpoint, k, after receiving the first checkpoint for height
k + 4. The final checkpoint is decided based on receiving
the most votes. The checkpoint’s recording guarantees the
integrity of the blocks up to height &.

The actual network propagation time will probably be
shorter than the checkpoint interval, but we await the prop-
agation of the network until the next checkpoint interval. This
wait causes multiple checkpoint processes to work simultane-
ously in an interval. Participants can merge transactions from



i Target checkpoint k Send checkpoint k
e e e e e e e e e e
k k+i -
: !
Checkpoint k+i process | Target checkpoint k+i

Contract record

i .
checkpoint k : Checkpoint k process
k+2i . k+3i .

Contract record
checkpoint k+i

Fig. 2. Checkpoint process timeline

concurrently running checkpoints and send them in a single
transaction. Checkpoint transaction merging reduces the cost
of concurrently counting up to three processes by up to a third.

C. Checkpoint Smart contract

We establish a validator set that can generate checkpoints
and manage the list in the contract. This list of validators
forms a decentralized autonomous organization (DAO) that
operates autonomously according to predefined rules within
the contract. All validators have equal authority and participate
in decision-making through voting. The contract records the
checkpoint that receives the most votes from validators as
the final checkpoint. Validator DAO can make decisions and
execute processes without relying on centralized authority. The
equal authority of the DAO ensures that decisions are made
fairly and equitably.

The signatures of the validators determine the authenticity
of a checkpoint transaction. We ensure the validators use the
same private key for the PoW network and Ethereum. The
validator signs the checkpoint with their private key and sends
it to the contract. The contract verifies that the checkpoint’s
signature is included in the validators. Checkpoints with valid
signatures are stored in the checkpoint pending pool. When
a contract determines a checkpoint within a pending pool,
the contract saves the checkpoint. The contract only stores
the most recent checkpoint. The block generation process
in PoW includes data from the previous block. The most
recent checkpoint includes the previous one, which means the
contract does not need to store the previous one. The contract
calculates the attacker’s computational power as the block
difficulty for the spacing adjustment described in the following
subsection. Algorithm 1 is a pseudo-code showing the process
executed by the checkpoint contract when a checkpoint is
transmitted.

D. Checkpoint Interval

The smart contract calculates the checkpoint interval at the
time of checkpoint creation. The checkpoint includes the block
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Algorithm 1 Checkpoint contract process
1: function SUBMITCHECKPOINT(header , sig)

proposer, blocknumber, roothash < header

if proposer not in validators then
return ValError

if EcVerify(header, sig, proposer) is false then
return SignError

if CheckpointNumber < blocknumber then
checkpoint = PendingH eader.decideCheck()
Interval < CalNextInterval(checkpoint)

PendingH eader.append(header)
return (checkpoint, Interval)

difficulty at the checkpoint’s point in time, allowing us to
assess the overall scale of the network through the block
difficulty. Given the difficulty of block height k as dif f and
block time as T}, the total computational power of the network
¢, 1s calculated as follows:

dlffk * 232
cp = ———
b —tp—1

(D

We find the attacker’s computational power ¢, to get the
attacker’s total computational power ratio. The ¢, can be
roughly gauged from the availability of computing resource
rental platforms. For example, the Ethash computational power
available for rent on nicehash.com in May 2023 is approxi-
mately 3 TH/s [24]. The attacker’s total computational power
ratio ¢ can be expressed as follows:

Ca

t= )

Ck

Our checkpoints are confirmed through the three timelines
and finalized two intervals later. A checkpoint interval of
¢ will provide finality for a block up to 2i earlier. The
confirmation distance z must be greater than 2i to be secure
against double-spending attacks. The interval of checkpoints
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significantly affects network performance. It provides signifi-
cant completeness and security against short-term attacks but
increases transaction costs.

Considering the cost of the attack, the network is sufficiently
secure if the probability of a double-spend attack is less than
0.001. It means that the network is secure enough without
checkpoints. We designed the interval of checkpoints to in-
crease as the network expands. For every halving of the attack
probability, the checkpoint interval doubles. This process
repeats, gradually reducing the dependency on checkpoints.
The attacker’s probability p can be calculated from ¢ obtained
in Eq.(2) [15]. The network reaches a sufficiently large size to
be secure against attacks. Given that the confirmation distance
is z, and the attacker’s attack probability is p, the interval ¢ of
the checkpoint can be obtained as follow:

z

2
2]'10g2(

if p > 0.001

) -z if else

3)

0.001
p

IV. PERFORMANCE ANALYSIS

This section analyzes our proposed method’s Selfish Mining
Attack security performance. Our proposed method is resistant
to double-spending attacks but only partially immune to selfish
mining attacks. It is because Selfish Mining Attacks can occur
even within confirmation distance. A typical PoW network has
no checkpoints, so there is an infinite amount of time for a
selfish mining attack to be attempted. In contrast to typical
PoW networks, our method limits selfish mining attackers to
only attacking until a checkpoint is generated.

The selfish mining attack scenario in our method is as
follows. The attacker confirms that a checkpoint has been
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created and then prepares for a selfish mining attack before
the next checkpoint. The attacker creates a block but does not
broadcast it. The attacker creates and broadcasts the longest
block before the checkpoint is created. Blocks and transactions
created by other participants become invalid and monopolize
the rewards of those blocks. The contract records the blocks
generated by the attacker as checkpoints. This attack can harm
network performance, but transactions are secure because the
attacker’s reward is limited to the mining revenue.

The probability of the selfish mining attack scenario is
calculated similarly to the probability of a double-spend attack.
We express the probability of a selfish attack scenario using
a Poisson distribution. The attacker must create the longest
chain and forge blocks before recording the checkpoint. We
compute the probability distribution of blocks an attacker
can generate during a checkpoint interval. We then calculate
the total probability of the blocks generated by the attacker
being more significant than the checkpoint interval. When the
checkpoint interval is denoted as i, and the parameter A is
equal to 7% 1%[1, the probability of the attacker’s selfish mining
attack can be computed as follows:

o

attack; = Z
k=0

We compare the performance of our method in the selfish
mining attack scenario with a typical PoW network using
Eq.(4). In our analysis, and we consider various attackers’
computational power and the checkpoint interval. We con-
ducted two experiments to evaluate the efficacy of checkpoints.
In the first experiment, we set the checkpoint interval to 6 and
analyzed the impact of varying the attacker’s computational
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power on the success probability of attacks. The results of
this experiment are presented in Fig. 3. It shows that our
method exhibits a decrease in attack probability for all levels
of attack power, with the reduction rate gradually increasing. It
showcases a maximum reduction of approximately 60% in the
attack probability. In the second experiment, we maintained
the attacker’s computational power at a fixed rate of 30%
and observed the changes in the attack success probability by
adjusting the checkpoint interval. Fig. 4 depicts the outcomes
of this experiment. Similarly, Fig. 4 shows that our method
reduces the attack success probability across all checkpoint
intervals.

As aresult, the two experiments show that checkpoint serves
as an effective solution to prevent selfish mining attacks. The
consistent decrease in attack probability for all situations is
convincing evidence of the performance of our method.

V. CONCLUSION

In this paper, we present a smart contract-based checkpoint
mechanism for Proof of Work (PoW) networks, addressing the
challenges associated with network security and vulnerability
to attacks. We record checkpoints in Ethereum smart contracts
to reduce the probability of checkpoints being forged, as
Ethereum is exceedingly difficult to forge. Since blockchain
networks are asynchronous, we proposed a checkpoint gener-
ation process composed of three timelines that execute each
checkpoint interval. To reduce checkpoint costs, We merge
concurrently running processes and submit them as a single
transaction. The checkpoint interval increases gradually as
the PoW network expands. When the checkpoint interval is
large enough, the network moves away from its dependence
on checkpoints and becomes independent of Ethereum. We
performed an attack probability analysis on a selfish mining
attack to show the effectiveness of our method. The proposed
checkpoint significantly lowers the probabilities of attacks,
especially in the initial stages of PoW networks, compared
to typical PoW networks. In our future work, we will apply
our checkpoint method to existing blockchain networks and
research methods to reduce the cost associated with check-
points.
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