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Abstract—In order for various IoTs to share information and
collaborate on the internet, a common use environment and a lot
of data transmission are inevitable. In this study, a distributed
platform was designed, and an application service was
implemented in which IoTs equipped with decentralized
identifiers socialized with each other and collaborated using
social networking. Distributed platforms can reduce network
usage costs by reducing network traffic, and decentralization can
increase the efficiency of shared information protection between
IoTs.
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I. INTRODUCTION

As various IoTs have emerged, a common use environment
that IoTs can easily connect, and share has become necessary.
In addition, there is a demand for a collaboration service in
which IoT recognizes and cooperates with each other to
provide necessary information to each other. As a method for
this, there have been studies on IoTs socializing and
collaborating, but research and service implementation on
how to register IoTs, how IoTs find others and autonomously
establish and disconnect social networks, and how to
minimize network traffic never had one yet. In this study, we
designed and implemented a collaboration service in which
IoT have unique decentralized identifiers [1] and distributed
platforms and socialize with other IoTs to share information.
Distributed platform is a platform where [oTs recognize each
other with decentralized identifiers and share information
through social networking. IoT have WebID as a decentralized
identifier. WebID was explained in detail in Session II. IoT
find collaborators on a decentralized platform and verify each
other's identity with WebID. And socialize, share information,
and provide services.

Pedestrian safety service was implemented as an IoT
collaboration service. Pedestrian safety service is a service in
which vehicles and pedestrians socialize with the V2P server
and share location information so that the V2P server sends an
alarm to the vehicle when there is a pedestrian on the
crosswalk. The network connection configuration of the
pedestrian safety service is shown in Fig. 1.
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Fig. 1. Pedestrian safety service connection configuration
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Existing pedestrian safety services include floor traffic
lights, crosswalk intensive lighting, child protection zone
speed limit notifications, nighttime safety logo lights, and
pedestrian guidance lights. However, these existing services
mainly function to warn pedestrians. To prevent accidents, not
only pedestrians but also vehicle drivers need services that
require safe driving at crosswalks.

In Session II, WebID was explained as a background of
related technologies, and in Session III, the distributed
platform of things was explained. In Session IV,
implementation services were explained in detail, and in
Session V, conclusions and future research directions were
presented.

II. BACKGROUND

A. WebID

A WebID is an HTTP URI referring to an Agent (person,
organization, group, device, etc.). WebID provides a globally
unique decentralized identifier by using a URL.[2] A WebID
profile is a document that contains information describing the
owner of a WebID in RDF data format. The data in this
document is defined through an ontology that describes each
relationship. The relationship between WebID URI and
WeblID profile document is shown in Fig. 2. The WebID URI
is created by appending the hostname of the WebID Server to
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the HTTPS protocol and attaching the location of the profile
document. The reason why HTTPS protocol is used is that
WebID authentication and security are performed using TLS.
The location of the profile document in the WebID URI can
be specified using a hash tag. The WebID protocol integrates
authentication and trust into the concept of WebID. The idea
behind the WebID protocol is to link an SSL client certificate
to a WeblD profile, allowing WebID owners to authenticate to
other websites that support the WebID protocol.
Authentication and security of WebID uses TLS, so this
protocol is called WebID-TLS protocol.[3]

-Ihttps://07r05455.riwha.com:SMS/proﬁle/card#mc

file/card

ps://07ro5456.riwha.com:844

Fig. 2. Relationship between WebID and WeblD profile

B. WebID Server (Solid server)

Solid Server is a server program provided by Solid and has
functions of creating and managing WebID. Solid is a name
created by taking the first letter of each word in Social Linked
Data. It provides a set of rules and tools that are proposed to
build decentralized social applications based on linked data
principles.[4] Solid Server was used as the WebID server that
creates and manages WebID and profile in the information
sharing service between loTs implemented in this paper.

III. APPROACH

A. Distributed platform
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Fig. 3. Pedestrian app platform

Fig. 3 is the platform for the pedestrian app.
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Crosswalk Recognition Module - The pedestrian
platform contains the address of the V2P server
where the location information of the crosswalk is
recorded. The platform calculates the distance
between the pedestrian and the crosswalk and
recognizes the nearest crosswalk.

Identity information creation and management
module - Pedestrian platform has a WebID and
profile. For example, a pedestrian whose phone
number is 01035373708 may have a WebID such as
https://010 35373708.riwha.com:8443/profile
/card#me.

Creation and management of real-time location
information - This is a module that checks one's
location information in real time from the GPS
sensor of a smart phone.

Identity verification Module - This module
verifies the profile with the received WebID.

Social connection and disconnection module -
This module connection or disconnection social
after confirming the profile of other IoT through the
identification module.

Information sharing s

Social Connection/Disconnection Module
Identity
Crosswalk Information
Recognition create/manage
Identification
V2P server Real-time driving module
Address information
create/manage

CAMERA

4G/5G

Fig. 4. Vehicle app platform

The vehicle app’s platform is shown in Fig. 4.

Identity information creation and management
module - Vehicle platform has a WebID and profile.
For example, if your plate number is 07ro5456,
https://07r05456.riwha.com:8443/ profile/card#me.
Real-time driving information creation and
management module - A module that checks
vehicle’s location information, driving speed, and
distance to crosswalk.

The V2P server platform is shown in Fig. 5.

Identity information creation and management
module — V2P server has WebID and profile. For
example, in the case of the second crosswalk on
Osongsaengmyeong 2-ro, Chungcheongbuk-do, it
can have a WebID such as https://CBOsongSM2ro-
02.riwha.com:8443/profile/card#me.
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Fig. 5. V2P server platform

Collected information analysis module - This
module analyses and manages the collected
information of pedestrians and vehicles. The V2P
server provides a real-time service that notifies
pedestrians and vehicles of warnings, a data
searching service that checks past records, and an
analysis service that analyses collected information
to identify pedestrians and vehicles that are likely to
cause accidents. The V2P server collects pedestrian
location information and analyses the pedestrian's
crosswalk entry time and congestion time. And by
collecting the driving information of the vehicle, it
analyses the change in deceleration in front of the
crosswalk.

Fig. 6 shows the real-time service screen of the V2P server
and the screen for selecting the date and time for data inquiry
service.

Fig. 6. Service screen of V2P server

B. Service flow

The flow of location information sharing service between
pedestrian and vehicle is shown in Fig. 7.
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WebID - When a pedestrian approaches a crosswalk
within 5M, the WebID is transmitted to the V2P server
registered on the pedestrian platform.

Get the profile - The V2P server collects the
pedestrian's profile using the identified WebID.

Social connection - V2P servers socialize with
pedestrian terminals with IP and port information
identified in the profile.

@
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Fig. 7. Service flow

Pedestrian terminals transmit location information to
the V2P server every second. Transmission latency is
within 100ms. These messages are shown in Table 1.

Table 1. Pedestrian location information message format

Name Type Range Note
1D Var[n] N=1~11 byte Pedestrian ID
Date/Time DATETIME Current date
and time
location Latitude INT Current
Longitude | INT location
elevation INT (GPS)

(® WebID - When the vehicle approaches the crosswalk
within 500M, the WebID is sent to the V2P server of
the crosswalk registered on the platform.

® Get the profile - The V2P server collects vehicle
profiles using WeblD.

@ Social connection - V2P servers socialize with vehicle
terminals with IP and port information identified in the
profile.

Transmission information - The vehicle terminal
transmits driving information to the V2P server.
Transmission delay time is within 100ms. The driving
information message is shown in Table 2.

Table 2. Driving information message format
Name Type Range Note
1D Var[n] N=1~10byte | Vehicle ID
Date/Time DATETIME Current date
and time
location Latitude INT Current
Longitude INT 1<()}c;élon
Elevation INT ( )
Distance INT Distance  to
V2P server
Speed INT Vehicle speed
(km/h)
® Alarm - When a pedestrian is on the crosswalk, the
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V2P server sends a warning message and alarm to the
vehicle terminal. Transmission delay time is within
100ms.




Alarm - If the speed of a vehicle approaching the
crosswalk is very high, the V2P server sends a warning
message and alarm information to the pedestrian.
Transmission delay time is within 100ms.

@ Social disconnection - When leaving the crosswalk, the

pedestrian terminal terminates social with the V2P

server.

Social disconnection - When passing a crosswalk, the

vehicle terminal terminates social with V2P.

®

IV.IMPLEMENTATION

A. Vehicle / Pedestrian App Login

To create WebID, a decentralized identifier, Solid server
provided by Inrupt as an open source was used. As shown in
Fig. 8, when the app log-in and the profile is verified on the
server, the app checks the V2P server address close to its
location via GPS.
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Fig. 8. Pedestrian/Vehicle App configuration

B. Social connection and information sharing with V2P
server
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Fig. 9. Social connection

When pedestrians and vehicles approach the crosswalk,
they socialize with the V2P server and share location
information and driving information as shown in Fig. 9. And
when a pedestrian is on the crosswalk, the V2P server sends
an alarm and warning signal to the vehicle. Also, if a vehicle
is approaching a crosswalk at high speed, the V2P server
sends a warning signal to the pedestrian terminal as well. Fig.
10 is a vehicle app screen that received a warning signal from
the V2P server.

Fig. 10. Crosswalk check and warning message screen in the vehicle app

C. Accuracy and Latency

The Pedestrian Safety Service tested transmission delay
speed and accuracy in Seongnam-si, Gyeonggi-do and
Cheongju-si, Chungcheongbuk-do.  Smartphones  with
pedestrian and vehicle apps installed are Samsung Galaxy
Note20 Ultra (Qualcomm Snapdragon 865+, RAM 12GB,
Android 13), A9 (Qualcomm Snapdragon 710, RAM 6GB,
Android 10) and J7 (Samsung Exynos 7, RAM 3GB, Android
7.0) and LG Q7 (Qualcomm Snapdragon 450, RAM 3GB,
Android 10) models were used, and each used LG U plus and
SK telecom's LTE data communication. HP Z240 Tower
Workstation (CPU: Intel Xeon(R) CPU E3-1225 v5 @
3.30GHz X 4, RAM: 8GB, OS: Ubuntu 20.04.5 LTS) was
used as the V2P server, and HP ProLiant DL320e was used as
the WebID server. gen8 (CPU: Intel Xeon(R) CPU E3-1240
V2 @ 3.4GHz X 8, RAM: 32GB, OS: Ubuntu 20.04.3 LTS)
was used. And as vehicles, we used Hyundai cars and Peugeot
308.

Latency(ms)

Fig. 11. Latency between vehicle terminal and V2P server

When the vehicle terminal and the pedestrian terminal
socialize with the V2P server to provide pedestrian safety
services, the latency was measured by checking the
transmission time of the warning message sent by the V2P
server to the vehicle terminal and the reception time received
from the vehicle terminal. And the accuracy was measured by
the reception rate of each terminal and server. Fig. 11 shows
the latency measurement result, and the average latency is
99.04ms. All messages sent from pedestrian terminals and
vehicle terminals were accurately received from the server,
and alarm messages sent from the server were accurately
received from each terminal. Fig. 12 shows the latency with
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each V2P server when 13 crosswalks are sequentially met
while driving and pedestrian safety services are provided. The
overall average latency is 98.9ms.

Latancy(ms)

Fig. 12. Pedestrian safety service latency with 13 V2P servers while driving

It was confirmed that the latency in the pedestrian safety
service satisfies the "3rd generation partnership project TS
22.185 (2022) technical specification group service and
system aspect, service requirements for V2X service" required
by 3GPP [5].

V. CONCLUSIONS

The performance confirmed in the pedestrian safety service
can be expected to expand the collaboration service using
social networks of IoT to V2I and V2V in the future. In
addition, if applied not only to information sharing but also to
intelligent services using the shared information, it will be
possible to implement various connected car services for
autonomous driving. And if you create unique identity
information for things with decentralization-oriented
decentralized identifiers and use a decentralized platform, you
will be able to share information more easily and safely for
things to socialize and collaborate.
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