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Abstract — Smart building automation systems (BASs) are IT systems to OT systems.

designed to improve the convenience of residents and achieve
efficient energy management, resulting in an increase in their
components. However, unlike conventional building systems, smart
BASs are connected to the Internet, and cybersecurity threats
targeting the smart BASs are on the rise. To address this issue, it is
essential to identify the assets or devices that make up a smart BASs
and mitigate the vulnerabilities in the assets. However, applying asset
identification techniques used in traditional information technology
(IT) systems to smart BASs is challenging because smart BASs
consist of IT, operational technology (OT), and industrial IoT (IloT)
devices. In this paper, we conduct a basic experiment to analyze
network traffic of some assets and try to identify each asset in a mini
smart building system. We then present the challenges that need to be
addressed for effective asset identification in smart BASs.
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Smart buildings consist of various Internet of Things (IoT)
sensors, actuators, controllers, and computers that are
interconnected to perform critical functions in modern
buildings [1, 2]. The Building Automation System (BAS) is the
core of smart buildings and is used in conjunction with various
IoT/IIoT devices to improve energy efficiency in the buildings
[3, 4]. With the interconnectivity of various devices and
components in smart buildings to the Internet, cybersecurity
threats targeting BASs have increased [5, 6]. To mitigate such
threats, it is essential to identify assets or devices within smart
BASs and address their security vulnerabilities [7, §8].

INTRODUCTION

Identifying assets or devices consisting of a smart BAS is
crucial for establishing a secure smart BAS. However, the BAS
is different from traditional information technology (IT)
systems in its components and characteristics, making
conventional asset identification challenging [9]. For example,
the BAS can be composed of operational technology (OT)
systems such as Programmable Logic Controllers (PLC),
building-specific control units, and Direct Digital Control
(DDC), and interacts with the physical world through IoT
sensors and actuators [10]. Due to the characteristics of OT
systems such as device heterogeneity, proprietary protocols,
and device computational power [9], it can be unsuitable to
apply the conventional asset identification used in traditional
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In this paper, we first investigate the asset identification
based on network scanning. We then construct a mini smart
BAS and perform experiments analyzing the network traffic of
the system's devices. Finally, we present limitations in applying
the traditional asset identification to a smart BAS, and
challenges to be addressed to overcome them.

II. BACKGROUND

In this section, we examine network scanning or device
discovery methods commonly used in traditional IT systems.
Network scanning can be categorized into two methods: Active
Scanning and Passive Scanning [7].

Active scanning is a technique that involves sending direct
queries to the devices connected to a target network and
identifies the type and operating system (OS) of each device by
analyzing the query results [7, 11]. This technique utilizes the
fields in the Transmission Control Protocol (TCP) packet
header as a feature set and compares them with an OS
fingerprint database to predict the OS of each device. Nmap is
a popular tool for active scanning. It transmits packets to up to
16 network ports and identifies the OS by analyzing the header
information of the response packets. Active scanning is known
to have higher accuracy in identifying the OS of devices than
passive scanning, but it requires interaction with the target
devices, which results in performance overhead [12].

Passive Scanning, on the other hand, is a technique that
observes the traffic occurring in a network without generating
direct queries to target devices. It tries to identify each device
based on the observed traffic information [11, 12]. POf is a
representative tool for passive scanning. POf predicts the OS of
devices based on the TCP traffic generated by the system,
especially SYN, SYN+ACK, and RST, RST+ACK. Passive
scanning takes a longer time to discover devices than active
scanning, and the prediction accuracy may be lower than active
scanning [12].

III. EXPERIMENTS IN A MINI-SMART BUILDING SYSTEM

We collect and analyze network packets using Wireshark in
a mini-smart BAS constructed by ourselves where port
mirroring was set up on the network hub. The mini-smart BAS
measures temperature, humidity, and other environmental
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factors, and controls boilers and air conditioners. Tab 1. lists

the information of devices used in the experiment.

TABLE I. Device information used in the experiment.

System Device type Model (or OS[PC]) Vendor
TCP/IP Modbus MS-SM162 Realsys
Gateway
oT Distribution Board GEMS3512 Leehansolutec
HVAC Controller LG-ACP 5 LG Electronics
Management PC Windows 10 -
IT Client PC Windows 10 -
Ubuntu MySQL
DB Server Server 10.5.8 )

Realsys MS-SM162 converts Modbus/RTU communication
to Modbus/TCP for transmitting data over Ethernet. Power
distribution systems distribute incoming electricity back to
each electrical load. Leehansolutec GEMS3512, an on-board
power distribution system, is used for efficient power
distribution, while LG Electronics LG-ACP 5 controls the air
cooling and heating in the room. The management and client
PCs run on the Windows 10 OS, while the DB Server uses
Ubuntu MySQL Server 10.5.8 to receive and store data from
the OT devices.

Fig 1. shows the number of packets per second for each
device listed in Table 1. Network packets were collected for
approximately 45 minutes, with the packet collection
continuing up to 2600 seconds. The horizontal axis represents
time in seconds, while the vertical axis represents packets per
second (packet/sec), with a maximum value of 1000.
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(a) The traffic on the MS-SM162 generates a very regular
signal, with the protocol interacting with the Management PC
using Modbus/TCP. The maximum number of packets per
second is approximately 240, occurring equally for a certain
period (about 300 seconds). (b) GEMS3512 does not have a
regular time to hold 240 maximum packets per second, but
some parts of the time hold for about 300 seconds. (c) The
graph for LG-ACP 5 shows a periodic appearance of up to 150
packets per second for approximately 1500 seconds, with the
number of packets generated being relatively small compared
to other devices (MS-SM162 and GEMS3512). However, due
to the short packet collection time, we could not verify whether
the number of packets was periodically generated. (d) The
graph shows the results of checking the traffic generated by the
Management PC, Client PC, and DB Server. The number of
packets per second was not constant compared to other devices,
with a significant difference between the maximum and
minimum packets.

The experiment results show that OT devices generate
periodic communication traffic and the number of their packets
per second is relatively constant. In contrast, IT devices
generate relatively high traffic and the number of their packets
per second is variable. The smart building automation
communication is similar to industrial communication protocol
[21]. Communication traffic of industrial control system (ICS)
is known to be stable and periodic unlike general Internet
traffic [1]. Thus, OT devices exhibit the periodic traffic pattern.
Although the packet collection time was short, our experiment
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Figure 1. Compare packets per second by equipment.
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results showed the difference between IT and OT devices.

IV. DISCUSSION

Smart BAS consists of OT and IoT/IloT devices. By
analyzing some previous studies including the experiments of
Section III, we have found that there are some issues to
discover each device or identify each asset on OT or IoT/IloT
networks. Some issues to be addressed for identifying OT or
IToT devices are as follows:

Table II. Comparison of issues

Category References Challenge
Active [13][14][15] Avalléblllty of QT systems-
Scanning [16] Accuracy in an environment with a
firewall
Passive [17][18][20] Time for collecting data
Scanning [17][19][20] Scalability

Availability of OT systems Active scanning can affect
availability of the OT devices depending on the process cycle
time. To address this problem, it is necessary to examine the
threshold at which devices can process network requests. It is
needed to determine whether an impact occurs when devices
with different resources have the same process cycle time.

Accuracy in an environment with a firewall Active
scanning has poor accuracy in environments where firewalls
exist. To figure out the cause of the problem, it is necessary to
compare the accuracy of traditional asset identification
techniques in a smart BAS with and without firewalls.

Time for collecting data Passive scanning needs longer
time than active scanning (at least 3 to 26 weeks). Therefore, it
is necessary to identify effective features that can quickly
identify devices or develop active scanning with high
availability.

Scalability Several researchers conducted passive scanning
on 4 to 33 devices. This number of devices is insufficient to
apply to a general smart BAS. General approach can handle
more than 20 types of OT and IoT/IIoT devices and distinguish
each device using an effective device fingerprint.

V. CONCLUSION

In this paper, we analyzed network traffics to identify each
asset consisting of a mini smart BAS. We also examined
challenges to be addressed for efficient asset identification
(device discovery) in a smart BAS. Components of industrial
control systems (ICS) which are very similar to BAS exhibit
stable behavior in terms of traffic and communication patterns
[9]. Unlike IT devices, the number of packets generated by OT
devices was small and exhibited periodic characteristics
However, our study had limitations in find out a device
fingerprint that could identify individual OT devices. In the
future, we plan to identify individual devices by collecting and
analyzing the network traffic of various devices over a long
period of time. We then will scan the identified devices for
detecting security vulnerabilities.
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