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Abstract—The cyber-attacks are becoming more complex and
prevalent, therefore, there is a need for raising cyber security
awareness to educate and defend people about the latest hack-
ing attacks by using creative and efficient education methods.
Similarly, gamification escape rooms have acquired popularity
as a cutting-edge and efficient way to increase cybersecurity
awareness and individuals’ abilities to identify, avoid, and re-
spond to cyber risks. The proposed approach includes developing
a cybersecurity escape room on a website or application that
uses gamification and puzzle-solving tasks to mimic actual
cyber-attack scenarios. The cybersecurity escape room offers a
virtual setting where users can practice cybersecurity techniques
and learn to prevent potential security attacks from attackers,
creating a secure and educational environment where users can
gain experience and learn the skills, they need to deal with real-
life hacking situations. By using this method, users can have fun
and experience the adventure of a cyber threat scenario while
making informed decisions and raising their security awareness.

Index Terms—Cybersecurity awareness, cyber escape room,
gamification, educational

I. INTRODUCTION

To educate and raise cyber security awareness for employees
and new joiners for a company, it will be difficult to educate
them and understand the threat of different cyber-attacks
like phishing, spear-phishing, and scams. Cyber education
scientists started to educate general employees and people to
raise their awareness through innovation in education. In this
regard, the cyber escape room is an idea to promote security-
related concepts with the employees and students. In addition,
using the cyber security gaming escape room helps employees,
internet and computer users, or anyone who works on a
computer or smartphone using the internet. Further, it protects
those who are vulnerable to security issues and different types
of attacks that lead to preventing them from unknown hacking
by raising awareness through questions and real-life examples.
The cyber security gaming room is an educational course
simplified in a fun, smooth and easy way. With the spread
of cyber security gaming rooms, we can introduce users to
computer devices, whether they are students, employees, or
anyone who works on the computer using the Internet about
security problems and attacks. Similarly, it can guide them on
how to avoid security threats and necessary steps to maintain
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the safety of the user device and how to avoid exposure to
damage. With the development of technology and the increase
in its uses in all fields we are living in a world that is
continually evolving and where modern conflicts have moved
to the cyber domain [1], the situation of devastating attacks on
computers increased. Most users of computers and the internet
do not understand the danger of these attacks. Similarly, due
to the lack of knowledge and ability to quickly respond to
attacks, it is necessary to provide users with security practices
[2]. In order design an educational cyber escape room, there
a number of challenges are associated with it. For instance,
people of different ages will be divided into groups based
on their level of expertise, security questions preparations,
etc. In this paper, we provide proof of a concept of a cyber
escape room to guide and educate people of different ages
related to common security issues such as phishing, physical
security attacks, hijacking, etc. The proposed cyberscape room
provides a gaming environment for a user to interact with the
participants and the players in it. The user can learn the basics
of cybersecurity. Similarly, in advanced stages, the user learns
the complex matters of cybersecurity such as the understanding
of the methods of acquiring information and benefiting from
it and promoting the thinking and understanding process, etc.
The proposed game covers the basics, including knowing
the importance of having an antivirus, firewall, and complex
password work. Similarly, the user can know how to avoid all
of the spyware, adware, and phishing attacks. The paper is
divided into different sections. Section II explains the related
work followed by the proposed system working mechanism in
Section III. Finally, the conclusion is given in Section VI.

II. RELATED WORKS

This segment discusses briefly the efficiency of gamification
escape rooms in raising cybersecurity awareness. Numerous
recent studies show that gamification improves cybersecurity
training by increasing participation, motivation, and retention
of knowledge. The research studies in [3], propose Cyber-
Hero which is a gamification system targeted at raising high
school students’ cyber security awareness. The framework
incorporates cyber security challenges, points, and badges
into a learning management system, allowing students to
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compete in cyber security assignments. Moreover, the article
[4], presents a Cyber Security Awareness Game (CSAG) for
secondary school students. To boost students’ awareness of
cybersecurity, the game includes a story-based approach with
multiple security-related situations and quizzes. The design
of the game emphasizes usability, engagement, and gamifica-
tion aspects such as rewards and feedback. More real-world
situations may be valuable in demonstrating the necessity of
cybersecurity in everyday life. To increase the efficacy of the
Cyber Security Awareness Game.

Moreover, in the article [5], the authors created a set of
games to teach players about various advanced persistent
threat (APT) situations, which are becoming more common
in cyber systems.While the study claims that the suite of
learning games increased players’ capacity to recognize and
respond to advanced persistent threats (APTs) when compared
to traditional training techniques, the training impact may vary
depending on the game design quality.Improving the accuracy
and variety of simulated cyber-attack scenarios, as well as
enhancing machine learning trained and optimized models
for cybersecurity by using high-quality datasets should be
taken into consideration to guarantee the effectiveness of this
approach.

The research study in [6] suggests a novel approach for
increasing cyber security awareness by developing a complete
cyber security awareness program introducing an interactive
video game, Cyber Shield Game that includes a variety of
training materials and methods, such as classroom instruction,
online learning modules, and simulation drills. Password se-
curity, malware protection, and online privacy, among other
topics, are covered scenarios in this interactive and engaging
designed game. To improve its efficacy in raising users’
cybercrime knowledge, research could include adding levels
on social engineering and phishing to the Cyber Shield game,
as well as incorporating a chatbot for improved feedback
during gaming. Similarly, there are several techniques to
gamified cybersecurity training presented in [7]. However,
those schemes are still requiring high-end computation and
programming to implement.

In addition, CyberCIEGE is a virtual cybersecurity training
platform that is used to teach students and workers in cyber-
security by academic institutions, government agencies, and
private organizations [8]. It involves identifying vulnerabilities
and failures, devising a defense and security plan, identifying
risky behaviors, and analyzing a set of samples to identify
possible phishing emails. The game can be improved by
adding more recent and advanced cyber threats and attacks, as
well as improving the game’s usability and user-friendliness,
to make it simpler for players to learn and navigate the game.

These studies suggest that by integrating virtual reality
and escape room activities to simulate real-world settings,
gamification may provide practical, hands-on experience in
detecting and responding to cybersecurity dangers. Paper [9],
presents a digital game called PenQuest Reloaded which is
based on MITRE ATTACK, D3FEND, and the NIST SP 800-
53 security standard to develop cyber security capabilities

in technical education especially cyber defense skills in pro-
tecting a computer system.To minimize any possible lack of
effectiveness, it is critical to assess the framework’s potential
limits and to regularly review its impact and effectiveness on
students’ learning and conduct.

The research findings in the article [10] utilized a similar
approach using gamification elements such as points, badges,
levels, and leaderboards to engage and motivate players. The
game combines many cybersecurity issues, such as password
security, phishing attacks, and malware prevention. Both pa-
pers can increase engagement, retention, and motivation yet
potential downsides include restricted scope, game addiction,
and implementation issues such as the requirement for skilled
instructors and expensive development and maintenance costs
may occur.

Recent studies have investigated the potential of gamifi-
cation in enhancing cybersecurity risk management, cyber
hygiene, and threat intelligence, in order to improve users’
cybersecurity knowledge, skills, and habits [11], [12], and
[13].

Based on the research examined, gamification escape rooms
offer the potential as a unique and efficient method of increas-
ing cybersecurity knowledge and preparation. However, further
study is required to evaluate the long-term effectiveness of
gamification escape rooms as well as to evaluate their possible
applications in other industries and settings.

III. PROPOSED METHODOLOGY

In this paper, we proposed a cyber security game in the
form of an escape room through which a user is provided
with a simulation of a real-time security attack scenario. The
user learns from the simulation how to use the knowledge and
improve it while interacting with a game. Further, the user
gains an experience of how to apply the knowledge obtained
in the proposed escape room in the field of work. For instance,
how to deal with situations when your colleagues or friends
ask you to give them your computer username and password.
Similarly, the proposed system offers an environment for
dealing with the latest security attacks such as phishing,
hijacking, etc. The proposed escape room is built in a way
to educate a user to obtain enough information while playing
the game to successfully avoid such security attacks in the
future. Security awareness through the proposed game allows
people to have a fun time while learning and feel a sense of
engagement. Similarly, the proposed scheme shows results of
the brain of a user being more actively involved when playing
the proposed game. Through the proposed simulations and
games, people of every age can learn to appreciate failure
as a learning opportunity. Similarly, the reward at the end of
a successful attempt provides a more engaging environment.
In addition, we provide an operating environment that secures
the attached devices from any sort of security attack while the
user is busy playing a game. Because the cyber-attacks are
mostly due to human errors and lack of knowledge. In the
proposed escape room, a player is the main and ultimate user

829



of the game. Initially, the player of the game is provided with
a VR device.

In the proposed system, we define the problem clearly
to present a cyber security methodology through the escape
room. Basic education is provided to the user in the beginning
with the basics of cybersecurity. We believe that complex
concepts cannot be learned without understanding the simplest
first. Therefore, the proposed game initially interacts with the
players to learn the basics of cybersecurity. Similarly, in the
last stages, a user is provided with more complex scenarios
to meet and understand the methods of acquiring information
and benefiting from it. This includes thinking, understanding,
and then reminding. The game covers various topics of cyber
security such as antivirus, firewalls, and complex passwords.
It also provides knowledge related to spyware, adware, and
phishing attacks. The flowchart diagram in Figure 2 displays
the process when the player enters a gaming place. As the
player arrives at the game place, a support staff member guides
the player regarding the roles of playing the game. Similarly,
the player starts the game after the staff member closes the
door of the escape room. The game interacts with the player
and if the player’s response is correct, the player is awarded
winning points. However, if the player responded with a wrong
answer, the player loses the game and leaves the room.

Start

Arrive game
place

Reserve the
game

Under stand
what is allowed
in the game

Division of roles
between
players

X-player get
into escape
room

The door closed
and the time
begins

Every players
get part of the
big puzzie

All the players
solve the puzzie
No Yes

If they reach goal Get reward

End

Lose

Fig. 1. Cyber Security Escape Room Flowchart

IV. CONCLUSION

In conclusion, we have many cyber security tools that
will help to enhance cyber security activities within organ-
isations like cyber security awareness, training, education,

policy, governance, and cyber security technology. In this
paper, we focused to enhance cyber security awareness using a
gamification escape room to enhance cyber security awareness
user experience level to change user’s cyber security defense
behavior and apply it in their work to protect IT infrastructure
from end-user attacks. In future work, we would like to invest
to enhance the graphical interface with a more local cartoon
character to act the attacks and keep them more friendly to
use and discover more IT security attack techniques to add
more questions and answers with attacks critical thinking.
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