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Abstract—If the military and related government agencies
can receive defense information and communication services
using a 5G mobile network, they can transmit and process
necessary information more quickly and securely. This enables
the military to collect situational information in real-time and
share it with commanders, which can support rapid decision-
making. To achieve this, using a commercial 5G cell site is
more efficient than installing additional dedicated military base
stations, as it can reduce the cost and manpower required for
installation and operation. However, secure authentication and
strong security measures are necessary to prevent disruption of
enemy communication networks and information theft. Wireless
backhauls are also needed to support communication in areas
where commercial base stations are not installed. In this case,
a wider variety of wireless access scenarios need to be diag-
nosed for failures, and the quality of communication services
need to be measured for optimizing network performance. This
paper explains the concept of providing defense information and
communication services using commercial 5G base stations and
mobile wireless backhauls. Additionally, it describes the specific
technologies required to achieve this goal.

Index Terms—Defense 5G, Defense network, 5G core network

I. INTRODUCTION

The defense ministries of major world countries are striving
to establish a 5G-based military mobile infrastructure, not only
for military operations but also for education and training, as
well as for the living quarters of soldiers [1]-[3]. Smart devices
and various sensors collected from operational areas will be
processed and transmitted in real-time to support decision-
making by commanders, while 5G mobile communication will
be employed in border operations to monitor civilian fishing
boats and illegal fishing vessels in coastal areas [4]. The
education and training of soldiers to configure the command
and control system using tactical communication equipment,
powered up in the military and the soldiers’ living quarters,
will also be essential tools. However, building a large-scale
military-only cell site to establish a military 5G mobile
network is inefficient in terms of installation and operation
costs. Therefore, significant cost savings can be achieved by
utilizing commercial 5G radio access network (RAN) with
security technology. Mobile edge computing technology and
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mobile backhaul will enhance the survivability of military
5G networks in operational areas where commercial base
stations have not been installed or have been destroyed by
the enemy [5]-[10]. For a better understanding, the rest of this
paper is organized as follows: Section 2 describes the network
scenarios of the defense 5G mobile services, and Section 3
discusses the technical challenges of utilizing commercial and
military-only radio access networks simultaneously. Section 4
introduces the system architecture for measuring the overall
network’s failure or quality, and finally, Section 5 presents a
brief summary of the conclusion.

II. NETWORK SCENARIOS

There are various network scenarios of the military for
accessing defense networks using commercial smartphones or
legacy devices such as drones, robots as shown in figure 1 and
table 1.

A. Secure access through 5G commercial network

Soldiers are equipped with security modules on their per-
sonal smartphones and access the Military Mobile Core Net-
work (M-MCN) through 5G commercial cell sites, primarily
utilizing the already installed 5G commercial network in urban
areas to save additional base station installation and operation
costs. However, various security measures are necessary to
prevent military information from remaining on commercial
smartphones and base stations.
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Fig. 1. Network concepts for the defense 5G mobile services.
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TABLE I
NETWORK SCENARIOS OF THE DEFENSE 5G MOBILE SERVICES.

Network scenarios
¢NB + M-MCN + DN

Access type  User equipment

Commercial phone

Commercial  Legacy device eNB + M-MCN + DN
MEC + gNB + M-MCN + DN
Private Legacy device MEC + W.B + M-MCN + DN

5GPN

B. Access to military dedicated 5G network

The military’s dedicated 5G network uses separate fre-
quencies for access, so dedicated mobile routers and security
technologies are applied.

C. Deployment of 5G networks for tactical assets using com-
mercial RAN

To transmit operational video data produced by tactical
assets such as robots, drones, sensors, cameras, AR/VR de-
vices, and autonomous vehicles over commercial 5G networks,
multiple levels of authentication and security policies are
essential.

D. Deployment of mobile edge cloud

Mobile MEC (Multi-access Edge Computing) can collect
data from various types of devices in military operation areas
and perform functions such as immediate Al-based automa-
tion, video data analysis, and remote robot control on site.

E. Expanding communication availability through wireless
backhaul.

In operation areas where commercial 5G RAN access is not
possible or cell sites are destroyed by the enemy, direct access
to the M-MCN is made via wireless backhaul.

ITII. TECHNICAL CHALLENGES
A. Cryptographic Module for UE

To secure the 5G Radio Access Network, network security
settings are configured on wireless devices, and encryption
modules for RAN end-to-end segment encryption are in-
stalled on commercial smartphones. Also, additional research
is needed to reduce the data rate reduction by a factor of
several due to the encryption module.

B. Access to the defense core network from commercial 5G
RAN

To protect military information from commercial core net-
works, a GTP-U (GPRS Tunneling Protocol) tunnel must be
established from the commercial 5G gNB to the M-MCN.

C. User authentication for accessing defense network

To allow access to military networks in conjunction with
user authentication on commercial 5G networks, additional
authentication is required for users and user terminals.

D. Trusted interoperation between mobile MEC and defense
networks

Mobile MECs for securing communication coverage and
establishing edge cloud environment for mission requirements
in operational areas should be capable of collecting, storing,
sharing data on site, and securely connecting to defense
networks.

E. Network fault detection and quality measurement

Since more network elements and access points are added
compared to commercial 5G networks, it is necessary to
measure failure detection and network quality for each section
and optimize user performance.

IV. NETWORK QUALITY MEASUREMENTS

A. Fault detection of radio access network

Since the operator of the 5G commercial network and the
operator of the defense network are different, and various
application servers used by the users are managed separately,
monitoring is required to identify where a problem occurred,
and to measure the quality of the network as shown in figure
2.

B. Wired network quality measurement

When the UPF (User Plane Function) for military terminals
is processed in M-MCN, it is transmitted to each military ap-
plication server via M-BcN (Military-Broadband Convergence
Network). The quality measurement results for wired networks
are reported to each network operator, enabling maintenance.

C. Network access point statistical analysis

In network components such as M-MEC, M-MCN, and M-
BCN, information on UPF statistical characteristics is col-
lected and analyzed.
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Fig. 2. Data collection for network quality measurement.
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Fig. 3. User performance prediction using network statistics information.

D. User performance monitoring

Since the performance of the application used by the user
is the result of adding up the end-to-end performance of the
entire network, monitoring the user’s performance enables
monitoring the quality of the military 5G mobile communi-
cation service. Furthermore, performance monitoring of the
radio access network can be carried out based on the collected
statistical information, as shown in figure 3.

the network scenarios of the defense 5G mobile services,
and section 3 discusses the technical challenges of utilizing
commercial and military-only radio access networks simul-
taneously. Section 4 introduces the system architecture for
measuring the overall network’s failure or quality,

V. CONCLUSION

In this paper, we have described network scenarios for pro-
viding defense 5G mobile services and discussed the technical
challenges of accessing defense networks by utilizing both
commercial and military-dedicated radio access networks. In
particular, we introduced the structure of a network quality
measurement system for ensuring connectivity and survivabil-
ity of the network and monitoring user performance. When
the defense 5G mobile service presented in this paper is
fully operationalized, it is expected to increase communication
availability for unmanned systems in the future battlefield, thus
becoming an important asset for future warfare.
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