979-8-3503-3538-5/23/$31.00 ©2023 IEEE

On The Security of PACMAN: Privacy-Preserving
Authentication Scheme for Managing

Cybertwin-Based 6G Networking

Myeonghyun Kim
School of Electronic and Electrical Engineering
Kyungpook National University
Daegu, Republic of Korea
kimmyeong123 @knu.ac.kr

Youngho Park
School of Electronic and Electrical Engineering
Kyungpook National University
Daegu, Republic of Korea
parkyh@knu.ac.kr

Abstract—Cybertwin-based cloud-centric networks are attract-
ing considerable attention as new multiaccess edge computing
network architecture in 6G networks. However, the sensitive data
transmitted between the cybertwin and users/things via wireless
communication can be intercepted and hijacked by malicious
attackers, resulting in security threats and privacy concerns
owing to leakage or abuse. Therefore, secure authentication
and key agreement schemes are essential to ensure secure
communication in cybertwin-based networks. In 2021, Soleymani
et al. presented a privacy-preserving authentication scheme for
managing cybertwin-based 6G netoworking (PACMAN). Soley-
mani ef al. claimed that their scheme can satisfy privacy-
preserving requirements and resist security threats. However, we
demonstrates that PACMAN fails to achieve privacy-preserving
requirement. Thus, we suggest the necessary security guidelines
to achieve privacy-preserving and resolve the security risks of
PACMAN.

Index Terms—Cryptanalysis,
privacy-preserving, security

cybertwin, authentication,

I. INTRODUCTION

With the development of 6G network technology as well as
smart device and applications technology in the industry, a vast
number of sensor nodes/smart devices have been embedded
in industrial applications, and the degree of interconnection
and amount of data processed have multiplied [1]. Therefore,
research on a new network architecture based on cybertwin
that can provide three functions such as the communication
assistant, behavior logger and digital assets in the edge server
is currently underway to improve the flexibility and scalability
of the integrated 6G industrial network [2]-[5]. Cybertwin
regarded as a new multiaccess edge computing technique to
create digital representation of humans or devices in the edge
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server can obtain necessary services from service providers,
and provide services to users/things. However, because wire-
less communication is used to transmit data between the
cybertwin and users/things in a cybertwin-based network ar-
chitecture, the data are susceptible to potential security threats
and privacy breaches [6]-[9]. Therefore, authentication and
key agreement are required for secure service delivery in
cybertwin-based network architecture.

In 2022, Soleymani et al. [10] designed an authentication
protocol with a privacy-preserving based on digital signature
and authenticated key exchange (termed PACMAN) to gen-
erate and share the session key for secure communication in
the cybertwin-based network architecture. They claimed that
PACMAN can resist security threats while preserving privacy.
However, this paper demonstrates that PACMAN fails to
satisfy the privacy-preserving requirements. Unlike the claim
of Soleymani et al., malicious adversaries who obtain the same
secret credential distributed to the participants in the system
can extract the private keys of other participants and extract
the real identities of authorized users.

II. REVIEW OF SOLEYMANI et al.”’S SCHEME

A. Initialization phase

The trusted authority (TA) generates the system parameters
{p,q, Eq(a,b),G, P, Py, h} and publishes them in the net-
work for all entities, where pandq are primes, E,(a,b) is a
nonsingular elliptic curve, G is the group of order ¢, P(€ G)
is the generator, s and P,,;, = s- P are the master private key
and the public key of TA, respectively, and h : {0,1}* — Z;
is a secure one-way hash function.

B. Registration Phase

The registration of cybertwin and user is achieved by TA.
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o Cybertwin: Each cybertwin C'T; registered by the TA
has a unique /D;, private key SKj, public key PK; =
SKj; - P, and master secret key X;.

e User: User U; has a private key SK; and public
key PK,;. For each user, TA selects the real identity
ID;, password PW,; and sends the encrypted message
Z; = Encpg,{Yi, SNGsk,,(Y;)} to the user, where
Y; = {ID;, PW;,s}. After receiving Z;, U; decrypts
the Z; to obtain {ID;, PW;, s} and checks the signature
SNGsk,,(Yi) using PKp4, where s is used later in
the authentication phase. Furthermore, U; employes the
fuzzy extractor and biometric data BIO; to extract R;,
P, = Gen(BIO;) as its biometric information stored in
the mobile device. Then, U; selects a random number
r; and computes HPW,; = h(PW,||r;). Finally, U;
securely submits the registration request {ID;, PW;, R;}
to its cybertwin host. Upon receiving this request, its
cybertwin CT; checks whether ID; is in the database.
If it exists, the user needs to choose a new identity.
Otherwise, C'T; computes By = h(ID;||PW,||R;),
By = h(ID;||X;), Bs = h(PWi||R;) @& Bs. Fi-
nally, The CTj sends {Bi,Bs, X} to Uj, securely.
Once the parameters are received from C7T}, U; stores
{P;,ri, B1, B3, X,Gen(), Rep() } into the mobile device.

C. Authentication Phase

In this phase, U; requests authentication to its cybertwin
CT; in order to establish the session key SKy_cr. The
detailed steps of this phase are as follows.

e Step 1: U, inputs the identity ID; and password
PW,; and imprints biometric information BIO; in its
device. It calculates R; = Rep(BIO;,P;), B} =
h(ID;||h(PW;]|r;)||R;) and checks the B} = By. If it is
not valid, the login request is rejected. Otherwise, if it is
valid, U; selects a random number z; € Z ;1" and computes
BQ = Bg@h(HPWlnRZ), Dl = T; 'P, D2 = l’i'PKj,
PID; = ID; @ h(D2), D3 = h(B2||D2) and signature
g; = SKZ+Sh(PIDZ||M1), where M1 = {Dl, D3, Tl}
and 77 denotes the current timestamp. Then, U; sends
{PID;, My,0;} to its cybertwin host CT}.

o Step 2: CTj assesses 0;-P = PK;+P,ub-h(PID;||M)
and checks whether the T is fresh. If it is valid, CTj
computes D), = SK; - Dy, ID}, = PID; & h(D5)
and checks whether 1D, is in the database. If it holds,
CTj computes By = h(ID;]|X;) and D3 = h(B5|[Ds)
and checks Df = Ds. if D # Ds, the request is
terminated. Otherwise, CT; generates z; € Z; and
computes Dy = ;- P, SKy_cr = h(D1||D4l|z; - D1),
D5 = h(ID;||D1||D4||B5) and signature 0; = SK;+s-
h(IDj||Ms), where My = {D4, D5, T»} and T denotes
the current timestamp. Then, CT} sends {ID;, M, 0;}
to Ul

o Step 3: U assesses 0 - P = PK;+ Pyub- h(ID;||M>)
and checks whether the 15 is fresh. If it is valid, U; cal-
culates D% = h(ID;||D1||D4||Bs) and checks D = Ds.
If it holds, U; calculates SK{;_p = h(D1||D4l|x;- Dy).

III. CRYPTANALYSIS OF SOLEYMANI et al.’S SCHEME
A. Adversary Model

We present the widely-known Dolev-Yao (DY) model [11]—
[14] to evaluate the security of PACMAN. The adversary Adv
can have the following capabilities based on the DY threat
model.

o An Adv can replay, eavesdrop, modify, intercept, insert,
and delete the transmitted messages through an insecure
channel.

e« An Adv can physically capture the user’s mobile de-
vice to deduce sensitive data through power analysis
attacks. [15]-[17].

e An Adv can attempt various attacks, such as insider,
impersonation, man-in-the-middle, and replay attacks.

B. Leakage of private key

Referring to Section III-A, Adv can extract the secret data
{s} stored in a mobile device. Subsequently, Adv can extract
the private key of U; and C'T; from public messages by using
s. The detailed steps are as follows.

Leakage of U,’s private key:

o Step 1: Adv obtains the {PID;, Dy, D3, T, 0;} trans-

mitted through an insecure channel.

e Step 2: Adv can extract the U;’s private key SK; by

calculating
h(P1D;||D:||Ds|T)
= SK;.

Leakage of C'T;’s private key:

o Step 1: Adv obtains the {ID;, Dy, D5,T5,0;} trans-

mitted through an insecure channel.

o Step 2: Adv can extract the CT)}’s private key SK; by

calculating

0j — - h(ID; || D4||Ds |T2)

= SK;+5-h(ID;||Ds||Ds||T2) —s-h(ID;|| Da|| Ds||T2)
=S5SK;.

In addition to this key leakage problem, all system entities
that know the secret value s can obtain the private key of
other legitimate entities in the same way as abovementioned.
Therefore, Soleymani et al.’s assertion that privacy-preserving
can be achieved because third parties cannot obtain private
information about legitimate users or CTs is incorrect.

C. Leakage of user’s real identity

Referring to Section III-B, Adv can calculate the private key
SK;. Subsequently, Adv can extract the user’s real identity
from the user’s pseudo-identity PID;. The detailed steps are
as follows.

o Step 1: Adv obtains the {PID;, Dy, D3, T},0;} trans-

mitted through an insecure channel.

o Step 2: Adv can extract the U;’s real identity ID; by

calculating
PID; ® h(D; - SK;)
=1D,; ® h(D3) ® h(D; - SK;)
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=1D;.

Therefore, Soleymani et al.’s assertion that privacy-
preserving can be achieved because third parties are unable
to extract the real identity from the user’s pseudo-identity is
incorrect.

IV. GUIDELINES ON PRIVACY PERSEVING ENHANCEMENT

In Section III, we demonstrate that PACMAN fails to
ensure the praivcay preserving. Thus, we suggest the necessary
guidelines to enhance the privacy-preserving of PACMAN.

o Guideline 1. In the PACMAN scheme, the U;’s mobile
device used s, which is stored in its memory, to sign
the messages. However, referring to Section III, Adv can
extract the private key and real identity of users from the
messages transmitted through a insecure channel. Thus,
PACMAN should store masked secret credentials with
password and/or biometric information using XOR and
hash function operations to increase the security level
of the systems, while preventing the leakage of secret
credentials to external adversaries.

o Guideline 2. In the PACMAN scheme, all entities re-
ceive the same secret credential from the TA. However,
referring to Section III, Adv and participants in the
system can extract the private key and real identity of
the authorized users. Therefore, TA should issue a unique
secret credential to each registering entity to prevent the
privacy breaches caused by the use of the same credential.

o Guideline 3. All participants must securely encrypt and
transmit the messages using symmetric keys, because
Adv can replay, eavesdrop, modify, intercept, insert, and
delete the transmitted messages during authentication
phase.

V. CONCLUSION

We analyze the security vulnerabilities of Privacy-
preserving authentication scheme for managing cybertwin-
based 6G networking proposed by Soleymani et al. We have
demonstrated that the scheme does not satisfy the privacy-
preserving requirements as claimed and does not guarantee the
security of the private key. Furthermore, a malicious adversary
(who steals secret information from a mobile device) or an
insider of the system can easily steal sensitive information
about other entities, posing a potential security risk. Therefore,
we have presented the necessary guidelines to achieve privacy-
preservation and resolve the security risks of Soleymani et al.’s
scheme.
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