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Abstract—The increasing connectivity among vehicles along
with their rising complexity increases their attack surface and
challenges their security. In this paper, we consider the prob-
lem of intrusion detection for SOME/IP protocol and present
“SAID” a novel technique for the detection of anomalies from
a large sequence of exchanged SOME/IP network packets.
The proposed detector leverages a self-attention-based neural
network to model the contextual dependencies between SOME/IP
packets. For this purpose, we evaluate our proposed approach,
by generating a simulated and manually annotated SOME/IP
dataset, with several categories of attacks. The results of the
extensive experiments indicate that our technique detects (with
high accuracy) the majority of SOME/IP’s protocol violations,
e.g., with an area-under-the-curve ≈ 0.8, and inference time
≈ 0.3 ms. A comparative study, including various state-of-
the-art benchmark algorithms, shows that SAID shows better
performance in detecting intrusions and enables parallelization.
Our source code and data are available at: https://github.com/
Alkhatibnatasha/supervised detection some ip/

Index Terms—Security, SOME/IP, Automotive Ethernet, In-
Vehicle Network, Deep Learning, Attention

I. INTRODUCTION

As the bandwidth requirements in automotive keep in-
creasing, a migration to a cost-efficient high-speed switched
network in automotive that lifts the bandwidth and higher layer
protocols restrictions is necessary. Established by the OPEN
Alliance, Automotive Ethernet - or more correctly ”Ethernet-
based communications” - was since then adopted to enable
the development of new automotive protocols for specific
layers within the ISO/OSI models while allowing the reuse
of protocols for the remaining others.

As the increasing automotive software complexity neces-
sitates switching to service-based in-vehicle communication.
The Scalable service-Oriented MiddlewarE over IP (SOME/IP)
is an automotive middleware protocol which operates at the
higher layers of the ISO/OSI layer model. Its key advantages
lie in the complexity reduction of the Ethernet-based in-
vehicle network by providing serialization, remote procedure
call (RPC), and service discovery, among other features.
Researchers [1] have recently found relevant vulnerabilities
in SOME/IP protocol which in turn can lead to exploitation
and car hacking,i.e., man-in-the-middle (MITM) attack in
which an attacker can intercept, manipulate, and interrupt the
communication between different ECUs.

To mitigate these risks, the international regulation UN R-
155 mandates cybersecurity monitoring to assess vehicle data
and records for vulnerabilities and cyberattacks. Consequently,

a wide array of security controls, (e.g. authentication, en-
cryption, firewalls, and secure updates) have been proposed
to guarantee the security of SOME/IP protocol, and mitigate,
and prohibit targeted attacks from growing substantially [10].
In this paper, we consider developing a SOME/IP-specific
Intrusion Detection System (IDS) that is able to monitor sus-
picious SOME/IP network traffic behavior and detect potential
intrusions.

While the proposed state-of-the-art solutions leverage
specification-based techniques [9] [6] [3] which in turn require
substantial human effort for crafting suitable specification rules
or features, our research overcomes this key challenge by
leveraging suitable deep learning techniques that extract high-
level, abstract features, from raw sequences of exchanged
SOME/IP packets and which in turn facilitate the real-time
intrusion detection task. More importantly, given the problems
of the large volume of SOME/IP network traffic due to the
emergent dynamical structure of the in-vehicle network, the
deep learning approaches are regarded as a good candidate
for intrusion detection owing to their ability to process high-
dimensional data.

In [8], we employed a Recurrent Neural Network (RNN) for
offline classification of attacks on SOME/IP protocol. In this
work, however, we adapt Vaswani’s transformer model [11],
which allows for more parallelization, making the approach
more suitable for the real-time intrusion detection. Although
we use the transformer’s model “self-attention” mechanism to
enable modeling of the interdependencies between different
elements of the input network sequence regardless of their
distance, our proposed neural network architecture is consid-
erably simpler as it is not built on the typical Encoder-Decoder
architecture format for language translation.

Hence, the contribution of this work is three-fold. For
one, we introduce “SAID”, a neural network-based approach
that leverages attention-based mechanisms for identifying
anomalies in long sequences of exchanged network packets.
Moreover, we simulate and manually annotate a SOME/IP
dataset, with different attack ratios, to evaluate our proposed
detector. Finally, we compare “SAID” with other deep learning
algorithms to validate its outstanding performance.

The remainder of this paper is organized as follows. Section
II discusses main publications that are related to SOME/IP se-
curity countermeasures. In Section III, we present an overview
of the SOME/IP protocol. In Section IV, we present the
leveraged threat model and the different considered attacks.
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The generated and labeled dataset is presented in Section V. In
Section VI, we present our proposed attention-based detector
“SAID”. In Section VII, we explain the considered evaluation
metrics used for performance evaluation. We discuss our
experimental results in Section VIII, followed by a conclusion
that summarizes our study.

II. RELATED WORK

Koyama et al. [3] proposed an IDS that achieves high
accuracy by combining two whitelist-based anomaly detection
algorithms. Alkhatib et al. [8] presented a deep learning-based
sequential model for offline intrusion detection on SOME/IP
application layer protocol. Tobias et al. [9] propose an archi-
tecture for a SOME/IP intrusion detection system, discuss its
security properties and report preliminary experimental results.
Herold et al. [6] presented an anomaly detection system using
the Esper complex event processing engine, thus applying a
domain-specific rule set to a stream of SOME/IP packets.
Tan et al. [13] present a new technique based on the neural
attention mechanism for real-time attack detection since it
uses time slot-based features. Nam et al. [14] Alkhatib et al.
[15] proposed attention-based IDS to detect attacks on the
traditional in-vehicle network known as CAN.

III. OVERVIEW OF SOME/IP PROTOCOL

Over the course of the past few decades, there has been a
shift away from electronic control units (ECUs) that are solely
devoted to performing a single function and toward high-
performance domain controllers (DC) and vehicle computers
(VC), both of which integrate a wide variety of software
functions. To facilitate the coordination and interchange of
data amongst them, the Scalable-service Oriented Middleware
Over IP (SOME/IP) [5] protocol was thereby adopted as
an automotive middleware that runs on top of the ISO/OSI
model. Several automotive use cases have been developed as
a result of its key properties, ranging from its support for a
service-based communication approach, its compatibility with
AUTOSAR, its scalability for use on platforms of varying
sizes, and to its adaptability to common automotive operating
systems such as OSEK and QNX.

A. SOME/IP Packet Structure

The individual elements of SOME/IP are considered for
detecting intrusions on SOME/IP protocol. The header, 16
bytes long, is made up of the following fields:

• Message ID The first 16 bits of the Message ID identify
the service used. The service provides the overall struc-
ture for middleware communication. Each service needs
to have a unique Service ID, which the system integrator
assigns. A service can consist of a set of methods, events,
and fields, which are identified in the Method ID. The 16
bits for the Method ID represent the other half of the
Message ID.

• Length The length field uses 32 bits to specify the
number of bytes starting from the Client ID until the
end of the SOME/IP message.

• Request ID The Request ID allows a client to differenti-
ate between multiple calls of the same method. The first
16 bits of the Request ID represent the Client ID which
identifies the application triggering a specific request. The
second 16 bits of the Request ID represent the Session
ID which is an identifier incremented whenever a new
message is sent.

• Protocol Version An 8-bit field that identifies the
SOME/IP version.

• Interface Version These 8 bits identify the major version
of the service interface.

• Message Type This field differentiates between the
different possible types of messages such as RE-
QUEST, REQUEST-NO-RETURN, NOTIFICATION,
RESPONSE, and ERROR.

• Return Code The 8 bits of the Return Code signal
whether a request was successfully processed or an
occurred error.

B. SOME/IP Remote Procedure Calls

SOME/IP defines a service by its Service Interface, i.e.,
the activities of the client and server, based on the defined
communication principles [?]. In fact, a server is an ECU
which offers a service instance that is used by an ECU
client. The defined communication principles, considered in
this work, cover methods with the response (request/response),
messages without response (fire and forget), and events,i.e., a
message from the server to the client when something happens.

• Request/Response defines a two-way exchange in which
a client sends a Request message to the server in order to
invoke a method, and the server sends back a Response
message with the outcome of the method call.

• Fire and Forget entails a one-way communication by not
requiring the callee to send back a response. The client
only requests a remote node to perform an action and
disregards the result.

• Events describes a communication in which the server
sends messages with specific information to the client,
either periodically or when there is a change (event),
without expecting any message back from the client.

IV. THREAT MODEL

While SOME/IP has useful features, it is lacking essential
security properties like authentication and encryption. As a
result, we’ve used a threat model previously implemented by
[6] in which an adversary behaves as a man-in-the-middle
attacker and does not follow the SOME/IP protocol definition.
Consequently, we explored a SOME/IP-based network without
service discovery characteristics in our study. Clients are aware
of all information about the servers, including their MAC and
IP addresses. Each client is only authorized to use a restricted
number of services and approaches. Some servers transmit
notifications to certain clients on a regular basis. The precise
intervals utilized for these services, as well as the services and
methods associated with them, are known ahead of time. As
[6] specified, an attacker can do the following:
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• Compromises a known device within the system. Thus,
the attacker has a legitimate MAC address, IP address,
and service ID.

• Sniffs SOME/IP network traffic exchanged in the in-
vehicle network

• Transmits packets to all network participants,i.e., clients
and servers, and thereby impersonates other SOME/IP
devices and services.

A. Attacks

We have considered four intrusion types in this work,
detailed below :

• Requests without Response: Requests have to be an-
swered with either a response or an error message. If
a request was never answered, it means that an attacker
has relayed the communication between the client and the
server who believe that they are directly communicating
with each other.

• Response without Request: A response should only be
delivered in response to an open, previous request. As a
result, a normal request with message type 0x00 should
be answered by a single response with message type
0x80. Two replies to a single request break the protocol
and may indicate the existence of an attacker attempting
to impersonate the server and inject extra packets.

• Error on Error: Based on AUTOSAR standard specifi-
cation, an error message should not be answered with
another error message. Hence an incoming error that
doesn’t have a corresponding request (or another packet)
with the same settings indicates the presence of a network
intrusion.

• Error on Event: Notifications should not be answered
with an error message. Thus, a notification replied to with
an error depicts a network intrusion between the client
and the server.

V. DATASET GENERATION

Given a sequence of SOME/IP packets, we aim to detect
whether this sequence is normal or anomalous, i.e., a SOME/IP
sequence is anomalous if it contains at least one abnormal (i.e.,
injected/out of order/replayed) packet. Hence, we have gener-
ated and labeled a dataset that contains benign and malicious
SOME/IP packets using the SOME/IP Generator developed
by [6], implemented in Python 3 and available in Github
[7]. The generator models the behavior of different clients
and servers assumed to behave according to the AUTOSAR
standard specification, as well as an attacker carrying out a
variety of protocol violation attacks described in Section IV.

A. Dataset configuration

To build our dataset, we have considered an in-vehicle
network composed of 8 servers, 8 clients and one attacker. The
amount of services to be exchanged is limited to 3. Moreover,
each client of a subscribed service and method can generate
500 packets for a SOME/IP network session. The response
time of the attacker is ranged between 1 and 3 seconds.

Fig. 1. Dataset

Furthermore, through our work, we have mainly considered
four protocol violation attacks on SOME/IP protocol. It’s
noteworthy to mention that the simplicity of the attacks used in
the dataset does not necessarily limit the effectiveness of deep
learning for intrusion detection. By training on a diverse set of
attacks, deep learning models can learn to recognize common
attack patterns and generalize to new and more complex
attacks that may leverage the same underlying techniques. For
training and testing our deep learning-based IDS, we have
generated several PCAP files corresponding to different attack
types. During the training, we balance the data to eliminate
bias, in the learning. In fact, we consider the same number of
normal and abnormal SOME/IP sequences, when training the
different approaches. Additionally, the abnormal set contains
different attack types. However, during testing, we evaluate the
performance of SAID for each attack separately. The dataset
statistics are represented in Figure 1.

B. Dataset representation

Since the IDS will be monitoring the SOME/IP network
traffic each 100ms, we collect sequences composed of 128
SOME/IP packets using the Feature-based Sliding Win-
dow (FSW), where T represents the window size or the
total number of packets per window and the slide size is
1. Hence, each sequence of ordered packets is defined as
S = {p1, ...,pt, ...,pT }, where pt indicates a transmitted
SOME/IP packet at time t and yt ∈ {0, 1} its corresponding
label, with 1 indicating a malicious packet and 0 otherwise.
Each packet pt in the SOME/IP network traffic is represented
by 58 features, each of which has an integer value between 0
and 255. Moreover, we label each SOME/IP sequence using
the following criteria:

y =

{
0 (normal) if yt = 0, ∀t ∈ {1, .., T}
1 (abnormal) otherwise

y ∈ {0, 1} is the SOME/IP sequence’s label, which is labeled
as anomalous if there is at least one anomalous packet.

VI. PROPOSED FRAMEWORK: SAID
We now thoroughly explain the architecture of the SOME/IP

Attention-based IDS (SAID) which is inspired by the trans-
former’s ability to handle ordered sequences of data [11]. For
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an overview please refer to Figure 2. In contrast to Vaswani’s
model [11] which leverages an encoder-decoder structure for
machine translation, our proposed detector employs only the
encoder network followed by a sigmoid activation layer for
binary classification of SOME/IP packets’ sequences.

Fig. 2. The overall structure of our proposed SOME/IP intrusion detector
“SAID”. We first project every SOME/IP packet into an embedding space and
then inject positional encodings and apply dropout. Next, the embeddings are
fed to L = 4 stacked attention layers. Finally, we detect intrusions by feeding
the resulting output into the sigmoid activation function.

A. Input Embedding and Positional Encoding

The SOME/IP packets’ sequence X = {x1, · · · ,xT } ∈
RT×d, is fed firstly into the SAID’s “Input Embedding”
module. xt denotes a d-dimensional SOME/IP packet trans-
mitted in the Ethernet-based in-vehicle network at time t.
The Input embedding projects X into a h-dimensional space
using a linear function: XI = X ·W0 +B0.The weights are
represented as W0 ∈ Rd×h, B0 ∈ RT×h is the bias, h is the
hidden size. The parameters of the embedding, W0,B0, are
randomly initialized, and updated with the other parameters of
the model during the training phase.

We additionally inject a notion of ordering by adding
sinusoidal positional encoding to the SOME/IP packets’ em-
beddings following [11]. The tth SOME/IP packet’s position
embedding can be represented by the following equations:

PEt,2i = sin(t/100002i/d), ∀i ∈ {1, 2, ..., d/2} (1)

PEt,2i+1 = cos(t/100002i/d), ∀i ∈ {1, 2, ..., d/2} (2)

where i is an index, d is in the input dimension.
The resulting embedding XE = XI + XP is thus fed

into the next module with XP ∈ RT×h is the positional
embeddings of the SOME/IP packets’ sequence.

B. Encoder block

The output XE ∈ RT×h obtained from the previous module
is passed to a stack of L attention blocks where we apply the
“self-attention” attention to update the embeddings. Similarly
to [11], [13], we use the scaled dot-product attention, requiring
a matrix of keys K ∈ RT×h, a matrix of values Q ∈ RT×h,
and a matrix of “queries” Q ∈ RT×h. The attention operation
also involves a weight matrix, V ∈ RT×h.

Attn(Q,K,V) = τ(
Q ·KT

√
h

) ·V = AV (3)

where τ(−) is a matrix function (applied element-wise) chosen
as the softmax function. The resulting output context contains
information about the intrinsic dependencies between latent
representations of a sequence of SOME/IP network packets
X within a data sample. It will subsequently be used to assist
in the predictions of ŷ. Additionally, a residual connection is
applied around the attention mechanism, followed by a layer
normalization. The output of the normalization , XA ∈ RT×h

is given as,

XA = N1(Q+AV) (4)

where N1(−) is a matrix function (applied element-wise)
modeling the layer normalization. After the layer normaliza-
tion, we pass the output to a fully connected Feed Forward
(FF) network and a subsequent layer normalization with the
residual connection. Following [11], [13], the feed-forward
block consists of two linear projections separated by a ReLU
activation:

FFN(W1,W2,B1,B2) = σ(XA ·W1+B1)·W2+B2 (5)

XFF = N2(XA + FFN(W1,W2,B1,B2)) (6)

The output FFN(W1,W2,B1,B2) ∈ RT×h, depends on the
shared parameters W1 ∈ Rh×p, W2 ∈ Rp×h, B1 ∈ RT×p,
and B2 ∈ RT×h , to be optimized in training. σ(−) is
a matrix ReLU function applied element-wise. Moreover,
XFF ∈ RT×h denotes the FF output that undergoes layer
normalization, modeled by the matrix function N2(−).

C. Output layer

The output XFF given by the Encoder module passes
through a final fully connected layer with the sigmoid acti-
vation function which outputs the binary class ŷ ∈ {0, 1}
of the SOME/IP sequence, with the value 1 representing the
possibility of intrusion in a sequence of SOME/IP packets and
0 otherwise.
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VII. EVALUATION METRICS

For measuring the performance of our proposed detector,
we adopt the False Positive Rate (FPR), the True Positive Rate
(TPR), and the Area Under Curve (AUC) measures, explained
below.

False Positive Rate (FPR), also called False Alarm Rate, is
the ratio of incorrectly classified normal instances as an attack
of all observations in the actual class.

FPR =
FP

FP + TN
(7)

True Positive Rate (TPR) or Recall is the ratio of correctly
predicted abnormal observations of all observations in the
actual class.

Recall =
TP

TP + FN
(8)

Where: TP= True Positive; FP=False Positive; TN= True
Negative; FN=False Negative.

We additionally use the AUC metric which stands for “Area
under the receiver operating characteristic Curve”. It measures
the entire two-dimensional area underneath the entire ROC
curve. A random intrusion detector will have an area under
curve of 0.5. Meanwhile, the perfect detector will have a large
predictive power if the FPR value is near to 0, the TPR score
is approaching 1 and the AUC score is also near to 1. The
higher the AUC, the generally better the IDS is.

VIII. EXPERIMENTAL RESULTS

A. Implementation

In this experiment, we evaluate the attack detection ca-
pabilities of SAID on the generated dataset and perform a
comparative analysis with other deep learning techniques. The
models have been implemented using Python programming
language and Pytorch framework on the Tesla V100S-PCIE-
32GB machine. We set the window size as 128 throughout our
experiment, which considers the temporal and contextual infor-
mation between SOME/IP packets, memory, and computation
efficiency. The deep learning models will fail if the window
size is smaller for intrusion detection. Note that, although a
larger window size makes the model learn complex contextual
interdependencies, it results in larger memory costs for the
embedded systems.

After hyperparameter tuning, we consider the depicted
parameters in Table I for SAID. We consider known neural
network models to be compared with our proposed detector:

• The RNN (LSTM) model is compoe of 2 layers, with the
first layer’s hidden size set at 16 and the second layer’s
hidden size set at 8.

• For the CNN model, we convert each sequence into an
image. The input is thereby fed to the CNN model com-
posed of 2 convolutional layers, having each a number of
channels of 8 and 4 respectively. The kernel size is set
to 3 and the stride size is set to 2.

• For the CNN-LSTM model, the same image is fed to the
CNN model composed of three convolutional layers with
3, 6, and 3 as their number of channels. Their kernel size

is set to 3 and their stride size is 1. After that, the output
of the CNN is fed to an LSTM neural network composed
of three layers with 16, 8, and 4 as their number of
features in the hidden states.

TABLE I
SAID MODEL CONFIGURATION

Parameter Value
L 4
dmodel(h) 8
dff (p) 32
# heads 1
Pdrop 0.1
Optimizer Adam
Adam β1 0.9
Adam β2 0.999
Learning rate 0.001
Batch size 32
# Epochs 200
Patience 10
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Fig. 3. High attack ratio dataset

Figure 3 provide the TPR, FPR, and AUC scores for SAID
and other deep learning models for the generated dataset. As
shown, SAID (Missing Request AUC ≈ 0.80, Missing Re-
sponse AUC ≈ 0.89, Error on Error AUC ≈ 0.72) outperforms
other deep learning algorithms for all attacks in terms of AUC
scores (Missing Request AUC ≈ 0.62, Missing Response
AUC ≈ 0.75, Error on Error AUC ≈ 0.69). Our proposed
detector goes beyond the point-wise representation learned
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TABLE II
MODELS COMPLEXITY

Model Time (ms) Size (MB) # Parameters

SAID 0.30± 0.30 0.12 1,329
CNN 0.07± 0.05 0.16 1,985

LSTM 4.583± 0.60 0.08 11,401
RNN 4.786± 0.13 0.06 2,857

CNN-LSTM 0.37± 0.34 15.53 3,750,896

by the conventional deep learning techniques and models the
more informative interdependencies between SOME/IP pack-
ets. However, although the “Error on Event” attack ratio has
increased, all models also perform poorly when detecting this
protocol violation (AUC ≈ 0.42). A general comparison of the
results of the results implies that SAID not only improves the
AUC and recall rate of SOME/IP intrusion detection but also
decreases the false positive rate for the majority of intrusions.

Eventually, as our solution will be deployed on Electronic
Control Units (ECUs) which have tight resource constraints
including computing, memory, and important power budget,
we assessed their computational performance. The results are
listed in Table II. As depicted, while the LSTM and RNN-
based models take longer time to detect attacks on SOME/IP
protocol, the CNN, CNN-LSTM, and SAID detect intrusions
between 0.07 and 0.4 ms. Using SAID allows much faster
detection than recurrent methods by parallelizing inference on
GPUs. Despite CNN’s low inference time, it poorly detects
attacks when compared to both CNN-LSTM and SAID. The
numerical results show the advantage of the proposed frame-
work, verify its low detection error against the majority of
intrusions, and outperforms the other benchmarks.

IX. CONCLUSION

As the in-vehicle network is increasingly scaling due to
the emerging SOME/IP protocol, the conventional intrusion
detection techniques can no longer be adopted as they require
substantial human effort for crafting suitable specification rules
or features, respectively. Additionally, due to scaling, the high-
dimensional nature of transmitted interdependent SOME/IP
network packets is particularly challenging for intrusion de-
tection, as many corresponding dimensions may be noisy and
irrelevant for anomaly detection. Our research aims to over-
come these challenges by the deployment of effective security
solutions that adapt to the recent dynamic in-vehicle environ-
ment. More concretely, we present a novel deep learning-based
IDS for SOME/IP able to learn features with different levels
of abstraction at different processing layers without human
intervention. Using the self-attention mechanism, our approach
can model the contextual dependencies between SOME/IP
packets and which are crucial for the detection of contextual
intrusions. The tests performed on SOME/IP datasets show
that our proposed model is computationally efficient and
achieves an overall superior performance than the prevailing
sequential models. For future work, we aim to investigate the

effectiveness of the attention mechanism in improving our
model’s interpretability and in detecting stealthier attacks.
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