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Abstract—In this paper, we study the impact of various eaves-
dropping attacks on the secrecy performance in wireless power
transfer (WPT)-based secure multi-hop transmission. Since each
node has a limited power supply, each node harvests energy from
the power beacon before data transmission. After then, each
node fully consumes the harvested energy for data transmission.
Meanwhile, according to the nature of the wireless medium,
eavesdroppers can overhear the confidential message at each hop.
In order to exploit the relationship between network parameters
and secrecy performance, we derive the closed-form expression
for secrecy outage probability (SOP) with different eavesdropping
attacks, respectively. From the numerical results, we show that
the Monte-Carlo simulation and analysis results are tightly
matched. Additionally, we evaluate and discuss the impact of the
power beacon’s transmit power, the number of eavesdroppers,
and time switching ratio on the secrecy performance.

Index Terms—Eavesdropping attack, multi-hop transmission,
physical layer security, wireless power transfer

I. INTRODUCTION

The trend of future mobile networks is decentralization [1],
[2]. Thus, each internet-of-things (IoT) device can connect
and communicate without centralized nodes such as Wi-Fi
and base station, which leads to the requirements of the end-
to-end and multi-hop transmission [2]. However, these IoT
devices are low cost, small size, and have limited power
supply [3]. Thus, the node lifetime is a very big issue in
future mobile networks. One of the possible solutions to extend
node lifetime is wireless power transfer (WPT) that each node
can harvest energy from other nodes [4], [S]. In detail, WPT
can be divided into time switching-based relaying (TSR) and
power splitting-based relaying (PSR). TSR architecture can
harvest energy before data transmission. Thus, since TSR
architecture can harvest energy for data transmission from
power beacons, it can easily apply multi-hop transmission.
But, it needs another kind of node, called a power beacon.
Different from TSR architecture, PSR architecture can harvest
energy from the received signal. Though it does not require
another kind of node to supply energy, the SNR under PSR
architecture degrades since each node decodes the message
and harvests energy from the received signal at the same time.

According to the principle of the wireless medium, any
node can overhear other users’ transmission. If the malicious
nodes receive an other user’s message, they will abuse the
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wiretapped information. Thus, security is very important in
the future mobile network. However, since the future mobile
network is decentralized, it has some limitations to utilize
encryption/decryption-based security. Thus, physical layer se-
curity (PLS) [6] is raised as one of the possible solutions
to protect the message from the malicious node, named
eavesdropper, by using the wild fluctuation in the wireless
channel. As technology advances, the overhearing ability of
eavesdroppers is also improved. Thus, the study of security in
future mobile networks is required [7].

Indeed, authors in [8] proposed the node selection schemes
to enhance the secrecy performance in WPT-based multi-
hop transmission. However, this work did not consider the
impact of eavesdropping attacks on the secrecy performance.
The work in [9] exploited the optimal network design in
multi-hop transmission. However, this work did not analyze
the secrecy performance in the considered system model.
Though this work in [10] studied active eavesdropping attacks
in the advanced multiple access, it only focused on direct
transmission. In [11], the authors addressed the route selection
scheme to enhance the secrecy performance with WPT-based
multi-hop transmission. However, this work did not study the
impact of eavesdropping attacks on secrecy performance.

At the aforementioned works, the secrecy performance in
various network models is studied. However, these works do
not address the impact of the eavesdropping attack on the
WPT-based secure multi-hop transmission. Thus, this work
motivates us to study the eavesdropping attack impact on the
secrecy performance in WPT-based secure multi-hop transmis-
sion. The main contribution of this paper can be summarized
as follows:

o We exploit the secrecy performance on WPT-based secure
multi-hop transmission. More specifically, the considered
scenarios are that multiple eavesdroppers can share the
eavesdropping information, called colluding attack, and
multiple eavesdroppers work independently, called non-
colluding attack, respectively.

o We derive the closed-form expression for secrecy outage
probability (SOP) with different eavesdropping attacks,
respectively. From the obtained closed-form expression
for SOPs, we can capture the relationship between net-
work parameters and secrecy performance.
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o From the numerical results, we show that the colluding
attack can intercept more information during multi-hop
transmission compared to non-colluding attack. We in-
vestigate and discuss the impact of the power beacon’s
transmit power, the number of eavesdroppers, and time
switching ratio.

The rest of this paper is organized as follows: Section II
introduces the system and channel description under various
eavesdropping attacks. Section III derives the exact closed-
form expression for SOP with various wiretapping attacks,
respectively. Section IV presents the illustrative numerical
results and some insightful discussion. Finally, Section V
concludes the paper.

II. SYSTEM MODEL

M-Eavesdroppers

L-antennas Vi

Fig. 1. The illustration of the WPT-based secure multi-hop transmission in
the presence of multiple eavesdroppers

As can be seen in Fig. 1, we consider WPT-based secure
multi-hop transmission under multiple eavesdroppers, where
power beacon (PB) is equipped with L-antennas to transmit
radio frequency signal for energy harvesting of each node.
We assume that the direct link between a source node and a
destination node can not be available since the limited radio
range of each node, obstacle, or deep shadowing effect. Thus,
(K —1) nodes help data transmission from the source node to
the destination node. Meanwhile, eavesdroppers can overhear
the confidential message at each hop. Besides, we suppose
that each node is operated in a half-duplex mode to transmit
and receive signal since each node is equipped with a single
antenna. All wireless links are assumed to undergo indepen-
dently and identically distributed (i.i.d.) Rayleigh block flat
fading.

Each node has a limited power supply; thus, they must
harvest energy from the power beacons before data transmis-
sion and consume the harvested energy for data transmission.
Consequently, the harvested energy during o1" at k-th node
can be expressed as

L
Ex =naTPey Y |he ikl D
=1

where 77 € (0,1) means the energy conversion efficiency, Pp
represents the transmit power at [-th antenna. « represents the
time splitting ratio with 0 < o < 1. Pp ; is the transmit power
level at [-th antenna at power beacon. |hp,l7k|2 indicates the
channel gain from [-th antenna at power beacon to relay node
at k-th hop transmission. In this paper, we can assume that
the transmit power level is equal, i.e., Pp; = Pp, since the
architecture of transmit antenna at the power beacon is same
[8]. Additionally, each node has to consume the harvested
energy for data transmission. Thus, the transmit power at k-th
relay can be expressed as

By
Py = A= aT/k HPPZVLPZH 2)

where Kk = K"a . Therefore, the received signal at (k+1)-th

node can be expressed as

ymk = vV Pehwm ko + ng, (3)

where n; indicates the additive white Gaussian noise with
zero means and o2 variances. The instantaneous signal-to-
noise ratio (SNR) can be formulated as

Pulhmsl®
o2

Yk = €]

=1

where yp = Pp/c?.

As can be seen in Fig. 1, when legitimate users transmit
a message via radio frequency signal, eavesdroppers can
overhear the confidential message. Since legitimate users
adopt random-and-forward cooperative relaying protocol to
protect the confidential message against eavesdropping attacks,
eavesdroppers can not combine the overheard message at
each hop. But, eavesdroppers can collaborate to enhance the
secrecy performance. In this paper, we study the impact of
eavesdropping scenarios on secrecy performance. The first
scenario is that eavesdroppers can share the wiretapped mes-
sage, called colluding attack. The second scenario is that
eavesdroppers wiretap the message independently, named non-
colluding attack.

A. Scenario 1: Colluding Attack

The overhear signal in k-th hop transmission under collud-
ing attack can be expressed as

Y&k = V PrhEao + nim, (5)

where ‘sl’ represents the colluding attack. The SNR in k-th
hop transmission under colluding attack can be expressed as

=2 Z|hEmk| _FE’YPZ\hP,l,H Z

m=1

(6)
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B. Scenario 2: Non-colluding Attack A. Scenario 1: Colluding Attack
In the non-colluding attack, the overhear signal in k-th hop From (9), P3y; can be further expressed as
transmission can be expressed as
K
S. S ].
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where ‘s2’ indicates the non-colluding attack. The SNR in k- an
th hop transmission under colluding attack can be expressed -
KRy
as where v, = 2 2" A in (12) can be re-written as
P
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ITI. SECRECY OUTAGE PERFORMANCE ANALYSIS £ (13)

In this context, the secrecy outage probability (SOP) is one
of performance measurement metrics, which can be defined as

—a 1+ Mk

e o (et} < ] ©
After energy harvested phase, each node can transmit mes-
sage using the harvested energy during K hop. Thus, the
secrecy capacity is divided by (1 — a}? /K . For the sake of
simplicity, Xy, £ |hml® Yie = Y01 [hEmil? Yo, =
maxmenr{|hgm P} Zi £ S heail? and RE = R =
Ri1n. The following lemma will help to calculate the closed-
form expression for SOP with the considered eavesdropper
scenarios.

1
Pout:PI'|:

Lemma 1. The CDF and PDF of Zy can be expressed as
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where T'(-) represents the Gamma function [12].

Proof: See [13], [14]. [ |

The following lemma will help to calculate the closed-form
expression for SOP under colluding attack.

Lemma 2. The CDF and PDF of Y1}, can be expressed as

M-1 1 y m 1
— =1
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m=0 : E.k
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Proof: See [13], [14]. |

By plugging (15) into A; in (13), A; can be further

expressed as (16). Relying on [12, eq. 3.381.4], (16) can be
further formulated as

1AM gt s
Al:l_ﬂ(kk) ¢

7)

where 3 = 1/(ﬁ + %)M. By plugging (11) and (17) into
(13), A can be re-written as (18). Again, by using [12, eq.
3.381.4] and [12, eq. 3.471.9] and some manipulation steps,
the closed-form expression for SOP with colluding attack
(Pst) can be obtained as (19), where K, (-) is the modified
Bessel function of the second kind with order v [12, Eq.

8.342.6].
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B. Scenario 2: Non-colluding Attack Proof: The CDF of Y5 can be re-expressed as
Form (9), P32 can be further written as )
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The following lemma will help to further obtain the closed-
form expression for SOP with non-colluding attack.

Lemma 3. The CDF and PDF of Y, }, can be expressed as

m
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By relying on binomial theorem, the CDF of Y5; can be
obtained as (22). After some algebraic manipulations, the PDF
of Y5} can be obtained as (23). The proof of Lemma 3 is
concluded. [ ]

By substituting (23) into ®; in (21) and using the fact [12,
eq. 3.310], ®; can be further obtained as (25). Again, by
plugging (11) and (25) into ® in (21), ® can be re-expressed
as (26). By relying on the fact [12, Eq. 3.381.4] and [12, Eq.
3.471.9], @5 in (26) and P53 in (26) can be further, respectively,
calculated as

o 1, 1
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28
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By plugging (27) and (28) into (26) and after some calculation
steps, the closed-form expression for SOP with non-colluding
attack can be obtained as (29).

I'(L), 27)
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IV. PERFORMANCE EVALUATIONS

In this section, we present representative numerical results
to illustrate the achieved secrecy performance with various
eavesdropping attacks. Unless otherwise stated, the simulation
parameters can be summarized in Table 1.

TABLE I
SIMULATION PARAMETERS

Parameters Value
The distance between S and D, dsp 10 m
The reference distance, dg 1 m
The position of S 0, 0)
The position of Ry (k/K, 0)
The position of D (10, 0)
The position of PB,, (7.5 ,5.5)
The position of E (-5.,5)
The secrecy target data rate, Ryp 0.1 bps/Hz
Pathloss exponent, 3 2.7
Pathloss at reference distance, £ at dg  -30 dB
Energy conversion efficiency, n 0.7
Time switching ratio, o 0.15
1
09 1
D
n 08 1
]
o
0.7 1
©Q  Scenario 1 (sim.) h
O  Scenario 2 (sim.)
Analysis
0.6 - * * *
-40 30 20 -10 0 10

Transmit SNR (".p) [dB]

Fig. 2. The impact of transmit SNR (vp) on the SOP with L=5, K=4, M=3

Fig. 2 represents the impact of transmit SNR at power
beacon (yp) on SOP with different eavesdropping attack.
When ~p increases, the SOP is decreased. Additionally, SOP
reaches the performance floor at the high SNR region. From
this phenomenon, we can know that the considered system
model has secrecy performance threshold in the viewpoint of
~p. Additionally, eavesdroppers with scenario 1, i.e.,colluding
attack, can intercept more information than that with scenario
2. One of possible reasons is that the eavesdropper with
scenario 1 can collect more information since eavesdropper
are collaborated. Monte-Carlo simulation and analysis results
are tightly matched.

The effect of the number of eavesdroppers on the SOP is
represented as Fig. 3. As can be seen, the SOP increases when
the number of eavesdroppers is increased. It means that the
considered system is more vulnerable when the number of
eavesdropper increases. Additionally, when the number of hop
(K) increases, the SOP is decreased. It can be explained by

SOP

05¢F 4, ]
I
—8—K =2 (Scenario 1) (ana.) —8—K =2 (Scenario 2) (ana.)
= © =K =4 (Scenario 1) (ana.) = 8 =K =4 (Scenario 2) (ana.)
04 - - *
1 3 5 7 9

The number of eavesdroppers

Fig. 3. The SOP versus the number of eavesdropper with L=5, vp=10dB

that the advantage of distance reducing is strongly affect on the
secrecy performance compared to the impact of the number
of hop. The secrecy performance gap between scenario 1 and
scenario 2 increases when the number of hop is increased.

SOP

———L=3 (Scenario 1) (ana.) =———L=3 (Scenario 2) (ana.)
= = =L=5(Scenario 1) (ana.) = = =L=5 (Scenario 2) (ana.)
0.6 L | i i
0 0.2 0.4 0.6 0.8 1

Fig. 4. The impact of @ on the SOPs with K=4, M=3, and yp=-10dB

Now, we turn our attention to energy harvesting parameters
on secrecy performance. As can be seen in Fig. 4, when time
switching rate (a) increases, SOPs show convex pattern, re-
spectively. Thus, the proper time switching ratio can minimize
the SOP, which leads to the secrecy performance improvement.
It can be explained by that, as can be seen in (19) and (29),
« has a complicated impact on secrecy performance. Besides,
when the number of power beacon’s antennas increases, SOPs
are decreased. From this result, the increased number of power
beacon antennas affects on secrecy performance positively.

V. CONCLUSIONS

We exploited the impact of eavesdropping attack on secrecy
performance in secure multi-hop transmission. In the first
scenario, called colluding attack, eavesdroppers could collab-
orate to improve the overhearing ability. The non-colluding
attack did not share the wiretapped information to hide their
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existence. In order to find the relationship between network
parameters and secrecy performance, we derived the closed-
form expression for SOP with different eavesdropping attacks,
respectively. From the performance evaluations, we evaluated
and discussed the impact of the transmit power, the number
of eavesdroppers and time switching ratio on the secrecy
performance.
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