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Abstract— The smart health care system collects users' health 
data, stores and shares it with other associated users in the platform. 
The ability to remotely access and manage smart medical equipment 
is handy, but it's also perilous, because vulnerable devices may be 
used to spy on people or execute other criminal actions. This 
emphasizes the need of developing a reliable and secure 
authentication system. Recently, there has been a lot of interest in 
employing blockchain in the smart environment (e.g., Distributed 
Internet of Things (IoT)) for both maintaining trust and privacy-
preserving. Although several proposals have been handled with 
blockchain-based IoT issues, there are still numerous challenges such 
as authentication, revocation, delays, anonymity, and impersonation. 
Motivated by these facts, in this work, we construct an efficient 
Decentralized Identifiers (DIDs)-Based Authentication Scheme for 
Smart Health Care. The model integrates DIDs in the Smart Health 
care system to provide a secure and efficient authentication service. 
We also demonstrate that the suggested system meets the security and 
privacy criteria, such as anonymity, traceability, and confidentiality, 
through implementation and assessment. 
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I.  INTRODUCTION  

A. IoT, Blockchain, and DIDs fundamentals 
The Internet of things (IoT) consists of interconnected 

objects that, through unique address schemes, can interact, 
generate, process, and exchange a bunch of data. (3). 
Consequently, its systems have numerous prospective 
applications, such as smart home, smart healthcare, and 
intelligent manufacturing, to name a few areas (5). Today, 
more and more industries are beginning to adopt IoT 
technology to automate management processes, using data 
supplied by sensors and remote monitoring and control 
devices. IoT's vital functional elements include detection, 
computation, communication, and control or actuation. These 
features are made possible by combining embedded devices, 
wireless communication technologies, sensors, and actuators. 
Careful configuration and distribution of hardware, software, 
and network components are critical to achieving the desired 
application objectives. 

Blockchain (BC) technology these days is becoming more 
familiar. In the BC network, the concept of centralization is 
eliminated, where it stores peer-to-peer digital ledger 
transactions into a form of structured data commonly known as 

a block (9). Recent research has revealed that blockchain has 
gone beyond the basic structure such as store blocks of 
transactions. Furthermore, the newly introduced form can 
contain smart contracts which could be executed on the 
blockchain. Thus, existing BC models can provide a distributed 
storage and computational framework for a program's 
execution (10). The integration of blockchain and the Internet 
of things has recently received more attention. Blockchain is 
considered the missing puzzle for IoT to fulfill privacy and 
security objectives. The current solutions adopted to integrate 
BC and IoT differ considerably from the structure of the crypto 
blockchain. Conceptually, the basic concepts are the same, but 
component integration and algorithms vary widely, such as 
consensus building, ordering, etc. (11). 

The decentralized identifier (DIDs) is a new and open 
standard form of a globally unique identifier that allows for a 
decentralized and verified digital identity. DIDs allow the 
controller of a DID to prove control over it using cryptographic 
proofs such as digital signatures. DID has achieved four core 
properties, it is a persistent identifier (never needs to change), a 
resolvable identifier (we can look it up to discover metadata), a 
cryptographically verifiable identifier (we can prove control 
over it using cryptography), and a decentralized identifier (no 
centralized registration authority is required). (13) (14). 

 
Figure. (1) DID Architecture 

The main basic components of DID architecture and the 
relationship among them are shown in figure (1). e.g., DID are 
recorded on verifiable data registries, such as blockchains 
rather than centralized trusted third parties. A DID resolves to a 
DID document, which is consist of a bunch of information 
about the entity such as public keys that can be used for 
authentication, or service endpoints used to interact with the 
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entity. the DID subject is the entity identified by the DID, in 
many cases, the DID subject will also be its controller. The 
DID controller is the entity that has the capability to modify the 
DID document associated with the DID. (13) (14). A DID 
document is a set of instructions that describe how to use the 
DID, Figure (2) below shows an example of simple DID 
document. 

 
Figure. (2) Example of DID Document 

B. Motivation  
       Most of the existing IoT security authentication methods 
are based on third-party system architecture, which has 
limitations regarding privacy and anonymity. As well as 
single-server systems suffer from common problems a single 
point of failure. (15) (16).  For instance, the most common 
method for two-factor authentication is the s/key one-time 
password system, which appears to resist various attacks. (18). 
Another method is the smartcard-based remote user 
authentication techniques. Because of its efficiency, ease, and 
cheap computational cost has been widely employed in 
applications requiring remote user login, Web access, and 
other online services. However, once an attacker obtains the 
smart card from a legitimate user, he can pass himself off to 
access the remote system. (19). Therefore, a reliable system to 
mitigate these issues above has attracted more research 
attention. Meanwhile, blockchain appeared to provide a 
promise solution. Even though few works considered the 
blockchain-based IoT authentication issues, they still face 
some critical challenges (e.g., Assurance User's Anonymity, 
Lack of Completeness and Confidentiality). 

C. Research Contributions 
The main research contributions of this paper are 

summarized as follows: 

1. We present a novel blockchain-based IoT authentication 
system, that eliminates the need for a trusted third party and 
offers an efficient, verifiable, and trustworthy authentication 
process for the end-user (u), IoT Smart Device (IDs), and a 
relying party (Rp). In addition, the proposed method enables 
the end-user to anonymously authenticate a collection of IoT 
devices while also giving him additional control over these 

devices throughout the authentication process (e.g., revoke the 
authentication at any time). 

2. The scheme has been deployed on the Hyperledger Indy 
platform, and an in-depth assessment of the scheme 
demonstrates its ability to secure a Smart Health Care use 
case.). 

3. The suggested authentication technique is being compared to 
other current schemes for further security research, 
demonstrating the proposed scheme's robustness. The method 
is very efficient and secure, according to the performance 
study. 

The rest of the paper is structured as follows. Next, in 
Section II we present an overview of the related background. 
Next, the Decentralized Identifiers-Based Authentication 
System is proposed in Sections III, in section IV we discuss the 
performance evaluation, and we present the security and 
performance comparison in section V. finally, we conclude the 
paper in Section VI. 

Table 1 summarizes the definitions and symbols used 
throughout the paper. 

 
Table I. Notations 

II. RELATED WORK 
Until now, several studies have looked into IoT 

authentication using blockchain technology. The authors 
discuss some of the existing studies in this section. Zhaofeng et 
al. [20] proposed a blockchain-based authentication scheme. 
They supposed all registered nodes in the blockchain system to 
participate in the authentication process and store the 
authentication logs. Such a system will avoid the single side 
fault. (e.g., if one node fails, other nodes will replace it). In 
[21], three levels of the Blockchain paradigm were presented. It 
uses a one-way hash chain approach to give IoT devices a key 
generation and management mechanism that enables self-
verification at any moment. The model provides a transparent 
key management scheme. And also cover Mutual 
Authentication, Message Integrity, and Resistance to different 
types of attacks. Xiaoding et al. [22] created a transfer learning 
and blockchain-based authentication technique. The authors 
used blockchains to keep their data private. Also, they 
implemented a deep learning algorithm to train and improve 
the model to enhance authentication accuracy. Guo et al. [23] 
presented a distributed authentication system combining edge 
computing and blockchain. A physical network, blockchain 
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edge, and blockchain network layers were employed in a 
hierarchical authentication design. Their objectives are to 
achieve authentication and data exchange across various IoT 
systems. The system can prevent Denial of Service using a 
False Signature. It can also do mutual authentication and 
protect against forgery. 

In summary, most existing research is still in the early 
stages. Even though some accomplished a range of features, 
including anonymity, decentralization, and system 
transparency, however proper execution, analysis, and 
achieving effective authentication across various IoT systems 
have received less attention. As a result, this article suggests an 
efficient Decentralized Identifiers (DIDs)-Based 
Authentication Scheme for Smart Health Care. 

III. OUR SCHEME 

A. System Architecture 
In this article, a Decentralized Identifiers -Based 

Authentication Scheme is proposed to handle trust, privacy-
preserving, and efficiency problems. As shown in Fig. 3, the 
architecture consists of four major entities defined as follows. 

1. Medical IoT Devices Layer: this layer contains wearable 
devices and other smart medical sensors that collect daily 
health information to monitor some vital body parameters (e.g., 
blood pressure, body temperature, and daily physical activity or 
weight). 

2. Smart Hospital Service Layer: in this layer, we are 
assuming the hospital is acting as Relying Party for the system. 
The medical devices send a request to upload data in the 
hospital web server, which allows medical professionals to 
track real-time health status and rapid response to actions when 
needed. 

3. DIDs Services Layer: maintain the DID architecture 
(e.g., verifiable data registries, DID RUL, DID controller, DID 
document, and DID authentication service). In this scheme, we 
assume the user and relying party are interacting with the same 
Decentralized Identifiers Platform Architectures. thus, no 
discrepancy in terms of authentication service and DID 
method, etc. 

4. User Interface Layer: The main role of the UI layer is a 
point of user interaction with the system, also it shows the 
application data on the mobile screen. Whenever the data 
changes, either due to user interaction or smart devices input, 
the UI layer is updated to reflect those changes. 

B. System Authentication Phase 
In this phase to register any IoT smart device, the user 

generates DIDs, Verifiable Credentials (VC), and Identification 
Number (IDs) for each device and securely store this metadata 
in the targeted device. the user can interact with IoT devices 
through Smart-health App installed in his smartphone, also this 
credential can be stored in his wallet. 

 

Figure. (3) System Architecture.
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Authentication Process Algorithm 

 

C. Proposed system Workflow 
In Fig. 4, we present the workflow of the proposed 

architecture. First, when a targeted IoT device requests to 
communicate with Relying Party (RP) (e.g., hospital 
webserver), it generates an encrypted message by computing 
the following equation: E(m) = [DIDs‖ VC‖ auth‖ IDs‖ Ts] and 
send authentication request to RP containing this metadata. 
When RP receives a message, it resolves and verifies the 
message's information. If the machine has never been 
authenticated, the challenge message will be computed by the 
RP using DID authenticates service and forwarded to the user. 
When the user receives a message, he will resolve and validate 
the continent, then react to the challenge statement using a DID 
authenticator. When RP gets a response from the user, it sends 
a message to the device, indicating that authentication has been 
authorized. As a result, the user's instrument will alert him that 
it has been authenticated. fig.5. shows the message sequences 
in the proposed model. 

 
Figure. (4) System Workflow 

IV. PERFORMANCE EVALUATION 

A. Simulation Setup 
    We conduct the simulation with the computer of i5 2.5GHZ 
CPU, 8-G memory, and 64-b win10 system. We simulated the 
proposed DIDs-Based Authentication system on the 
Hyperledger Indy using VMware Virtual box of one processor, 
4-G memory, and 20 GB of Ubuntu system. The Hyperledger 
Indy contained the functionality of DID creation, registration, 
and secure message communications. Fig.6. shows the list of 
DIDs created for three devices in the platform. After the 
Decentralized Identifiers Networks system was created, 
transactions, initiated by users will be written into the 
Verifiable Distributed Ledgers. 

B. Security Verification Using SPAN+AVISPA Tool 
The security validation of the authentication system is 

evaluated with SPAN+AVISPA tool [25]. It is a simulation 
tool that determines whether a security protocol is safe, unsafe 
or inconclusive using “high level protocol specification 
language (HLPSL). The simulation results clearly demonstrate 
that DIDs-Based Authentication scheme is secure against 
various attacks. The parameters of this simulation are given in 
fig.8. 

 
Figure. (5) Message Sequence 

V. SECURITY AND PERFORMANCE COMPARISON 
A solid blockchain-based IoT authentication solution 

should fulfill several fundamental security criteria, as 
mentioned in section 2. As a result, in this part, we will 
examine the security of the suggested design and illustrate how 
it can resist several known attacks. 

Based on the vital security features defined above, we first 
demonstrate user anonymity in our design. All communications 
sent between a user (u), an IoT Smart Device (IDs), and a 
relying party (Rp) during the authentication process are not 
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dependent on the genuine identities of the (u), IDs, and Rp. It 
does, however, only work with demonstrating capabilities that 
DID holders could prove. Furthermore, due to unique and 
random components, each message is individual. As a result, 
an attacker cannot identify or track the entities participating in 
communication over time.    

Second, the design assures privacy-preserving because the 
data of an entity is not visible in the system, and the method 
doesn't utilize any verification list. Therefore, when a device is 
verified, it might connect to Rp regularly whenever it validates 
its identity. Furthermore, each entity has its unique DID that 
cannot be reverse engineered to get a real identity without the 
encryption keys.  

Third, the model offers Mutual authentication and 
Authentication revocations. For instance, the Rp can 
authenticate U by verifying Cm. The calculation of Cm needs 
the correct measure of Enck(.) [DIDs‖ VC‖ IDs], which 
involves the private key of U. Moreover, U can also 
authenticate Rp by verifying Enck(.)[cm‖Pks‖Ts]. Thus, the 
mutual authentication between Rp and U is offered by our 
scheme. In addition, using DID allows the user to have more 
control over the authentication process. For example, when U 
generate (DIDs ‖ VC ‖ IDs), he can set specific conditions or 
time limiting, thus when the situation is met, the entity can 
revoke the authentication process. table No. 2 shows the 
security criteria of our scheme compare to other related work. 

 
Figure. (6) DID List 

 
Figure. (7) Simulation Result 

A. COMPARISON TO PRIOR WORK 
The performance of the proposed system is examined in 

this part to ensure that it is effective. Nevertheless, it is hard to 
compare the efficacy of this scheme to other schemes since 
research on blockchain-based identity authentication systems 
for IoT is still in its early stages, and there are few related 
models. We will compare our scheme to four exiting 
authentication schemes [20], [21],[22], [23]. We will consider 
the signing, verification, computation cost, and communication 
time. The results are listed in Table 3.  

 
Table II. Security Comparison  

Signing and verification cost: We implemented our scheme 
in the Hyperledger Indy environment. The consensus in 
Hyperledger Indy is based on Redundant Byzantine Fault 
Tolerance (RBFT), which is a protocol inspired by Plenum 
Byzantine Fault Tolerance (Plenum). The consensus is 
achieved through the use of voting-based procedures. This 
algorithm has the benefit of providing low-latency finality. 
Thus, the agreement is reached when most nodes validate a 
transaction or block. 

Computing cost: The scheme's execution shows that 
ordinary nodes with limited computing power don't need to 
perform computational operations like encryption and 
signature; instead, these operations are delegated to the user's 
node U. This node has a lot of processing and computational 
capacity to handle complicated tasks and operates as a 
blockchain mining node. 

Communication costs: We evaluate the proposed scheme 
based on the communication time it takes to send an 
authentication message from start to finish in the Decentralized 
Identifiers Network system. In most cases, the time required 
depends on the network speed of the test environment. In other 
words, for longer periods of time, the network will be slower. 
In this study, fore systems' device identifiers are examined for 
response time. Various outcomes from identity authentication, 
either successful or unsuccessful, are taken into account while 
measuring the effectiveness of the method. 

 
Figure. (8) Cost Comparison 
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CONCLUSION 
IoT and blockchain are two trending topics at the moment, 

and in this paper, we showed how blockchain may be used in 
conjunction with other techniques to ensure secure 
authentication between smart devices and reliant parties in a 
smart health care system. The suggested system, in particular, 
uses Decentralized Identifiers (DIDs) technology to 
authenticate a requestor without exposing the end user's 
information. Furthermore, the suggested scheme incorporates 
anonymity and traceability as security elements. It's also been 
proved to be resistant to a variety of possible attacks through 
informal security research. When compared to other current 
competing authentication techniques, a detailed comparison 
reveals that the model provides greater security with 
comparable computing costs and low communication costs. 
Towards achieving the privacy of access policy, we will 
consider access control approaches in the future. Furthermore, 
we plan to implement and evaluate a prototype of the extended 
system in order to achieve higher utility in real-world 
applications. 
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