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Abstract—This paper reviews recent researches on security
issues in unmanned aerial vehicles (UAVs)-based networks. We
categorize the recent studies into secure communications and
secure resource management in UAV-based networks, and provide
the trends of state-of-the-art techniques. Lastly, future research
directions on secure communication and computing for UAVs are
summarized.

I. INTRODUCTION

Nowadays, UAVs are utilized for various purposes, such
as small mobile base stations (BSs), unmanned surveillance
aircraft, and environmental observation equipment for smart
urban or harbor environments. The recent developments of
communication technology beyond 5G to 6G which is com-
bined with edge computing technology enables high-speed
computations and low-latency communication to support UAV-
based networks. Furthermore, various types of UAVs have
been produced, such as cluster UAVs, ultra-small UAVs, and
drone-taxi [1]–[3]. In addition, multiple studies have been
conducted to overcome the physical limitations of UAVs and
to efficiently manage the limited resources of UAV networks
according to the system’s goal of use [4], [5].

In practical scenarios, UAVs construct networks with pe-
ripheral elements such as IoT devices, mobile devices, BSs,
and virtual servers (e.g., cloud or edge server). As massive
data traffic is generated in these UAV-to-everything networks,
data loss or malicious attacks could be critical to not only
driving control and data management of UAVs but also that
of other components connected with UAVs. For this reason,
research on network management and communication technol-
ogy considering data privacy and security protection in UAV-
based networks is attracting attention as an essential research
subject and approaching from various perspectives. This paper
classifies potential security issues in UAV-based networks and
provides the trends of state-of-the-art techniques to address
them. The rest of this paper is organized as follows. Sec. II
overviews the data privacy issues of UAV-based networks and
presents various research results for the security issues of UAV
networks. Sec. III describes future research directions. Lastly,
Sec. IV concludes this paper.

II. SECURITY-PRESERVING SOLUTIONS FOR UAV BASED
NETWORKS

UAVs are widely used in mobile networks and distributed
systems due to their advantages such as low cost, high mobil-
ity, and scalability. However, there are practical limitations in
UAV networks, e.g., limited battery, high uplink speed require-
ments for real-time video streaming, and we focus particularly
on potential security threats in wireless data transmissions of
UAVs. The potential security threats in UAV-based networks
at the physical layer are subdivided into malware, malicious
insider, service disruptment, man-in-the-middle, and sppofing,
as shown in Fig. 1. This section introduces the latest studies
dealing with these potential security threats by categorizing
them into secure UAV communications and secure resource
management.

Fig. 1: Potential security threats in UAV networks

A. Secure UAV communications

In UAV networks, air-to-ground radio channels’ broadcast
and line-of-sight (LoS) characteristics can cause security
vulnerabilities in data transmission. To improve the security
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performance, a method is proposed to support legitimate data
transmission through an area-based security measure called In-
tercept Probability Security Region (IPSR) which is based on
Internet Protocol (IP) in applications that emit artificial noise
[6]. An artificial neural network (ANN) is used for predicting
future network changes and ensuring safe UAV operation by
adaptively optimizing UAV controls and efficiently managing
resources [7]. Also, the high mobility of UAVs is utilized
to improve the fundamental confidentiality of UAV-to-ground
communications while jointly optimizing trajectory and power
controls [8]. Another study ensures stable wireless connec-
tivity of cellular-connected UAV applications (e.g., delivery,
taxi, VR application, traffic monitoring, accident investigation,
and public safety) using deep learning and solves interference
management and authentication problems [9].

In addition, there are several studies to deal with secu-
rity issues related to abnormal intrusion detection, various
security attacks, and authentication/access control in MEC
systems using UAVs. To address security issues in edge server-
connected networks, a new framework has been proposed that
ensures the security of user identity authentication based on
detection, defense, and authentication capabilities and allows
timely security measures through effective early warning [10].
Also, when there are eavesdroppers and radio jamming attacks
in UAV networks, collaborative remote jamming was proposed
to efficiently identify and address attacks from a perspective
of physical layer security [11].

B. Secure resource management

When UAVs have a role of mobile BSs, there could be
resource sharing among UAVs through UAV swarm or multi-
UAV system; therefore, some studies maximize the advantage
of participating stakeholders to efficiently exchange costly
resources (e.g., energy, data, money, etc.). There is a study
that proposes a novel deep reinforcement learning model that
includes Convolution Neural Turing Machines (ConvNTM).
For all UAVs, it is possible to simultaneously make work
decisions such as route and data collection or charging. This
optimizes the cost of using resources [12]. Another solution
is a hierarchical Stackelberg game framework for UAV access
choice and BS bandwidth allocation [13]. In UAV and edge
server-based environments, the problem of pricing resources
and offloading risk-aware data can also be presented [14]. This
problem is formulated as a distributed maximization problem
of each user’s expected prospect-theoretical utility function
and is solved by switching to an uncooperative game between
users. Another recent study uses the pricing Stackelberg game
to formulate action utilities between UAVs, cluster headers,
and BSs. The purpose of maximizing profits is achieved by
optimizing the price of providing security as a service in the
UAV cluster network [15].

Security resources can be deployed in the cloud or edge
server, which can efficiently provide offloading and security
services to UAVs with high bandwidth and low latency.
Various studies have also been conducted to target managing
security resources on the edge servers.

A new privacy security spectrum sharing mechanism based
on blockchain technology between UAVs and terrestrial cellu-
lar networks solves security challenges in wireless transmis-
sion and jointly maximizes the benefits of mobile network
operators (MNOs) and UAV operators [16].

Among the studies for security resource allocation present
in edge servers, there is a study that assumes a software-
defined air-ground integrated network consisting of UAVs, 5G
BSs, and mobile edge computing (MEC) node groups [17].
In this work, the proposed solution jointly optimizes security
and radio resource allocation in air-ground integrated networks
(AGNs) based on software-defined networks (SDNs), while
integrating cooperation and competition functions between
UAVs and MEC nodes. In more detail, the authors introduce a
non-cooperative game to model competition between UAVs in
situations where security and radio resources are limited. The
MEC nodes play a coalition game to share security and radio
resources and build a coalition to improve profits. This solves
limited resource sharing problems, reduces transmission delays
in UAV-based networks, and smoothly responds to external
attacks through optimized security resources [17].

Furthermore, there is a study considering the environment in
which eavesdropping UAV exists, and its location is uncertain
[18]. In this work, low complexity iterative algorithm is
utilized to maximize the minimum security capacity under
delay, minimum offloading, and total power constraints. The
proposed algorithm can jointly optimize the UAV position,
transmission power, UAV jamming power, offloading ratio,
UAV computing capacity, and offloading association.

III. POTENTIAL FUTURE RESEARCH DIRECTIONS

To improve the security performance of UAV-to-everything
networks, we can consider the following future research di-
rections.

A. Distributed AI for UAV environments

Several studies have been conducted using federated
learning (FL) and multi-agent deep reinforcement learning
(MADRL) to effectively control UAV communications and
resource management in a distributed mobile environment
such as UAV-based networks in consideration of physical
characteristics of UAVs [19]–[21]. It has already been proven
that distributed artificial intelligence (AI) algorithms provide
good performances in UAV environments such as UAV flight
policy control, optimal power charging in multi-UAV environ-
ments, and communication resource allocation in UAV-based
surveillance environments [1]–[5], [21]. Further researches on
data privacy and security can be conducted in-depth through
the pre-research technologies based on the distributed AI
which is optimized for the physical limitations of UAV systems
or UAV mobility and flexibility.

B. Combination with digital twin technique

It is expected to combine the UAV-based network with
digital twin (DT), which can simulate real-world problems in
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a virtual environment. DT allows real UAV-to-everything net-
works with heterogeneous network characteristics and physical
limitations of UAVs (e.g., weight, hovering time, fuel limit,
etc.) to be modeled on virtual environments. In this way,
combined with DT, it is possible to predict the results of
security enhancement techniques optimized for UAV systems.
Moreover, in this process, data privacy issues arise from a
data transmission perspective since data transfer between the
real world and the virtual world is essential. Ensuring real-
time and secure transmission and preventing malicious attacks
and eavesdropping from outside in the process of delivering
large amounts of data may attract attention as a new research
subject.

C. Accessing through mmWave channel characteristics

Millimeter-wave (mmWave) channel is utilized for 6G
communications to support high data transmission rates by
supporting abundant frequency bands. Performances of UAV
communications in mmWave bands, which finds potential
eavesdroppers and resolves data privacy or security issues, are
still strongly dependent on the availability of LOS channels.
For this reason, considering mmWave channel characteristics
to utilize the huge bandwidth is important to avoid potential
eavesdropping and ensure the communication speed required
by the UAV network.

IV. CONCLUSIONS

In this paper, various security issues in the UAV envi-
ronment and related technology trends are investigated and
classified. Security in the UAV environment has been mainly
studied on the physical layer of communication, and there
are several kinds of research applying economic theory, op-
timization theory, and AI. Through this research survey, we
can predict future research trends on security issues in UAV
environments. In addition, at the end of the paper, we propose
research directions that can be extended through combination
with various technologies.
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