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Abstract—This study aims to perceive the potential security
threats in unmanned aerial vehicles (UAVs) assisted communica-
tion networks and to determine the feasible and effective security
solutions in order to ensure secured UAV assisted cyber physical
system (CPS) (UAV-a-CPS). Fifth generation (5G) and beyond
wireless technology is capable to provide support for a plethora
of data hungry and time sensitive applications. UAV is one of
the vital features of 5G and beyond cellular technology to be
deployed in a wide gamut of applications. Since the application
domain of UAV networks includes civilian, aviation, and military
sectors, thus it can be a prime target to the hackers. This work
emphasizes the security issues that require to be prioritized and
addressed with appropriate security measures to make UAV-
a-CPS secured and safe enough for commercial applications.
Moreover, we provide several innovative, scalable, and insightful
design considerations to encounter security threats inherent to
UAV networks. It is shown that the multi-layer based adaptive
security approaches would be beneficial to protect UAV-a-CPS
from the potential and emerging security threats effectively.
Finally, we provide probable futuristic research directions to add
newer dimensions in these arena.

Keywords—Unmanned aerial vehicles (UAVs), cybersecurity,
cyber physical system (CPS), energy efficiency, 5G and beyond.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) can also be named as
flying ad-hoc wireless devices (FAWD) or drones are receiving
noteworthy attention now-a-days due to have greater possibil-
ity of line of sight (LoS) links to the terrestrial users and
flexible infrastructures with cost efficient implementation and
greater mobility. The application field of FAWD is not limited
to military and aviation sectors, it is gaining exponential
growth in terms of civilian applications as well [1]. UAVs
are capable to provide temporary cellular network coverage in
areas, where fixed network infrastructure has been affected due
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to natural calamities. UAV-assisted ad-hoc wireless networks
can be an alternative way acting as aerial base station to
provide telecommunication network privileges to the remote
places, where establishing fixed cellular infrastructure is ex-
pensive, inefficient, and not fruitful because of limited number
of users. UAVs are also useful for emergency rescue opera-
tions, weather monitoring, industrial infrastructure monitoring,
logistics, quick disaster management to the affected areas,
and military surveillance and battle mission applications [1]—
[3]. It is speculated by United States (US) federal aviation
administration (FAA) that the demand of commercial UAVs
implementation would be triple by 2023 [4]. Many countries
are investing a large amount of money for the large scale com-
mercial deployment of UAV because of its immense prospects.
Despite of having rising potentials and versatile applications of
UAV, several challenges exist in UAV-assisted networks such
as route planning, security, privacy, collision avoidance, energy
consumption, and delay optimization [5]-[7]. In order to bring
out the full benefits of UAVs, it is imperative to address these
challenges proactively and efficiently.

Cyber physical systems (CPSs) are a new breed of systems
that combine computational and physical potentials to interact
with humans through a variety of different controllable pro-
cesses. UAVs would be an ideal CPS due to have three main
parts of CPS like powerful computation unit, ad-hoc wireless
communication systems, and adjustable control unit. The key
benefits of deploying UAVs in CPS applications are their
unconventional properties, such as mobility, easy deployment,
adaptable altitude, tailored control, and excellent assessment
of real-world functions at any time and at any location [8],
[9]. Despite of offering wider promises as ideal CPS, UAV-
assisted CPS (UAV-a-CPS) is easily vulnerable because of
the unforeseen and unregulated settings, the open wireless
communication channel, three dimensional placement, and the
lack of appropriate security standards.

Security is a crucial aspect in any CPS, therefore, security
issues in CPS need to be addressed with high priority to make
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the system reliable and secured for commercial deployment
[10], [11]. In present times, the researchers are focusing on
the security issues of UAV-a-CPS with high importance and
investigating feasible and efficient security solutions to protect
the systems [1], [12], [13].

In this work, security issues, challenges and efficient pro-
tection initiatives have been revisited from UAV-a-CPS per-
spective. Potential and emerging security threats in different
layers of UAV-a-CPS has been discussed in details. Moreover,
we proposed combination of Al assisted layer-based adaptive
security approaches that would be instrumental to guard the
UAV-a-CPS in an effective manner.

Related works have been illustrated in section II. In section
III, the architecture and characteristics of UAV-a-CPS have
been described. Security and privacy concerns in UAV-a-CPS
have been focused in section IV. In section V, potential cyber
threats from UAV-a-CPS perspective have been articulated.
Section VI briefly discusses the challenges when implement-
ing new security solutions in UAV-a-CPS. The effective ap-
proaches to defend the security threats have been highlighted
in section VII, and the insightful conclusions have been made
in section VIIL

II. RELATED WORK

Significant contributions have been made to identify the
potential and emerging challenges in UAV-a-CPS underlining
security and safety concerns [14]-[24]. In [14], [15], the
authors highlighted the potentiality of existing communication
technologies in order to fulfill the prospects of UAV assisted
networks in civilian applications along with the enhancement
of safety and scalable connectivity requirements. The authors
also highlighted the security concerns from communication
networks perspective in different data sharing stages such
as UAV-to-UAV, UAV-to-cellular infrastructure and UAV-to-
satellite networks. Moreover, the authors reviewed the threat
mitigation techniques to protect confidentiality issues. In [16]—
[24], the authors illustrated a comprehensive survey on security
and privacy challenges and network vulnerabilities in UAV-
a-CPS. Furthermore, the researchers recommended different
measures and technologies to ensure safety and privacy in
UAV-a-CPS. Theft and vandalism are considered as severe
cyber threat in UAV-a-CPS in [21]. In [25], the authors em-
phasized on the secured UAV communications in 5G networks
highlighting the impact of promising technologies such as
multiple antenna and smart interference management that can
reduce the eavesdropping cyber attack. The authors in [26],
[27] discussed about a wide range of emerging applications of
UAV-a-CPS and the challenges for commercial deployment.

In this review, we study the existing challenges of UAV-
a-CPS underlining security vulnerability and safety issues
and investigate how innovative and scalable technologies and
approaches can be blended to provide efficient security solu-
tions to secure UAV-a-CPS. We demonstrated that multi-layer
based security techniques and adaptive approaches can actively
protect UAV-a-CPS from potential cyber threats.
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Fig. 1: Architecture of UAVs networks.

III. ARCHITECTURE AND CHARACTERISTICS OF UAV
ASSISTED CYBER PHYSICAL SYSTEMS

In this section, we described the general architecture of UAV
networks along with the characteristics of UAV-a-CPS.

A. Architecture of UAVs Wireless Networks

UAVs are aircrafts or quadcopters that can fly without the
need for a pilot on board. The exterior structure including
interior design and control mechanism of UAVs can vary
considering the varied application requirements and the con-
dition of operational environments. The flight control unit,
sensor payloads, wireless communications module, and a
ground control station (GCS) build up the overall structure
of unmanned aircraft systems. Fig. 1 depicts the general
architecture of UAV driven wireless ad-hoc networks. UAV
can be operated by on board electronic equipment or from the
ground via remote control equipment with the aid of reliable
and very high-speed wireless communication networks. The
main part of the hardware section of the UAV is the flight
control unit, which consists of powerful micro controller unit
responsible for computation, control and data storage, and
rechargeable batteries to supply the required energy for all
operations. The sensor payloads equipped with different sen-
sors, accelerometers, actuators, GPS module for position and
navigation purposes, and high resolution cameras to collect
images. The communication module includes very high-speed
wireless interface and antennas to transmit and receive control
signals and data. The ground control station comprised with
a remote controller module to control UAVs and its activities,
wireless communication module to maintain communication
with UAVs and graphical user interface (GUI) integrated
monitoring software to visualize the activities of UAVs. There
are mainly two types of radio communications that occur
in a typical UAV-assisted communication networks; UAV-
to-UAV and the communication between UAV to any other
objects denoted as UAV-to-X communications. Since UAV
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is an unmanned aircraft, flight control, navigation, decision
making, and data transmission and reception are controlled by
the remote controller from the GCS. This leads UAV systems
dependent on appropriate wireless networks. The 5G cellular
networks can be truly heterogeneous, hence, the coordination
of UAV systems with multiple technologies is a significant
challenging task in order to ensure smooth wireless networking
and uninterrupted services. The communication processes in
UAV assisted systems can be affected due to irregular mobility
of UAVs, interference in densed networks, and multipath
fading effect in urban areas. Efficient interference management
technique needs to be utilized to meet these challenges.

B. Characteristics of UAVs Cyber Physical Systems

CPS offers an embedded physical and cyber domain system,
where three main operations of CPS named computation, com-
munication, and control are achieved while serving the desired
purposes. The national aeronautics and space administration
(NASA) first advocated CPS in space explorations involving
drones. Later, it is applied to military applications to lessen
human injuries or even to save lives in battle mission, with
a view to controlling weapons remotely without participating
directly in the target spot. Now-a-days, the concept of UAV-
a-CPS is widely deployed in industrial applications and many
other areas of civilian applications [26].

It is anticipated from a typical CPS to conduct real-time
and reliable monitoring and control of physical entities, as
well as to improve the efficiency of resource management
and performance optimization. In a similar way, the UAV
integrated networks work by initializing data collection in
terms of sensing physical parameters of interests, information
exchange through wireless communication networks, decision
making by the control unit through rigorous computation
and programming, and finally the execution of the decision.
Therefore, UAV-assisted system has all the required units of a
typical CPS. An overview of UAV-a-CPS is shown in Fig. 2.
Based on the structure of the CPS and the number of operating
UAVs, UAV-a-CPS can be categorized in different ways. In
multiple UAV-a-CPS the coordination among the components
to ensure seamless operation and tasks management is a
challenging task. Artificial intelligence (Al) driven approaches
can shed light to address these challenges effectively. More-
over, machine learning based approach offers full scalability
to optimize the UAVs route planning to avoid collision and
interference issues and coordination among different units to
improve the performance of UAV-a-CPS significantly.

IV. SECURITY AND PRIVACY CONCERNS IN UAVS CPS

The secured UAV-a-CPS must ensure control and access of
the system by authorized users only. This section illustrates
the primary security and privacy concerns that need to be
addressed properly in order to design a secured UAV-a-CPS.

A. Data Integrity

Data integrity signifies that data is not altered while in
transit toward the intended users. Since, there is no on board
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Fig. 2: UAV assisted cyber physical systems.

driver in UAVs, the whole operation is based on the data
and control signal from the remote controller. Therefore, data
integrity is crucial in UAV-a-CPS to perform designated tasks
efficiently and safely. If data integrity is not ensured, then data
manipulation through man-in-the-middle attack can confuse
the UAVs and even can make the flight operation fall in vain.
Data integrity has to be guaranteed in order to design secured
UAV-a-CPS. To ensure data integrity, encrypted data sharing
and strongly secured authentication mechanisms need to be
deployed.

B. Data Confidentiality

Data privacy means data is not shared or made available to
unauthorized and unintended users. The sensors incorporated
in UAV networks collect plethora of confidential data that need
to be protected in an appropriate manner. The cameras of
UAVs take confidential targeted images while flying, which
can include some undesired images as well. These undesired
images can reveal the privacy of the people and valuable
resources. The undesired images have to be protected or even
be discarded in a secured way to certify confidentiality. In
consequence, proper security mechanism is essential in UAV
networks to handle targeted images in an organized way.
Moreover, the security techniques need to guarantee that the
undesired images are properly discarded and cannot be re-
trieved. Encrypted authentication and authorization, and highly
secured device-to-device pairing and data sharing approaches
can provide data confidentiality in UAV-a-CPS.

C. Authentication and Authorization

Proper authentication and authorization to access the sys-
tems and avail the expected services is vital in CPS. The
ground control station primarily control and regulate the
overall operation of UAVs remotely. It is imperative to guard
any unauthorized access in the remote control system by
implementing effective and encrypted security authorization
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technique. Moreover, authorized users also need to be au-
thenticated each time to certify the accountability and secured
access in the control systems. Suitable virtual private network
(VPN) technique should be implemented to promote secured
authentication and authorization in UAV aided communication
systems.

D. False Data Injection

False or unauthenticated data injection in UAV-a-CPS can
ultimately ruin the performance of the systems and its im-
pact on beneficiaries. When UAV-a-CPS are implemented for
example in agriculture sector to predict authentic weather
information, false data injection can provide wrong weather
forecasts and ultimately mislead the farmers and entrepreneurs.
Hence, it leads to undertake wrong decision and consequences
severe financial loss. It is a rising threat in CPS and it should
be addressed effectively in order to certify secured CPS.

E. Data Fabrication

Intended false representation of data while transmitting or
receiving can severely hamper the flight operation of UAVs.
Data fabrication can also mislead the ground controller to con-
trol the UAVs as expected, and it can deliver false information
of several sensors status of UAVs to the controller by the
hackers. Therefore, only authorized access and highly secured
and encrypted data sharing strategy can lower the chances of
data fabrication threats.

V. POTENTIAL CYBER THREATS IN UAVs CPS

The major potential and emerging cyber threats and its detri-
mental effects in UAV-a-CPS are articulated in this section.

A. Unauthorized Access

Unauthorized access in control system is considered as the
main threats in UAV-a-CPS since this is the gateway to enter
in the system. As there is no on-board controller in UAVs, any
unauthorized access in the remote control system will gain the
permission to control the overall UAV networks. After gaining
unauthorized access in the control system, hacker can easily
control the flight operation of UAV as per the hacker desire and
even can hijack the UAV. The system loses its data integrity
and confidentiality features through unauthorized access. It
is worth mentioning that unauthorized or intruder access in
the control system actually make the overall UAV system
unsecured. Therefore, unauthenticated and unauthorized access
has to be guarded effectively in order to keep UAV-a-CPS
secured and protected.

B. GPS Spoofing and Jamming

UAV-a-CPS always maintain strong wireless communication
with global positioning system (GPS) satellites and low alti-
tude aerial repeaters to keep updated its location information
in real time and other navigation purposes. GPS spoofing is
a well-known example of false sensor data injection attacks.
Because GPS signals are frequently unencrypted and unau-
thenticated, the attacker uses a spoofing attack on the GPS to
modify the UAV’s GPS receiver by mimicking the generated

signal. As a result, the attacker gains complete control over the
UAV. In [28], [29], the authors illustrated the damaging impact
of GPS spoofing in UAV-a-CPS and how it causes the CPS
unsecured. The drone can be forced to respond to false signals
as a result of the GPS spoofing attack and it can completely
disrupt its navigation system.

Besides GPS spoofing, GPS jamming is also a crucial threat,
which is less difficult to implement than spoofing. Jamming
occurs when an opponent sends out a distracting signal that
hinders normal signals from being received and decoded,
causing the UAV to become disoriented and disconnected from
the GCS that leads to crash. The genuine or true position
information of the drone must be maintained in order to
maintain identity privacy. When a dispute arises, however,
the proper authority can effectively race and arbitrate it.
Necessary initiatives should be taken in order to prevent
allowing unauthenticated drones to fly in the skies, and mutual
authentication is required for secure communication to ensure
that the identification of drones is not revealed.

C. False Sensor Data Injection

False sensor data injection target on-board sensors, ac-
celerometers, and actuators that are dependent on sensing
external environment conditions. The purpose of this cyber
attack is to destabilize UAVs by compromising a collection
of sensors and introducing falsified readings into the flight
controller, hence jeopardizing the control system and the flight
mission of the drones.

D. DoS Attack

Interception, spoofing, jamming, and denial of service (DoS)
are examples of link attacks between UAVs and ground control
station [24]. An attacker floods the link between UAVs and
GCS with fake data packets to keep it busy while preventing
it from receiving any useful data from UAVs. The hacker
can easily do such activity if the communication link is not
encrypted. In most cases, the attackers intercept real GCS
communications, give the required instructions to the UAYV,
and then broadcast the expected responses to the GCS, like a
man-in-the-middle assault.

E. Wireless Interface Attack

To maintain continuous contact with satellite repeaters,
GCS, cellular base station, and other UAVs, typical UAVs uti-
lize several wireless interfaces. Due to weak security features
(WEP and WPA) of Wi-Fi access technology, the system is
easily vulnerable. This level of sophistication, along with the
physical and mechanical properties of UAVs, broadens the
breadth of potential vulnerabilities and opens the door to a
variety of attacks targeting UAV communication units.

Furthermore, automatic dependent surveillance-broadcast
(ADS-B) plays a pivotal role as an aircraft operation moni-
toring system based on GPS for ground-to-air, and air-to-air
data connection communications. Despite the fact that only
a few UAVs are equipped with an ADS-B system, it must
be an essential strategy for avoiding collisions with other
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human and unmanned aircraft. UAVs equipped with ADS-
B will automatically broadcast their location, altitude, speed,
heading, identification number, and other data to other aircraft
or ground stations within a certain range without the need
for manual intervention while allowing the UAV operators to
keep track of the aircraft’s status by exchanging unencrypted
and unauthenticated ADS-B signals [30]. Due to the inability
to identify or validate the ADS-B warning, such signals can
easily be jammed or replaced by fraudulent entities, putting
UAVs in danger of crash.

F. Skyjack Attack

Skyjack is an emerging cyber threat in UAV-a-CPS that
is capable to hijack nearby flying drones that are within the
wireless perimeter of hacker drone [31]. First, the hacker drone
finds medium access control (MAC) address of the neighbor
drones within its Wi-Fi perimeter and then disconnects the
victim drone from the control station. Then the controller of
the hacker drone gains access to take the overall control of
the victim drone.

VI. CHALLENGES IN PROTECTING UAV-A-CPS

This section highlights the major challenges that need to be
addressed while implementing new prospective techniques to
make UAV-a-CPS more secured and safe.

A. Energy Efficiency

UAVs are battery powered digital electronic device that can
perform the desired flight mission with limited energy storage.
Therefore, any new initiatives to ensure improved security
features must be energy efficient. Otherwise, new security
technique may not be a feasible solution in UAV-a-CPS
considering the energy constraint. Appropriate optimization
techniques can be reevaluated parallel to the security initiatives
in order to provide secured energy efficient communications
in UAV-a-CPS.

B. Latency Awareness

Low latency communication is one of the generic features
under ultra reliable low latency communication (URLLC) in
5G and beyond wireless networks. To ensure security in UAV-
a-CPS, new security approaches should not increase trans-
mission latency in UAV communication networks. Security
initiatives that increase latency can make the UAV-a-CPS
inappropriate for several time sensitive applications.

C. Complexity Reduction

The skyrocketing demands of data greedy applications of
UAV assisted communication systems make the architecture
of the network much complicated. Due to the limited battery
energy and computational processing ability, the complexity of
the structure of UAV should not be increased while offering
intensive amenities, additional services and security benefits.
Smart computational offloading can be an effective approach
to reduce computational complexity at the end of UAVs. Since
UAVs are battery powered digital electronic devices, thus
energy storage has to be efficiently managed to complete the

desired mission. Tasks offloading concept [6] either on ground
or air in UAV networks can assist to provide desired services
while reducing the computational burden in UAV intelligently.
It is important to keep in mind that new security techniques
also need to be optimized in such a way that it would be
compatible without increasing the computational and circuital
complexity in UAV-a-CPS.

VII. CYBERSECURITY APPROACHES IN UAV-A-CPS

In order to secure the UAV-a-CPS, there is no alternative
of standardizing wireless security protocols solely for UAV
communication networks. We propose a blend of emerging
security techniques in Table I to protect UAV-a-CPS from
potential cyber threats while keeping the security challenges
in mind.

TABLE I: Proposed security approaches

Proposed Features Benefits Over Existing Ap-
Security proaches
Initiatives
No-trust Identity-centric  approach | This technique will assist the
authenti- that combines runtime | aerial system to significantly
cation authorization choices with | limit the chances of an exter-
classic  defense-in-depth | nal attacker gaining unautho-
security concepts [32]. | rized access to the network
This protocol will be | as well as the risk of lateral
coordinated at the ground | movement in the event of
station and will ensure | a security breach instead of
that no illegal UAVs stay | existing perimeter-based im-
inside the designated aerial | plicit trust method.
network.
Lightweight| A lightweight mutual | Energy-efficient and
crypto- authentication protocol | low-consumption of
graphic can  provide energy- | computational resources will
protocols efficient and secure | be emerged while rendering
communications ~ among | secured communications
drones and ground stations | compared to current
effectively by integrating | cryptographic encryption
advanced encryption | protocols that offer basic
standard (AES) to | security  services  while
encrypt information of | consuming high energy and
the transceiver [33]. computational resources.
Al The low probability in- | Conventional methods, such
assisted terception and detection | as  spread-spectrum-based
jam- (LPID) property of a trans- | jam-resistant signaling
resilient mit signal makes it dif- | techniques have the potential
aerial ficult for an adversarial | to be readily predictable
waveform transceiver to discover and | while compromising the
design extract relevant informa- | system’s security. In
tion from its broadcasts | contrast, an autoencoder
[34]. based approach to generate
transmit waveforms from
ground station to drones and
vice-versa yields promising
outcomes  to  encounter
potential jamming signals.
Al driven | AI driven blockchain- | Its scalable and adaptive
blockchain | based security mechanism | layer-based natures can yield
is efficient to ensure | robust security in UAV-a-
data integrity and | CPS rather than ordinary se-
confidentiality through | curity mechanisms.
offering transparency [35]
in UAV-a-CPS.

The proposed security initiatives can outweigh the existing
security mechanisms efficiently. The multi-layer and adaptive
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functionalities of the proposed security approaches offer appli-
cations specific customized features to contribute appropriate
shield against potential cyber threats in UAV-a-CPS. The
proposed security techniques with the aid of Al can offer
robust security to ensure effective protection in UAV-a-CPS
considering the constraints.

VIII. CONCLUSION

This paper reassessed potential and emerging cyber threats
and proposed suitable cybersecurity approaches in UAV-a-
CPS. Complicated security mechanisms cannot be suitable for
deployment in UAV-a-CPS due to its limited computational
processing ability and energy constraint. UAV-a-CPS has a
plethora of sophisticated applications in military and civilian
sectors. Due to weak security system, the UAV-a-CPS is still
vulnerable to cyber attacks, which hinders massive commercial
deployment. In summary, it can be stated that the proposed
multi-layer and applications oriented adaptive security tech-
niques can secure UAV-a-CPS while meeting up the existing
security challenges. In near future, Al-based security initiatives
will be explored extensively to provide advanced security
solutions against emerging cyber threats in UAV-a-CPS to
fulfill the rising expectations of beyond 5G networks.
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