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Abstract—Unmanned Aerial Vehicle (UAV)
communications face dual challenges: RF channels are
vulnerable to interception and jamming attacks [1], while
Optical Camera Communication (OCC) offers security but
suffers from physical disruptions [2][3]. This paper proposes a
Hybrid Adaptive Channel Switching Algorithm that designates
OCC as the main secure channel with RF as emergency backup.
The algorithm employs hierarchical defense: (1) cryptographic
filtering of logical attacks (replay, tampering) via nonce and
MAC verification without channel switching [7]; (2) adaptive
FEC (LDPC/Reed-Solomon) redundancy adjustment based on
the experimentally derived physical collapse threshold of BER
0.02 and (3) autonomous RF switching upon physical collapse
detection. Simulation across six attack scenarios demonstrates
successful logical attack filtering (<lms Response Time),
adaptive resilience under degraded conditions, and reliable
failover during jamming/blockage (~500ms switching response
time), ensuring continuous drone control even under severe
cyber-physical threats.

Keywords— Optical Camera Communication (OCC), Drone
Security, Hybrid Channel Switching, Adaptive FEC, Jamming
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I. INTRODUCTION

Unmanned Aerial Vehicle (UAV) systems have become
indispensable assets in military surveillance, reconnaissance,
and critical infrastructure monitoring [8][9]. The operational
success of these systems relies heavily on the stability and se
curity of the Command and Control (C2) link. Currently, the
majority of UAVs depend on Radio Frequency (RF) channel
s for communication. While RF offers advantages such as lo
ng-range transmission and Non-Line-of-Sight (NLoS) capab
ilities, it suffers from critical vulnerabilities: the RF spectru
m is increasingly congested, easily interceptable, and, most c
ritically, susceptible to RF Jamming attacks which can paral
yze drone operations [1][10].

To overcome these limitations, Optical Camera Commun
ication (OCC) has garnered attention as a secure alternative
[2][3]. By modulating data onto LED light sources and recei
ving it via camera sensors, OCC provides a communication ¢
hannel that is completely immune to RF interference and jam
ming. Furthermore, the high directionality of light enhances
security against eavesdropping, making OCC an ideal candid
ate for a main communication channel in security-sensitive d
rone swarms [2][11].

However, reliance solely on OCC introduces new reliabil
ity challenges. Optical links are inherently sensitive to physi
cal environmental factors; atmospheric disturbances (e.g., fo
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g, strong ambient light) can degrade the Signal-to-Noise Rat
io (SNR), and physical blockage or optical jamming can cau
se sudden, catastrophic communication blackouts characteri
zed by extremely high Bit Error Rates (BER) [2][3]. In such
scenarios, static Forward Error Correction (FEC) schemes of
ten fail to recover data, leading to loss of control.

Addressing these dual challenges—RF vulnerability and
OCC instability—requires a dynamic and intelligent approac
h. This paper proposes a Hybrid Adaptive Resilience Algorit
hm that integrates the security benefits of OCC with the phy
sical robustness of RF [1][12]. Unlike existing static hybrid s
ystems, our algorithm dynamically assesses the nature of the
communication threat. It employs a decision logic that distin
guishes between logical attacks (which are mitigated by cryp
tographic verification), channel degradation (mitigated by ad
aptive FEC adjustment), and physical link collapse (mitigate
d by immediate switching to the RF backup channel).

The remainder of this paper is organized as follows:
Section II reviews related work on drone communication
security. Section III analyzes the threat landscape for OCC
and RF channels. Section IV details the proposed hybrid
algorithm and its decision logic. Section V presents the
expected performance and implementation strategy, and
Section VI concludes the paper.

II. RELATED WORK

Reliable data transmission in challenging communication
channels is fundamentally reliant on robust Forward Error
Correction (FEC) mechanisms and intelligent channel
management. This section reviews existing research on FEC
performance in harsh environments, addresses the specific
reliability and security challenges posed by Optical Camera
Communication (OCC) systems, and examines prior work on
hybrid channel switching protocols.

A. Block Code Performance in Adverse Channels

Block codes, such as Reed-Solomon (R-S) codes and Lo
w-Density Parity-Check (LDPC) codes, constitute the prima
ry foundation for error mitigation in communication systems
[4]. Traditional R-S codes are highly effective against burst e
rrors due to their symbol-based correction mechanism, whic
h treats multiple consecutive bit errors within a single symbo
| as a single error event [6]. Research has extensively utilize
d R-S codes for robust data storage and satellite communicat
ions where burst noise is prevalent [6]. Conversely, LDPC ¢
odes are modern, near-Shannon-limit error correction techni
ques known for their superior direct bit error correction capa
bility in random noise channels [5]. While numerous studies



compare the performance of these codes, they generally focu
s on Additive White Gaussian Noise (AWGN) channels and
rarely integrate the specific failure modes of optical commun
ication where bit errors must be converted into manageable e
rasures.

B. Reliability and Security Challenges in OCC Systems

OCC has emerged as a compelling alternative for drone
networks due to its high security and immunity to Radio
Frequency (RF) interference [2][3]. However, the reliability
of OCC channels is often compromised by environmental
factors. Research highlights that OCC links face significant
degradation from strong ambient light and atmospheric
disturbances (e.g., fog), leading to elevated Bit Error Rates
(BER) and burst packet loss [3][13]. Furthermore, the open
nature of optical channels exposes OCC links to unique
cyber-physical threats such as optical jamming (blinding
attacks) and physical blockage. Existing defensive strategies
often propose general FEC integration or basic security
protocols, but few rigorously evaluate the performance of
these mechanisms under the extreme, high-BER conditions
specifically induced by optical interference.

C. Hybrid Channel Switching Protocols

To overcome the inherent vulnerability of OCC to physical
blockage, existing research proposes Hybrid VLC/RF systems
[1][12]. These studies focus on network selection protocols
that utilize Packet Loss Rate (PLR) or Signal-to-Noise Ratio
(SNR) as metrics to switch dynamically from the high-
capacity VLC link to the ubiquitous RF link[12]. However,
these studies primarily target indoor or general IoT
environments and often lack the integration necessary for
dynamic drone swarm systems. Specifically, they do not
adequately link the three critical defense layers: logical attack
detection (MAC failure), physical link degradation (BER
thresholds), and adaptive FEC redundancy adjustment.

D. Research Gap and Contribution

A critical gap exists in the literature regarding the
integration of security-aware channel switching within the
severe context of drone OCC links. Existing hybrid systems
do not adequately distinguish between logical attacks (which
require cryptographic filtering) and physical channel collapse
(which requires channel switching). This paper addresses this
gap by proposing a Novel Hybrid Adaptive Resilience
Algorithm that defines a unique hierarchical decision logic:
(1) cryptographic verification to filter logical attacks without
channel switching overhead, (2) adaptive FEC to handle
intermediate channel degradation, and (3) intelligent RF
failover triggered only by genuine physical collapse, thereby
maximizing both security and reliability in OCC drone
operations.

III. SYSTEM MODEL AND THREAT ANALYSIS

To design a robust defense mechanism, it is essential to
define the operational environment and the specific cyber-
physical threats targeting the drone communication link.

A. Hybrid Communication System Model

We consider a general-purpose Unmanned Aerial Vehicle
(UAV) pair consisting of a transmitter and a receiver. The
system operates on a Hybrid Channel Architecture designed
to balance security and reliability [1][12]:

1) Main  Channel (OCC  Link): The primary
communication relies on Optical Camera Communication.

The transmitter modulates data via an LED array, and the
receiver demodulates signals using a rolling-shutter camera
[2][11]. This channel is selected for its inherent immunity to
Radio Frequency (RF) jamming and high data
confidentiality.

2) Backup Channel (RF Link): A standard RF module
(e.g., 2.4GHz/5.8GHz ISM band or Sub-GHz LoRa) serves
as an emergency backup. This channel is activated only when
the OCC link is physically compromised.

3) Security Assumptions: We assume that both drones
have established a secure session key via a lightweight Diffie-
Hellman key exchange protocol prior to the mission. All data
packets are encrypted and authenticated using the ChaCha20-
Poly1305 AEAD scheme [7].

B. Threat Model

We address two distinct categories of threats that
compromise the availability and integrity of the
communication link.

1) Physical Availability Threats (Channel Collapse) The
se attacks target the physical layer to disrupt communication
continuity [10][15].

e Optical Jamming: An attacker directs a high-intensity
light source at the receiver's camera. This saturates t
he image sensor, causing the Bit Error Rate (BER) to
spike beyond the recovery limit. Our preliminary ana
lysis indicates that while RS codes fail at BER > 0.00
2 due to the 'cliff effect,' LDPC codes remain effectiv
e up to BER = 0.02. Consequently, we define the phy
sical collapse threshold (@coltapse) as 0.02 to trigger th
e failover mechanism [3][13].

e Physical Blockage: Opaque obstacles (e.g., buildings,
birds) obstruct the Line-of-Sight (LoS) path. This res
ults in immediate signal loss, characterized by a Pack
et Loss Rate (PLR) of 100% [3].

2) Logical Integrity Threats (Data Manipulation) These
attacks target the data layer to deceive the drone control syst
em [14][15].

e Replay Attack: An attacker captures a valid past com
mand and retransmits it to induce unintended behavio
r. This does not affect channel quality but violates dat
a freshness [14].

e Data Tampering & Spoofing: An attacker modifies th
e payload of a packet or injects a fake command. Sin
ce the attacker does not possess the valid session key,
these malicious packets will fail MAC authentication

[71(14].

This threat model necessitates a Hybrid Adaptive Resilience
Algorithm that can distinguish between a physical collapse
(requiring channel switching) and a logical attack (requiring
packet filtering).

IV. PROPOSED HYBRID RESILIENCE ALGORITHM

To overcome the inherent reliability limitations of OCC
and ensure robust operation in hostile environments, we
propose a Hybrid Adaptive Resilience Algorithm. This
algorithm dynamically manages the communication channel
and error correction parameters based on real-time threat



assessment. The decision logic is structured into four it activates the Adaptive FEC mechanism, dynamical

sequential phases, incorporating a Recovery Mechanism ly increasing redundancy or selecting the optimal blo

alongside three defense layers: Phase 0 (Recovery), Phase 1 ck code (LDPC vs. R-S) to recover data.

(Physical Availability), Phase 2 (Logical Security), and Phase ) ) o o

3 (Adaptive Efficiency)." e [f the channel is Clean (BER =~ 0), it maintains a Mini
mum FEC state to maximize throughput and power e

A. Algorithm Overview and Decision Logic fficiency.

The proposed algorithm operates on a per-packet basis at

the receiver side. Fig. 1 illustrates the comprehensive flow Algorithm 1 formalizes the complete decision logic as ps

s . S eudocode:
chart of the decision-making process. The logic prioritizes
SYStem avallablhty and security before OptlmIZIHg fOI' Algorithm 1 Hybrid OCC Drone Resilience Algorithm with Active Defense
efficiency. - Initialize: PLR.SNR.BER « 0. FailCount + 0
_ Parameters: Range,, , x. Ocottapse, Orecovery, Threshold aseack

W

Input: New Packet P
> Phase 0: RF to OCC Switch-back Check

— 1: if Current Channel is RF then
5 Monitor: GPS Data (D, cn¢), Camera Sensor (LoS), Test BER
6 if D yyrene < Range,, ¢ then > Step 1: Distance Check
7 if LED Visible AND SNR Stable then & Step 2: LoS Check
- 8 if Test BER < 0,,..,..,, then & Step 3: Stability Check
vvvvvvvv B - — 9 Action: Exccute Switch to OCC Channel
a 10 else
11 Action: Stay on RF Channel
12 end if
I | 13 else
Fig. 1. Flow Chart of Hybrid Adaptive Resilience Algorithm :,' cnn(ii\i(;t fon: Stay on RF Channel
1) Phase 0: RF to OCC Switch-back (Recovery Layer): 16 else
Since RF is an emergency backup with lower security, the sy " mﬁ? fon: Stay on RF Channel
stem must revert to OCC when conditions improve. To prev 19:  return
. . . 2 1if
ent the 'ping-pong effect,' we implement a hysteresis mechan s 5> — Phase 1: Physical Layer Check (Availability)
ism: the switch-back is triggered only when (1) the drone is 21: Monitor: PLR.SNR. BER
. . . . . 22: if PLR = 100% OR BER > 0,,1apsc then
Wlthln the maximum OCC range5 (2) Llne'Of_Slght (LOS) 18 23 Action: Switch to RF Bac kupJ('lumuvl
secured, and (3) the test BER drops below the recovery thres 24 return
i (7) . . p . y 25 end if
hold (Orecovery = 0.005), which is significantly lower than the > — Phase 2: Logical Layer Check (Security)
Collapse threshold"’ 26: SecurePacket « False
27: if Nonce_Replay_Check(P) is Pass then
. . o 28 if MAC_Authentication_Check(P) is Pass then
2) Phase 1: Physical Collapse Check (Availability Layer SecurePacket « True
): The algorithm first evaluates the physical integrity of the 30:  else o o
) 31 Event: Tampering/Spoofing Detected
OCC channel. It monitors the Packet Loss Rate (PLR) and B 32 endif
: " : " e : 33: else
it Error Rate (BER). If a .Physwal Collapse (fonfhtl(.)n is det st Event: Replay Attack Detected
ected—defined as a sustained PLR of 100% (indicating bloc 35 end if
. .. 36: if SecurePacket is False tk
kage) or a BER exceeding the FEC recovery limit (e.g., BER e Dl P e
> 0.02) due to jamming—the system immediately triggers a 38 FailCount « FailCount + 1
. .. e 30:  if FailCount > Threshold gack ther & Severe Threat Detected
switch to the RF Backup Channel to maintain critical contro " Action: AoA Source Threttling vore Hment et
1 link Connectivity [12] 1 Action: Send RF Alert (AoA Status & Threat Level)
12 Action: Rule-Based Reconfiguration (Defensive Formation)
. . . 13; end if
3) Phase 2: Logical Security Check (Security Layer): If «  return 1
the physical channel is viable, the system verifies the logical ¢5: end if
. . . [ Phase 3: Optimization Layer Check (Efficiency)
integrity of the received packet [7][14]. %: if 0 < BER < fcotapse then > Error Exists but Manageable
17 Action: Increase FEC Redundancy (Adaptive k/m)
® Nonce Verification: Tt first checks the Nonce to detec 8: else o R > Clean Channel
. - 19 Action: Maintain Minimum FEC (High Efficiency Mode)
t and reject Replay Attacks. 50: end if
51: return & End Process

e  MAC Authentication: It then verifies the Poly1305 M
essage Authentication Code (MAC). A failure here in
dicates a Data Tampering or Spoofing attempt. In bot o . . . .
h cases, the packet is dis%arded. Furtlglermore if the ¢ The switching mechanism is designed as a fail-safe.
umulatfve number of logical attacks exceeds ’a predef Unlike traditiongl systems that may enter a "lost link" rpode
ined ‘Attack Threshold,” the system enters Active De (.g,, auto-landing) upon OCC failure, our system actlvely
fense Mode, triggering an alert to the Leader Drone a hapds over control to the RF module. Tq ensure rapid
nd reconfiguring the drone formation to throttle the a failover, the system pre-configures RF session parameters

ngle-of-arrival (AoA) of the malicious source." (g, frequ;ncy, encryp t'iOI"l keys) during the initializatiqn
phase. This design eliminates the need for dynamic

B. Channel Switching Mechanism

4) Phase 3: Adaptive Resilience (Optimization Layer): negotiation during an emergency, reducing the switching
Upon passing security checks, the algorithm assesses channe ~ latency primarily to the RF hardware wake-up time (approx.
1 quality [4][5][6]. 500ms).

e [f Intermediate Errors are detected (0 < BER < 0.02),



V. PERFORMANCE EVALUATION

To validate the effectiveness of the proposed algorithm,
we outline a comprehensive simulation strategy focusing on
resilience, response time, and security overhead.

A. Simulation Environment

The proposed system is modeled using a Python-based di
screte-event simulation framework. The simulation environ
ment replicates diverse channel conditions including:

e  Normal Channel (Clean): Low BER (< 0.001) with
stable line-of-sight conditions, validating the high-
efficiency mode.

o Degraded Channel (Intermediate): Moderate BER (0
.002 < BER < 0.02) simulating light fog or minor atte
nuation. This scenario tests the Adaptive FEC mecha
nism where the system increases redundancy without
switching channels.

® Adverse/Hostile Channel (Collapse): Severe BER co
nditions (> 0.02) simulating dense fog or optical jam
ming, or physical blockage. This exceeds the physica
1 collapse threshold, triggering the fail-safe switch to
the RF backup channel.

B. Key Performance Metrics

We evaluate the proposed algorithm based on three critic
al metrics, primarily focusing on the system's temporal respo
nse to different threat categories:

1) Resilience (Fail-Safe Response Time): Instead of mea
suring raw packet loss rates, we define resilience by the syst
em's ability to restore connectivity within a critical timefram
e. Specifically, under physical collapse conditions (Jamming
/Blockage), the metric is whether the channel switching is su
ccessfully executed within the hardware initialization limit (
~500ms), ensuring the outage duration is minimized to preve
nt mission failure.

2) Responsiveness (Decision Speed): We quantify the pr
ocessing delay between threat detection and countermeasure
execution. Minimizing this delay is crucial for maintaining r
eal-time control, especially for high-speed drone maneuvers.

3) Efficiency (False Alarm Suppression): Efficiency is e
valuated by the system's ability to distinguish logical attacks
from physical failures. We measure this by verifying that lo
gical threats (Spoofing/Replay) are filtered out with negligib
le latency (<1ms) without triggering the resource-intensive R
F channel switch. This metric confirms that high-cost counte
rmeasures are reserved only for genuine physical threats.

C. Simulation Results and Analysis

To verify the real-time responsiveness and decision-maki
ng logic of the proposed algorithm, we measured the process
ing response time across six different scenarios. The simulat
ion implements Reed-Solomon (RS) error correction code w
ith parameters k=1 and m=3, providing burst error correction
capability. The channel switching response time from OCC t
o RF is assumed to be 500ms, accounting for the 'wake-up' 1
atency from power-saving sleep mode, RF hardware initializ
ation, and handshake overhead. "Table I summarizes the co
mprehensive performance metrics for each attack scenario.

TABLE L PERFORMANCE COMPARISON ACROSS ATTACK
SCENARIOS
Scenario Average. Action
Response Time

1.Normal 34.9720 ms Adjust FEC (Increase Redundancy)

2.Severe
Fog(BER > 500.1000 ms Switch to RF

0.02)

3.Jamming 500.1000 ms Switch to RF
4.Blockage 500.1000 ms Switch to RF
5.Spoofing 0.1210 ms Discard (Tampering/Spoofing)

6.Replay .

Attack 0.1226 ms Discard (Replay Attack)

Response Time Analysis by Scenario (Hybrid Adaptive Algorithm)

(ool g ¥ oy

o cxeos) o)
o (O i Qhons . i
o @ 8 C e 4 st e

Fig. 2. Response Time Analysis by Scenario (Hybrid Adaptive Algorithm)

The simulation results, as illustrated in Table I and Figur
e 2, demonstrate the algorithm's adaptive performance:

1) Logical Attack Defense (Scenarios 5 & 6):

e For Spoofing and Replay Attacks, the system exhibit
s negligible response time (avg. < 1ms).

e This confirms that the Logical Security Layer (Nonce
& MAC check) efficiently filters out malicious pack
ets without triggering the resource-intensive channel
switching process, preserving system resources [7][14]

2) Physical Resilience (Scenarios 3 & 4):

¢ InJamming and Blockage scenarios, the system corre
ctly identifies the physical collapse and triggers the ¢
hannel switch.

e While this incurs a higher response time (avg. ~500m
s, dominated by the RF hardware initialization time),
it successfully maintains the control link, proving the
system's Resilience. This response time is an accepta
ble trade-off to prevent total loss of control (Fail-Safe

).

3) Adaptive Response to Environmental Factors (Scenar
io 2):

e In the Severe Fog scenario, the results show that whe
n the BER exceeds the critical threshold (e.g., severe
fog leading to BER > 0.02), the system prioritizes rel
iability and preemptively switches to the RF channel,
resulting in a response time profile similar to physica
1 attacks [3]. This ensures that the drone does not ope




rate under unstable conditions where FEC recovery is
uncertain.

D. Discussion

The evaluation confirms that the Hybrid Adaptive Resili
ence Algorithm successfully decouples logical threat mitigat
ion from physical link restoration. By isolating logical attack
s with low-overhead filters and reserving the high-response-
time RF switching mechanism only for genuine physical link
failures, the system achieves an optimal balance between sec
urity, efficiency, and reliability.

VI. CONCLUSION

This paper has proposed and evaluated a novel Hybrid
Adaptive Channel Switching and Resilience Algorithm
designed to address the dual challenges of reliability and
security in general-purpose Optical Camera Communication
(OCC) drone systems. Recognizing that traditional RF
channels are increasingly vulnerable to jamming [1][10] and
that OCC links suffer from physical fragility [2][3], we
established a strategic framework where OCC serves as the
secure main channel, fortified by an intelligent RF backup
mechanism.

The proposed algorithm introduces a hierarchical defense
structure that effectively decouples logical threats from
physical failures. Our evaluation confirms that the logical
security layer (Nonce/MAC verification) filters out malicious
attacks such as Replay and Tampering with negligible
response time (< 1ms), ensuring system efficiency [7][14].
Furthermore, the adaptive resilience layer dynamically
optimizes FEC redundancy under intermediate error
conditions, maximizing the utility of the secure OCC link
[4][5][6]. Crucially, in scenarios of physical collapse
(Jamming/Blockage), the algorithm successfully triggers an
autonomous switch to the RF channel, ensuring the continuity
of drone control and preventing mission failure [12].

By integrating these mechanisms, the proposed system
achieves a superior balance between security, efficiency, and
reliability, providing a robust operational standard for next-
generation secure drone networks.
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