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Abstract—In this paper, we propose and simulate a high-
altitude platform (HAP)-based quantum key distribution (QKD)
network architecture using free-space optics (FSO) links to enable
one-to-many key generation. The quantum key exchange is based
on the entanglement-based BBM92 protocol, integrated with
a time division multiple access (TDMA) scheme to efficiently
manage multi-user communication. To evaluate the performance
and feasibility of the proposed system, we develop a simula-
tion framework using Qiskit that incorporates a realistic FSO
quantum channel model, taking into account key physical factors
such as atmospheric attenuation, beam divergence, misalignment,
and turbulence. Using this framework, we analyze the system’s
performance in terms of the achievable secret key rate (SKR)
under various conditions. Our simulation results show a high
degree of consistency with the theoretical models, confirming both
the validity of our approach and the accuracy of the simulation
environment. These findings confirm the potential of HAP-based
QKD systems for secure, scalable quantum communications.

Index Terms—TFree-space optics (FSO), quantum key distri-
bution (QKD), high-altitude platforms (HAP), BBM92, multiple
users, Qiskit.

I. INTRODUCTION

With the rapid growth of the Internet of Things (IoT),
a wide range of devices, from smartphones and tablets to
distributed sensor networks, are now interconnected, raising
significant security concerns. However, due to their diverse
operating environments and resource constraints, such as pro-
cessing power, traditional security approaches may be insuf-
ficient. Furthermore, the development of quantum computers
poses a risk of compromising current cryptographic technolo-
gies in the future. In this context, quantum key distribution
(QKD) has emerged as a promising candidate for future-
proof information-theoretically secure communication. It is a
technology that applies the fundamental principles of quantum
mechanics to enable the generation and sharing of secret keys
between legitimate parties, guaranteeing security even in the
presence of a powerful eavesdropper. Despite its potential,
integrating QKD into IoT systems presents substantial chal-
lenges, primarily due to hardware and scalability limitations.

To overcome these barriers, prior research, such as [1],
proposed the use of unmanned aerial vehicles (UAVs) for QKD
key distribution. In this approach, UAVs serve as physical
carriers of quantum keys, and it is assumed that there exist
optical fiber links between the central server and various
gateway nodes (GNs). This assumption becomes infeasible
in geographically remote or difficult-to-access areas (e.g.,
mountainous regions or islands), where laying and main-
taining optical fiber infrastructure is costly and impractical.

To address this limitation, our study proposes a free-space
optics (FSO)-based QKD network architecture using high-
altitude platforms (HAPs) as an alternative to fiber-optic links.
HAPs, which operate in the stratosphere at altitudes around
20 km, offer several advantages over satellite-based systems.
Due to their proximity to the Earth’s surface, HAPs exhibit
lower latency, reduced transmission losses, and improved
link stability—critical properties for real-time communication.
Moreover, HAPs are more cost-effective to deploy and main-
tain compared to satellites, which require expensive rocket
launches and challenging spaceborne maintenance [2].

Several previous studies have explored HAP-based QKD
systems [2]-[5], typically adopting a prepare-and-measure
protocol (e.g., BB84) where the HAP acts as a relay be-
tween the ground node and a trusted network. However, such
architectures often involve multiple sequential key distribu-
tion steps and increased system complexity, reducing overall
efficiency. In contrast, the scheme proposed in this study
utilizes entanglement-based QKD (BBM92 protocol) for key
generation. In this setup, the HAP functions as a central en-
tangled photon source, simultaneously distributing entangled
photon pairs to multiple ground-based users. This one-to-
many transmission capability reduces the need for intermediate
trusted nodes and significantly improves scalability and system
performance.

The motivation for this study is that the limitations of fiber-
based QKD, which lack the flexibility, scalability, and cost-
efficiency required for global or large-scale IoT deployment.
In contrast, HAP-based FSO QKD systems offer secure, high-
capacity communication across diverse and remote environ-
ments. A key challenge is efficiently distributing keys to a
large number of GNs within the network, which is essential
for scalable IoT security. To address this, the study proposes
an HAP-based FSO architecture, develops a Qiskit-based
simulation framework with realistic FSO quantum channel
models to evaluate system performance, especially in terms
of the achievable secret key rate (SKR), and designs a time-
division multiple access (TDMA)-compatible, entanglement-
based QKD protocol supporting multiple users.

II. SYSTEM DESCRIPTION

A. System Model

Figure 1 depicts the system model, where a central server
(Alice) aims to establish secret keys with [N gateway nodes,
denoted as Bob;, for i € [1, N]. To achieve that, the system
employs (1) the BBM92 protocol [6] for QKD between Alice
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Fig. 1. The system model of HAP-aided FSO/QKD system for multiple users.

and each gateway node, using an HAP as a trusted relay to
distribute entangled photon pairs; and (2) a TDMA scheme
to coordinate the key distribution across the multiple gate-
way nodes. In the BBM92 protocol, the HAP first generates
polarization-entangled photon pairs, with quantum states given
by
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where |H) and |V') represent horizontal and vertical polar-
ization, respectively, and their subscript denote the recipient
of the single photon. Then, one photon from the pair will
be sent to Alice, and the other one will be transmitted to
Bob; via the FSO channels. If the photon can arrive at its
corresponding user, it will be measured by a randomly selected
basis, which is either a rectilinear or a diagonal one. After a
period of time, both sides announce their time-tagged values
of the received photon count and the corresponding choice of
basis via a public channel. Based on that information, Alice
and Bob; will keep the bits with the same time-tagged values
and measured by the same basis. Finally, both sides perform
key reconciliation and privacy amplification on these bits to
generate the secret key [7].

It is worth noting that an entangled photon pair can be
shared only between Alice and a single gateway node at a
time. To enable coordinated key distribution among multiple
users, we adopt a TDMA scheme. In this approach, time
is partitioned into fixed-duration timeslots, and each Bob is
assigned specific timeslots during which they receive key
materials. Fig. 2 describes an example of the TDMA scheme
involving Alice and two gateway nodes, Bob; and Bobs.
As seen, Bob; is assigned the first and the third timeslots,
while Bobs uses the second and the fourth. For this scheme,
we assume perfect synchronization among entities, which is
achieved by the global positioning system (GPS) [7].
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Fig. 2. Example of the TDMA scheme with Alice and two gateway nodes.

B. FSO Channel Model

We denote the transmittance of the quantum channel from
the HAP to Alice/Bob; as ny, U € {A,B;}. This value can
be formulated as ny = 1y, la,unp,u, Where 1y denote the
atmospheric loss, I, y denotes the random fluctuation due to
atmospheric turbulence, and 7, 7 is the beam spreading loss
and misalignment-induced fluctuations. As for the atmospheric
loss, the value of 7y can be computed as [5]

_ sec(€u)
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where & denotes the zenith angle, and T,en, v € [0, 1] is the
transmittance efficiency at £y = 0°.

Regarding the atmospheric turbulence, we consider the log-
normal distribution to model the random variable I, in
weak turbulence condition. Therefore, the probability density
function (PDF) of I, y can be given as
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where o2 ;; presents the Rytov variance, which can be calcu-
lated as
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where Kyave = 2/\—[ is the optical wave number, H,y, is the
atmospheric altitude, H,yy is the altitude of the user U,
Ar denotes the optical wavelength, and sec (-) is the secant
function. In addition, C? (h) is the refractive index structure
parameter, and can be calculated as a function of the ground
turbulence level C2 (0) and the root-mean-squared wind speed
VUwind as in [5, (14)].

For the beam spreading loss and misalignment-induced
fluctuations, we consider the four-parameter Beckmann dis-
tribution to model all cases of pointing errors. As a result, the
PDF of 7,y can be expressed as [8]
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Fig. 3. Block diagram of the simulation framework with the Qiskit-enabled BBM92 simulation.

where Ymod,U = Wr,U /20mod,U» wr,,u is the equivalent
beam width of user U and can be computed as

Wr,U = \/w2 M (6)

LU2uy exp (1)’
where wp iy is approximated as wpy ~ gLy, Ly =
(Huap — Hy,v) sec (§u) is the slant distance of user U, Huap
is the altitude of the HAP, g, is the beam divergence half-
angle, vy = ymay , and ay is the aperture radius of user U.
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Additionally, oyoq = ( . is
the modified beam-jitter variance approximation, in which
Haz,Us My, Us Ox,U, Oy,u are the means and the standard devia-
tions of the Gaussian-distributed jitters along the = and y axes,
respectively. Therein, o,y and o, iy can be computed via the
standard deviations of angle-jitter o, , and oy, , as o,y =~
Lyoe, , and oy =~ Lyoy, ,,. Moreover, Anoa, v = Ao,uGu,
where Agy = [erf (vy)]? is the maximum transmittance if
there is no misalignment, and Gy can be found in [8].

Combining all these factors, the PDF of 7y can be written
as
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where erfc(z) is the complementary error function, and yy =
0.50% 1 (1+ 2050a,0)-

III. QISKIT SIMULATION AND ANALYSIS

A. BBM92 Simulation with Qiskit

To evaluate the performance and feasibility of the proposed
system, we develop a simulation platform incorporating the
modelled quantum channel and a BBM92 protocol implemen-
tation enabled by Qiskit, as shown in Fig. 3. Qiskit is an

open-source, Python-based software development kit (SDK)
introduced by IBM for building and simulating quantum cir-
cuits. For each simulated channel coherence time, we generate
two instantaneous transmittance values of 74 and 7, , sampled
from the PDF given in Eq. (7). These values are then used to
calculate the number of coincident detection events and the
corresponding instantaneous QBER, which serves as inputs to
the Qiskit-based BBM92 simulation.

In this work, we consider a type-Il parametric down-
conversion (PDC) source that can emit states containing mul-
tiple photon pairs. In particular, the probability that the source
emits an n-photon-pair state is given by [9]

(n+1)A"

P(n) = m

®)

Here A = pu/2, where p is the average number of pho-
ton pairs generated per pump pulse [9]. Accordingly, the
coincidence detection probability and error rate of n-photon-
pair states are computed based on [9, (9)] and [9, (A6)],
respectively. After simulating 10 channel coherence times,
the total number of sifted bits and erroneous bits is used to
compute the secret key rate, as described in the following
section.

B. Theoretical Secret Key Rate

To assess the system’s performance, we consider the secret
key rate, which is defined as the average number of secure key
bits that Alice/Bob; can generate per second via the quantum
channels. Specifically, the secret key rate of Bob; can be
expressed as

SKRgep; = %S<Q,\,¢> 1—(f+1)H((Exi))],

where R is the repetition rate, s is the sifting coefficient,
which equals 0.5 in case of the BBM92 protocol, f is the
key reconciliation efficiency, and Hj () denotes the binary
entropy function [9]. Additionally, (Q» ;) is the probability of
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Fig. 4. Raw key rate and execution time of the Qiskit-based simulation versus
the number of generated entangled photon pairs.

a coincident detection event between Alice and Bob;, which
can be calculated as

1 p1
Qi) = / / Qs (10 18.) fon (1) Fo, (16:) s,
(10)

where Q) (na,7s,) is the conditional coincident detection
probability given the instantaneous values of 14 and 7g,, and
can be computed as [9]
1—-Yoa 1-Yop,
Q) =1 AR T s,
(1 —Yoa)(1 —Yog,)
(1 +naX+ 0B, — nanp,A)?’

where Y4 and Yy, are the background count rates on Alice’s
and Bob;’s sides. Moreover, (E) ;) is the average quantum bit-
error rate (QBER) and can be expressed as
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where E\Q)x (na,7s;) is the erroneous detection probability
per pulse conditional on the instantaneous values of 7 and
1B,, and can be calculated as [9]

ExQx(na,np;) = eoQ
B 2(eg — ea)nans A1+ A) (13)
(L4 naM)(L+ 0 A)(L+naX+n8,A = nanp,A)’
where eq is the error rate from background counts(random
noise), eq is the intrinsic detector error. Finally, the secret key
rate of Alice is given as

N
SKR tice = ) SKRpop, (14)
i=1

IV. RESULTS AND DISCUSSIONS

This section evaluates the performance of the proposed
systems using both a theoretical framework and Qiskit-based
simulations. The system parameters are as follows: aperture
radius @ = 0.75 m, wavelength \; = 0.85um, receiver altitude
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Fig. 5. Secret key rate versus the average number of generated photon pairs.

Hyy = 10 m, HAP altitude Hyap = 20 km, atmospheric
altitude H,,, = 20 km, beam divergence half-angle 04, =
0.2 mrad, wind speed vying = 5 m/s, ground turbulence level
C2(0) = 10~ m~2/3, means of horizontal and vertical jitters
Ha,u = Wy,u = 0, key reconciliation efficiency f = 1.1, pulse
repetition rate R = 10° pulses/s, the background count rates
on Alice’s and Bob;’s sides Yp4 = Yop, = 1072, the error
rate from background counts ey = 0.5, the intrinsic detector
error e; = 1%. Other parameters are similar to those in [9].

Fig. 4 shows the relationship between the number of entan-
gled photon pairs generated per execution in the IQX simulator
and the resulting raw key rate and execution time. The raw
key rate, shown by the blue line, initially increases sharply
with the number of photon pairs, peaking at approximately
13,000 qubits/sec when 75 photon pairs are generated. Beyond
this point, the raw key rate begins to decline. Meanwhile, the
execution time, indicated by the red line, increases steadily
with the number of photon pairs. These results are crucial for
assessing the efficiency of QKD protocols in the IQX environ-
ment. Selecting the optimal number of generated photon pairs
is essential to maximizing the raw key rate.

Next, we simulate the SKR as a function of the average
number of generated photon pairs with results shown in Fig. 5
for two pointing misalignment levels: 64;,/8 and 64,/5. The
simulation involves Alice and two receivers, Bob; and Bobs,
performing key distribution using the BBM92 protocol with
TDMA. Alice is located at a zenith angle of 30 degrees, while
Bob; is at 10 degrees, and Bobs is at 45 degrees. Each Bob is
assigned specific timeslots in the TDMA scheme, and the SKR
for Bob; and Bobs reflects the key rates from their individual
links with Alice. Alice’s SKR represents the total combined
SKR of both Bobs.

As shown in Fig. 5, the SKR between Alice and each Bob
exhibits a tendency: it increases with the average number
of generated photon pairs u, reaches an optimal point, and
then gradually decreases. An optimal value of approximately
p = 0.125 is consistently observed across all cases. The
impact of pointing misalignment is clearly evident. Under
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the 04y/8 condition, representing smaller angular deviations,
higher SKRs are achieved across all scenarios compared to
the larger misalignment condition of 6y, /5. This observation
suggests that increased pointing errors directly reduce the
photon reception efficiency. Additionally, the influence of the
zenith angle on the SKR is apparent when comparing Bob; and
Bobs. Boby, positioned at a zenith angle of 10 degrees, consis-
tently achieves higher SKRs than Bobs, who is located at 45
degrees. This reduction in SKR with increasing zenith angle is
attributed to greater atmospheric path loss, which diminishes
the transmittance of the quantum channel. In all scenarios, the
simulation results and the theoretical model show very close
agreement. This strong agreement indicates that the proposed
simulation model accurately captures the theoretical model,
thus validating the precision of the simulation.

Fig. 6 investigates the effect of atmospheric transmit-
tance efficiency on the number of supported gateways at a
time. In this figure, we consider the scenarios where the
HAP attempts to support five pairs of Alice and Bob. The
zenith angles of Alice () and five Bob (&g, < 5) is set
as 30°,10°,20°,30°,40°, 50°, respectively. The atmospheric
transmittance for the Bobs was held constant at 0.91, and the
average number of generated photon pairs is set as 0.125.
Moreover, we define that a supported user is one who can
achieve a target level of SKR, SKRuge. In this regard, we
consider three target levels of SKR, i.e., 1 Kbit/s, 5 Kbit/s, and
10 Kbit/s. The results show that, across all three target SKR
levels, an improvement in Alice’s transmittance efficiency
leads to an increase in the number of supported Bobs. In
particular, when the target SKR is 1 Kbit/s, an increase of
Tyen, A from 0.1 to 0.3 results in a sharp rise in the number
of supported Bobs, from one to the maximum of five. This
is because a high value of transmittance efficiency results
in a high coincident detection probability. Moreover, as the
required SKR increases, a higher 7, A is necessary. In the
case of the highest target SKR of 10 Kbit/s, no Bob can be
supported under conditions where T,en o < 0.2. Only when

Tyen, A Teaches 0.3 does it become possible to support a single
Bob, and supporting three Bobs requires an extremely high
transmittance of 7,en, o = 0.9.

V. CONCLUSIONS

We proposed and evaluated a HAP-based QKD network
designed for scalable one-to-many key generation over FSO
communication links. The system architecture employs the
entanglement-based BBM92 protocol integrated with a TDMA
scheme to support multiple ground nodes efficiently. To assess
the feasibility and performance of the proposed approach, we
developed a robust Qiskit-based simulation framework that
incorporates a realistic FSO quantum channel model, captur-
ing critical physical factors such as atmospheric attenuation,
turbulence, and beam divergence. Simulation results revealed
a strong correlation with theoretical performance predictions,
particularly in terms of the SKR under various realistic FSO
conditions. This consistency confirms the validity of both our
system model and the underlying simulation framework.
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