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Abstract—Quantum computing challenges the long-term via-
bility of widely deployed public-key cryptography and motivates
crypto-agility, the ability to migrate cryptographic algorithms
in a timely and controlled manner. However, existing crypto-
agility maturity models such as CAMM and FS-ISAC are
largely shaped by IT assumptions and do not directly capture
the operational constraints of substation automation, where
protection messaging must meet hard real-time bounds, many
devices are firmware-locked, and redundancy protocols require
coordinated dual-network operation. This paper presents PS-
CAMM (Power Systems Crypto-Agility Maturity Model), an OT-
oriented extension of CAMM that (i) gates maturity advancement
on quantitative real-time KPIs, (ii) requires hardware-in-the-
loop (HIL) evidence to validate safety during migration, and
(iii) specifies PRP/HSR-aware operational procedures for cutover
and rollback. We also outline an optional AI-assisted assessment
component that supports evidence collection and consistency
checking from documents and test logs, while keeping final
maturity determination criteria-based and auditable.

Index Terms—Crypto-agility, IEC 61850, Post-quantum cryp-
tography, PRP/HSR, Substation automation

I. Introduction

The advent of quantum computing challenges the security
assumptions of widely deployed public-key cryptography and
motivates crypto-agility: timely, controlled migration of cryp-
tographic algorithms. While NIST’s Post-Quantum Cryptog-
raphy (PQC) standardization provides candidate algorithms,
practical migration in operational-technology (OT) environ-
ments remains constrained by timing-critical operation and
limited device flexibility.

Substation automation systems illustrate these constraints
clearly. Protection messaging such as IEC 61850 GOOSE is
subject to strict end-to-end latency requirements (e.g., 3 ms
for Type-1A), and many Intelligent Electronic Devices (IEDs)
are firmware-locked with restricted update paths. In addition,
redundancy protocols such as PRP/HSR require coordinated
operation across dual networks during cutover and rollback.
Existing crypto-agility maturity models (e.g., CAMM [1] and
FS-ISAC [2]) provide useful high-level guidance, but they do
not explicitly encode these OT-specific constraints as auditable
advancement criteria.

In this paper, we present PS-CAMM (Power Systems
Crypto-Agility Maturity Model), an OT-oriented maturity
model for substation systems. PS-CAMM makes level ad-
vancement conditional on quantitative real-time KPIs, requires

hardware-in-the-loop (HIL) test evidence for safety valida-
tion, and specifies operational procedures for redundancy-
aware transition in PRP/HSR environments. By incorporating
firmware constraints and IEC 61850/62351 compliance consid-
erations, PS-CAMM provides a practical basis for assessing
and planning crypto-agility in substation automation under
real-time and resource constraints.

II. Background, Gap Analysis, and OT Constraints
This section reviews prior crypto-agility maturity models

and highlights why their criteria do not directly transfer to
substation automation. We summarize the relevant gaps and
the OT constraints that motivate PS-CAMM.

A. Existing Crypto-Agility Maturity Models
Hohm et al. [1] proposed CAMM, a five-level maturity

model (L0–L4) in which a system’s level is determined by
strict satisfaction of all requirements up to that level. Alnahawi
et al. [3] surveyed crypto-agility across multiple dimensions,
including algorithms, hardware, APIs, and quality manage-
ment, and discussed practical challenges such as composability
and migration modalities. FS-ISAC [2] provides an operational
view of migration through phases such as inventory, testing,
cutover, and post-change verification, emphasizing process
discipline at the organizational level.
These frameworks establish useful baseline principles, but

they are largely shaped by IT deployment assumptions. In
particular, their criteria are typically qualitative and do not
explicitly encode tail-latency requirements or jitter tolerance
under time-critical messaging. They also provide limited guid-
ance for environments where devices are firmware-locked or
resource constrained, and where verification must rely on OT
test infrastructure (e.g., hardware-in-the-loop validation) rather
than software-only test suites. Finally, they do not directly ad-
dress redundancy-aware orchestration during migration, such
as coordinated cutover and rollback across dual networks, nor
time-synchronization considerations that affect measurement
and scheduling in substations.

B. PS-CAMM’s OT-Specific Extensions
PS-CAMM follows the same general approach as prior

maturity models—deriving requirements from published guid-
ance and expert practice—but tailors the assessment to substa-
tion automation constraints. Specifically, PS-CAMM (i) makes



level advancement conditional on quantitative, standards-
aligned real-time KPIs, (ii) treats hardware-in-the-loop (HIL)
results and regression evidence as mandatory verification arti-
facts, and (iii) specifies operational procedures for redundancy-
aware transition, including coordinated cutover, rollover, and
rollback under PRP/HSR. These extensions are intended to
capture practical conditions in substations where protection
messaging operates under hard time bounds, devices may have
restricted update paths, and cryptographic transitions must
remain consistent across redundant paths.

III. Proposed Maturity Model: PS-CAMM
This section describes PS-CAMM and the assessment logic

used for level advancement. We summarize the substation con-
straints that drive the model, then present level requirements,
KPI gates, and the associated verification evidence.

A. Substation Automation Constraints
Substation automation operates under constraints that are

not explicitly captured by IT-oriented maturity models. Protec-
tion messaging on IEC 61850, particularly Type-1A GOOSE,
is subject to a tight end-to-end latency bound on the order of
a few milliseconds [4]. In addition, time synchronization via
IEEE 1588 PTP is commonly required at sub-microsecond
accuracy [5], and cryptographic transition must not degrade
timing stability or introduce harmful jitter.

For protection behavior, average latency is not a sufficient
indicator. Rare tail events can violate the protection time
budget and lead to misoperation during fault conditions, even
when the mean remains stable. Accordingly, PS-CAMM uses
p95 and p99 end-to-end GOOSE latency as primary real-
time KPIs, computed over fixed measurement windows with
hardware timestamps. These percentiles characterize typical
worst-case behavior (p95) and extreme delay events (p99) that
are most relevant during cutover.

Substations also impose practical deployment constraints.
IEDs are often firmware-locked and resource constrained,
which limits update paths and the ability to accommodate large
PQC key material. Hardware acceleration support for lattice-
based cryptography may be limited or absent [6]. Finally,
redundancy protocols such as PRP/HSR require coordinated
operation across dual networks during migration, including
consistent key management and standards-compliant negoti-
ation under IEC 62351, as well as operational readiness for
scenarios such as black-start and islanded operation [7].

B. PS-CAMM Structure and Assessment Dimensions
Figure 1 summarizes PS-CAMM’s level advancement logic,

and Table I enumerates the corresponding requirements and
evidence expected at each level. PS-CAMM assesses crypto-
agility along four dimensions: (i) Technical/Architecture (e.g.,
algorithm modularity and PQC deployment options), (ii) Op-
erations/Governance (e.g., policies, roles, and change control),
(iii) Real-time/KPI (quantitative performance bounds), and (iv)
Verification Evidence (mandatory test artifacts and documen-
tation). Based on these dimensions, PS-CAMM defines five
maturity levels:

• L0 (Initial): Hard-coded algorithms with no update mech-
anism and no crypto asset management.

• L1 (Possible): Basic enablement through updatability, ver-
sioned configurations, and baseline performance measure-
ment.

• L2 (Prepared): Hybrid design with PQC applied to con-
trol and key-management planes, formalized policies, and
predefined acceptance bounds (δ95, δ99, ε).

• L3 (Practiced): Operational transition supported by KPI
validation, HIL evidence of zero protection misoperations,
and redundancy-aware dual-path operation under PRP/HSR.

• L4 (Sophisticated): Policy-driven automation with PTP-
aware scheduling, cross-vendor interoperability, and sus-
tained p99 non-inferiority within planned cutover windows.
Table I also sketches an optional AI-assisted assess-

ment component (non-scoring). This component supports ev-
idence collection and consistency checks. Examples include
SCD/SSD–Crypto-BOM alignment (SCD/SSD: System Con-
figuration Description / Substation Specification Description;
Crypto-BOM: Cryptographic Bill of Materials), policy compli-
ance extraction, KPI trend monitoring, and log-based evidence
retrieval. Final maturity determination remains criteria-based
and human-auditable.

C. KPI-Gated Advancement

Levels 0–2 establish the organizational and architectural
prerequisites for migration. Level 3 introduces quantitative
gates that must be satisfied during cutover:

GOOSEE2E ≤ 3 ms, ∆p95 ≤ δ95, ∆p99 ≤ δ99, loss ≤ ε .

Here, ∆p95 and ∆p99 denote the change in end-to-end GOOSE
latency percentiles relative to the pre-cutover baseline. The
bounds (δ95, δ99, ε) are defined at Level 2 and are used for one-
sided non-inferiority checks. Level 4 requires sustaining these
gates within planned cutover windows under cross-vendor
interoperability conditions. The gates are chosen to preserve
protection semantics and are grounded in the relevant timing
and redundancy requirements in IEC 61850-5, IEEE 1588, and
IEC 62439-3.

D. Illustrative Assessment

We illustrate PS-CAMM with a digital substation testbed
that includes firmware-locked IEDs and PRP redundancy. At
Level 1, the operator establishes a crypto asset inventory and
measures baseline GOOSE latency percentiles (p95, p99). At
Level 2, the system adopts a hybrid design that applies PQC
to control and key-management planes, defines the acceptance
bounds (δ95, δ99, ε), and approves a test plan. At Level 3,
the operator validates that the end-to-end GOOSE bound is
met, the p95/p99 percentiles satisfy the non-inferiority checks,
HIL testing shows no protection misoperations, and PRP and
PTP remain stable during the cutover window. If the required
artifacts and logs support these checks, the system qualifies
for Level 3.



1) Technical /       
         Architecture
  ·  hard-coded crypto

2) Operations /       
         Governance
  · no update path

3) Real-time / KPI
  · no KPIs

4) Verification Evidence
  · no field evidence

1) Technical /       
         Architecture
  ·  updatability

2) Operations /       
         Governance
  · initial inventory

3) Real-time / KPI
  · baseline measurement

4) Verification Evidence
  · baseline traces

1) Technical /       
         Architecture
  ·  hybrid/PQC-ready
     architecture

2) Operations /       
         Governance
  · Formal policies

3) Real-time / KPI
  · acceptance bounds
    (𝛿95 , 𝛿99 , ߳)
4) Verification Evidence
  · test plan approval

1) Technical /       
         Architecture
  ·  PRP/HSR dual path

2) Operations /       
         Governance
  · HIL approval

3) Real-time / KPI
  · GOOSE ≤ 3ms, non-
    inferiority on ρ95/ρ99

4) Verification Evidence
  · HIL regression (zero
    protection misoperations)

Baseline & 
Inventory

Gated by 

HIL Regression & 
KPI Preservation 

(ρ95/ρ99)

Gated by 

L0: Initial L1: Possible L2: Prepared L3: Practiced

Test Plans & 
Acceptance 

Bounds

Gated by 

Gated by 
Automation

& Scale Non-
inferiority (ρ99)

1) Technical /       
         Architecture
  · policy-driven automation

2) Operations /       
         Governance
  · cross-vendor interoperability

3) Real-time / KPI
  · ρ99 non-inferiority at scale

4) Verification Evidence
  · cross-vendor interoperability

L4: Sophisticated

Fig. 1. PS-CAMM Level Advancement Based on KPI Satisfaction and Verification Evidence

IV. Evaluation Methodology and Process Mapping

A. Scoring and Assessment

PS-CAMM follows CAMM’s strict advancement rule. A
system attains level X only when it satisfies all requirements
from Levels 0 through X . In practice, assessment combines
document review, architecture inspection, performance mea-
surement, test-log analysis, and operational drills to verify
that the required KPI gates and evidence are met. Table I
sketches an optional AI-assisted component that can support
evidence collection and consistency checks. Final level assign-
ment remains criteria-based and auditable, relying on the KPI
inequalities and the relevant normative requirements.

B. Mapping FS-ISAC Ten Phases to OT Operational Windows

Figure 2 summarizes the cryptographic transition work-
flow used in PS-CAMM. The workflow is adapted from FS-
ISAC [2] and adds OT-specific safety gates and rollback
considerations for substation operation.

1. Safety Impact
Assessment 2. Inventory (Crypto-BOM) 3. Revisit & Revise Planning

4. Test & Validation (OT Window)6. Replacement
(PRP/HSR cutover)

5. Implementation 
(non-critical first)

7. Verification 8. Maintenance 9. Emergency Rollback 10. Loop-back

Fig. 2. PS-CAMM workflow for substation migration

The workflow consists of ten phases grouped into planning,
deployment, and maintenance. Planning covers safety impact
assessment (Phase 1), Crypto-BOM inventory of algorithms
and device capabilities (Phase 2), and schedule revision driven
by vendor and operational constraints (Phase 3). Deployment
requires HIL verification without regression (Phase 4), staged
rollout (Phase 5), redundancy-aware dual-network rollover
under PRP/HSR (Phase 6), and post-cutover validation against
the real-time KPI gates (Phase 7). Maintenance monitors
cryptographic health and certificate lifecycle (Phase 8), sup-
ports coordinated emergency rollback across redundant paths
(Phase 9), and feeds operational findings back into the plan-
ning process (Phase 10).

V. Conclusion
This paper presented PS-CAMM, an OT-oriented crypto-

agility maturity model for substation automation. PS-CAMM
extends CAMM by introducing quantitative real-time KPI
gates, requiring HIL-based verification evidence, and speci-
fying redundancy-aware operational procedures for migration.
These elements are intended to make maturity assessment
actionable and auditable under substation constraints and stan-
dards. Future work includes pilot studies and implementation
of supporting tools for Crypto-BOM consistency checking and
evidence collection.
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TABLE I
PS-CAMM: Level-by-level checklist of OT crypto-agility requirements, real-time KPIs, and verification evidence

Level Technical / Architecture Operations / Governance Real-time / KPI Verification Evidence

L0
Initial • Hard-coded algorithms; no

update path
• No algorithm ID /

negotiation
• Vendor lock-in; no key/cert

lifecycle

• No crypto asset inventory or
roles

• No change management or
vendor oversight

• No measurement baseline • Known Answer Test
(KAT)/compile logs only; no
field data

L1
Possible • Updatability, rollback,

inventory established
• Versioned keysets/configs;

manual switchover

• Initial policy; crypto officer
assigned

• Asset scanning; initial
inventory

• Baseline latency/throughput
(testbed)

• E2E instrumentation for
GOOSE fast path

• Inventory report; baseline
traces

L2
Prepared • Modularity; hybrid/parallel

design
• Cipher-suite intersection;

policy-driven partial
automation

• PQC on control & key
mgmt (IEC 62351-3/9)

• Formal policies; mandatory
inventory workflow

• Third-party risk templates;
dedicated team

• Acceptance bounds set:
δ95 , δ99 , ε

• Cutover window and Service
Level Objectives (SLOs)
defined

• Approved test plan and
checklists

• Supplier compliance artifacts

L3
Practiced • Transition mechanisms

operational; PRP/HSR dual
path

• Backward compatibility;
HW modularity

• Training/drills; transparent
change control

• HIL/field sampling approval
gates

• GOOSE E2E ≤ 3ms;
one-sided non-inferiority on
p95/p99

• Loss ≤ ε ; jitter within
bounds during cutover

• Before/after regression
reports

• HIL results (zero protection
misoperations)

• PRP duplicate-discard &
sequence-gap logs

• PTP offset/PDV time series
within spec

L4
Sophisticated • Policy-driven automation;

PTP-aware scheduler
• Cross-vendor interoperability

at scale
• Fast-path GOOSE/SV

unchanged (IEC 62351-6)

• Continuous monitoring and
audit

• Rapid response to
threat/standard changes

• Black-start and islanded
procedures embedded

• p99 non-inferiority in
planned windows

• Loss ≤ ε ; zero protection
misoperations

• Interop pass rate; seamless
rollover demos

• SCD/SSD–Crypto-BOM
alignment audit trail

Future (non-scoring) AI assistance for assessment automation

AI
assist • SCD/SSD–Crypto-BOM

consistency checks
• Algorithm/cipher-suite

compatibility

• Policy compliance extraction
and scoring

• Supplier certification
summarization

• KPI trend analysis;
regression detection

• Evidence extraction from
HIL/field logs

• zero protection
misoperations verification

Notes: p95/p99 are computed over fixed windows using hardware timestamps; (δ95, δ99) and ε bound non-inferiority and loss, respectively.
Abbreviations: SV = Sampled Values, PDV = Packet Delay Variation.
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